


Security On Linux System

Power by: N.X.Bi O==(=========> A($)* Supporter Of VTF)
(E-mail: binhnx2000@yahoo.com | Home: http://www.vieteam.com/)

M¢& dau: Toi la mot Fan cta Linux, mot nguwoi yéu thich Security. Toi rat thich Linux, dac biét 1a
kha nang tuyét voi cua no. Toi viét tai liéu nay chi véi muc dich mudn chia sé véi moi nguwdi mot
chut hiéu biét it 6i cta toi vé Security Linux...Khong hé c6 bat cir muc dich ndo khac. Nhirng gi
t6i chia sé trong tai liéu nay déu co nguon goc twr cac: Magazine, Book, Site, Forum, List...vé
Linux Security trén thé gi¢i. Nhirng gi téi cdm thay hay va thwc sw c6 ich, t6i da thwe hanh thir va
tim cach ghi lai mot cach ngén gon dé& hiéu nhét trong tai liéu nay. Thiu x6t I3 didu khong thé
tranh khai, rdt mong nhan duoc sy gép ¥ va chi bao thang than tir phia cac ban. Pay chi la
Version Demo cua tai liéu. Néu nhan dwoc sw Gng hd, dén nhan nhiét tinh cling nhw sy gép y va
gilp d& thang than tir phia cac ban. T6i sé tiép tuc hoan thién tai liéu nay dé& phuc vu moi nguoi
mét cach tot hon.

Ban c6 thé tham gia dién dan trao dbi, thao luan vé Unix/Linux v&i ching t6i :

http://www.vieteam.com/vtf (Unix/Linux Section)

Lwu y: Bai viét nay chi mang tinh chét hoc héi va trao dbi kinh nghiém...Cac ban co thé ty do s
dung nd, nhing mong cac ban ton trong Copright mét chut. Khi can trich dan & cho nao trong tai
liéu. Vui long ghi rd ngudn va tén ngwoi viét...Rat cdm on ban da quan tdm dén bai viét cla toi.

1) Vé sw phan cép, quyén han, s& hiru cho File

Sw phan cép, quyén va sy s& hitu rd rang don gian da tao Ién si'c manh bao mat cua
Unix/Linux. VAn dé dau tién ma ching ta can kiém tra c6 I8 13 sw phan cép, quyén han, s& hiru
cac File trén hé théng ctia ban. Néu khdng dwoc cu hinh mét cach chinh xac didu nay hét strc
nguy hiém. Cho ly do nay ban lén thuwdng xuyén kiém toan hé théng File trén Server cta ban.
Dé&c biét 1én cha y dén ID cuta root. C6 mét sb chwong trinh cho phép nguwdi st dung trén hé
théng clia ban c6 thé tw do Set UID ma khéng can root. Chéac t6i khdng can néi, ban cling biét 1a
phai lam gi v&i cac chuwong trinh loai nay réi chir ? Bay gi® ching ta tim cac File ¢ sw phan cép,
quyén han khéng 6n dinh trén hé théng clia ban va sau dé diéu chinh lai gia tri an toan cho
chung:

root@localhotst# find / -type f -perm +6000 -Is
59520 30 -rwsr-xr-x 1 root root 30560 Apr 15 1999 /usr/bin/chage
59560 16 -r-sr-sr-x 1 root Ip 15816 Jan 6 2000 /usr/bin/lpq

root@localhotst# chmod -s /usr/bin/chage /usr/bin/lpq
root@localhotst# Is -l /usr/bin/lpq /usr/bin/chage
-rwxr-xr-x 1 root root 30560 Apr 15 1999 /usr/bin/chage
-r-xr-xr-x 1 root Ip 15816 Jan 6 2000 /usr/bin/lpq

Cac dong Iénh trén tim cac File c6 UID root hay twong dwong root. Tiép do6 gan thudc tinh chi
cho phép root mé&i c6 quyén thyc thi né.
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Chuing ta tiép tuc tim nhing File cho phép ghi lai trén hé thng clia ban. Diéu gi sé xay ra néu ké
tan cong cé thé tw do thay dbi noi dung cac File ?

root@localhost# find / -perm -2 ! -type | -Is

Trong cac thao tac binh thuong viéc ghi, thay déi nodi dung File thworng duoc thue hién & cac thw
muc nhuv /dev va /tmp...Néu ban thé}y & cac thuw muc khac ma cac File lai c6 thé tw do ghi lai
dworc thi co 1€ la co van dé ndy sinh roi do.

Ban cling Ién quan tam dén cac File khong co chu s& hiru (khéng thude bat clr User hay Group
nao). Tat nhién la khéng ai s& hiru ching thi ké tan cong rat cé thé sé s& hiru ching ;-( Bé tim
cac File khéng cé chu sé& hiru ban dung Iénh:

root@localhost# find / -nouser -o -nogroup

Vi viéc st dung Iénh "Isattr" va "chattr" ban co thé thay doi dac tinh cho cac File va thw muc
duwdi cap dé cao cap clia mot quan tri hé thong nhw kha nang diéu khién qua trinh xoa File, thay
doi File va v&i nhirng tinh nang khac ma Iénh "chmod" khéng thé thyc hién duorc.

Viéc clp phat quyén han s& hitu cho File theo mét quy tdc thdng nhét, trong subt, khong thay
dbi...Td ra c6 hiéu qua dac biét trong viéc ngan chan qua trinh xod, thay dbi cac tap tin Log cta
ké tdn cong, hay viéc cai dat Trojan vao nhirng File nhi phan Binnary trén hé théng cuta ban.
Lénh "chattr" dwoc siv dung dé gan hay g& bd quyén han sé hivu cho File, thi 1énh "Isattr" dwoc
st dung dé liét ké chung.

Céc File Log can phai dwoc bdo vé mot cach hop ly. Khi dir liéu dwoc ghi vao File Log mét Ian,
né sé& khong thé dwoc phép chinh stra hay thay déi. S& dj cd nhu ciu nay, bdi hién tai co rat
nhiéu Script cho phép ké tan cdng tAn cong xoa bd, chinh sira ndi dung trén File Log. Dé xiét
chat hon an toan cho File Log ching ta can st dung lénh "chattr" va "Isattr" v&i mot vai doi
twong:

root@localhost# chattr +i /bin/login
root@localhost# chattr +a /var/log/messages
root@localhost# Isattr /bin/login /var/log/messages
----i--- [bin/login

----- a-- /lvar/log/messages

Tém lai! sau phan nay ban 1én chu y: Khong bao gid cho phép nguwdi st dung dwoc phép chay
cac chwong trinh Set UID, hay nhitng chwong trinh khac cé dac quyén nhw root trén Home
Directory cla ban. Ludn kiém toan va quan tam dén hé thdng File trén Server cla ban, dac biét 1a
v&i nhivng loai File cé nguy co cao da néu & trén.

- Ban lén st dung tuy chon nouid trong /etc/fstab dé& cho phép s chinh stra ghi lai & cac khu
vwec da dinh voi tieng nguedi str dung.

- Tinh n&ng noexec va nodev cho céac File trong Home Directory clia ngwdi dung dé khéng cho
phép ho tw dong thwc thi cac chwong trinh hay tao cac thiét bi Block.

2) Vo hiéu hoa cac Service khdng str dung

Pé tranh tinh trang “d{am dai 1dm mcf)ng" ban |1én v hiéu hgé va g& bé nhirtng chwong trinh’,
Service khéng dung dén trén hé thong cla minh. Ban cé thé s dung cac cdng cu quan ly dé



hién thi danh sach nhirtng géi phan mém nao da dwoc cai dit dé thwc hién viéc nay (Redhat
Package Manager - Linux )

V& co ban! cac Service dwoc dinh nghia hoat ddng bdi inetd (trén mot s6 hé théng Linux méi né
cd thé 1a xinetd). N6i dung Service dwgc dinh nghia hoat dong béi inetd dwgc chira &
letclinetd.conf . M&i Service dwoc dinh nghia déng sau ky ty "#"...Ban co thé vo hiéu hoa
Service khoéng str dung.

Thu muc /letc/rc*.d va letc/re.d/rc* 1a noi chira cac Shell Script va cac théng sb dé diéu khién sy
thwe hién cta Network va Service trong subt thdi gian nd hoat déng. Ban cé thé xoa bd hét
nhirng th lién quan dén nhirng Service ma ban khong can str dung. D6i véi hé théng Redhat,
SuSE, Mandrake...ban co thé st dung lénh:

root@localhost#chkconfig --list
root@localhost#chkconfig --del <name>

Dé hién thi nhirng Service nao dang hoat dong va xoa bd Service nao ma ban muén. Ban muédn
kiém tra xem Service nao dé thyc sy da dwgce go bd khoi hé thong chwa ?

Ibin/netstat -a -p --inet

Trén Redhat, SUSE, Mandrake...chwong trinh dwoc st dung dé quan ly cac géi phan mém la
Ibin/rpm (Redhat Package Manager). Trén Debian la /usr/bin/dpkg (Debian Package ). Dudi
day la moét s6 dong Iénh co ban dwgc dung dé quan ly cac géi phan meém. Dong dau sé la rpm
va dong th hai sé la dpkg:

G& bd mot géi phan mém:

root@localhost# rpm -e <package-name>
root@localhost# dpkg -r <package-name>

Liét ké danh sach nhirng goi da dworc cai dat:

root@localhost# rpm -qvl <package-name.rpm>
root@localhost# dpkg -c <package-name.deb>

Liét ké danh sach nhirng g6i da dwoc cai dat vai thdng tin chi tiét cho méi goi:

root@localhost# rpm -qvia
root@localhost# dpkg -

Liét ké thong tin chinh xac cac File cla géi da dwoc chi dinh:

root@localhost# rpm -qvpl <package-name.rpm>
root@localhost# dpkg -c <package-name.deb>

Hién thi thong tin v& mot goi phan mém:

root@localhost# rpm -qpi <package-name.rpm>
root@localhost# dpkg -| <package-name.deb>

Kiém tra tinh toan ven cho moét géi phan mém:



root@localhost# rpm -Va
root@localhost# debsums -a

Cai d&t mot géi phan mém méi:

root@localhost# rpm -Uvh <package-name.rpm>
root@localhost# dpkg -i <package-name.deb>

3) Sw kiém tra tinh toan ven cua cac géi phan mém

Lénh "mdSsum"” sy dung thuat toan 128 bit dé xac dinh chu0| Finger Print cia mét goi phan
mém. V&i muc dich dam bao sy toan ven cua cac goi phan mem ttr nha cung cap dén ngudi st
dung. N6 cé thé cho ta biét vé sy thay dbi ciia cac géi phan mém trén hé théng cla ban.

root@localhost# md5sum package-name
995d4f40cda13eacd2beaf35¢c1c4d5¢c2 package-name

C6 18 ban van chua hiéu dwoc loi ich thuc sw clia "md5sum” trong thé gidi bdo mat. Toi sé lay
mot vi du don gidn. Khi ké tAn cong da dot nhap dwoc vao hé théng cla ban, ching sé cai dat va
st dung cac Rootkit. Thwe chét [a cac chuong trinh thong dung ciia Admin nhu: netstat, ps,
ls...da dwoc chinh sra dé& cho ra thong tin sai che mét ban. Vay l1am thé nao dé biét dwoc diéu
nay ?

Chéng han nhw chudi MD5 mac dinh cla "netstat" khi cai dat hé théng SuSE Linux cla toi la
"995d4f40cdal3eacd2beaf35c1c4d5c2”

Bay gi® khi tdi chay "md5sum” v&i "netstat" :

root@localhost# md5sum /usr/bin/netstat
995d4f40cda13eacd2beaf35¢c1c7d8c1 /usr/bin/netstat

Thong tin vé& chudi khéng khé'p nhau, didu gi da xay ra vay ? Cau tra |&i nay danh cho ban.

4) St dung Tripwire

Tripwire mét chwong trinh theo d&i nhdm dam béo tinh toan ven,cCla File b&i viéc duy tri sy hoat
dong clia moét co sc:r di¥ liéu nhirng File dwgc cai dat trén hé thong...Cling nhw sé canh bao khi
chung cé su thay doi.

Khi cai dat Tripwire sé doc, thu thap thong tin vé trang thai cac Filg trén’ hé théng cla ban va ’ghi
ching vao mot co s¢ dir liéu. Sau nay khi Tripwire chay n6 sé doi chiéu cac Flle trén hé thong
cua ban véi co s& dir liéu chuan. Néu co sw thay doi né sé thong bao cho ban.

C6 mét File chinh dwoc st dung dé cau hinh hoat dong tong thé cho Tripwire. Thong thudng véi
théng sO0 mac dinh né cling da té ra kha hiéu qua. Nég nhu ban khéng ranh vé Tripwire, ban Ién
str dung thong s6 mac dinh cla né. Dwéi day la moét sé dong 1énh thdng dung

Tao File néi quy tr mét Text File

root@localhost#: /usr/TSS/bin/twadmin -m P policy.txt

Khé&i tao co s& di¥ liéu theo File néi quy chinh:



root@localhost#: /usr/TSS/bin/tripwire -init

Hién thi co s& di liéu:

root@localhost#: /usr/TSS/bin/twprint -m d

Tao théng bao két qua theo ngay:

root@localhost#: /usr/TSS/bin/tripwire -m c -t 1 -M

Cap nhat co s& di liéu theo File ndi quy va bao cao hang ngay:

root@localhost#: /usr/TSS/bin/tripwire --update --polfile policy/tw.pol \
--twrfile report/<hostname>-<date>.twr

5) Sr dung giao thirc SSH

Néu co thé t6i khuyén ban I&n cho Service "Telnet" nghi hwu va thay vao do bang Service "SSH".
Méac du Telnet rat tuyét nhung no lai khdng cung cap kha nang ma hoa di liéu trén dudng
truyén, diéu gi sé xay ra khi co6 mét Sniffer dat & dau dé trén dwdng truyen.

Dé cai dat OpenSSH ban can Down goi *.rpm tir Site cdia hang cung cap phién ban Linux ma ban
dang dung vé. Viéc cai dat tir goi *.rpm kha don gian, toi khéng dé cap dén.

Lwu y: Nh& Down va cai thém OpenSSL, béi d& hoat dong OpenSSH can mét sé Lib cla
OpenSSL.

Chi tiét vé viec st dung OpenSSH ban cé thé tham khado bai viét "Open SSH" cua t6i &
http://www.polarhome.com/~vicki

Vé cén ban OpenSSH st dung nhitng Public Key d& dam bao sw an toan. Public Key dwoc cép
phat cho bat ctr hé thong nao ma ban muon truyén théng an toan:

host2$ ssh-keygen

Generating RSA keys: ...0000000....0000000

Key generation complete.

Enter file in which to save the key (/home/binhnx2000/.ssh/identity):
Created directory ''home/binhnx2000/.ssh'.

Enter passphrase (empty for no passphrase): <passphrase>

Enter same passphrase again: <passphrase>

Your identification has been saved in /home/binhnx2000/.ssh/identity.
Your public key has been saved in /home/binhnx2000/.ssh/identity.pub.
The key fingerprint is:
ac:42:11:¢c8:0d:b6:7e:b4:06:6a:a3:a7:e8:2¢:b0:12 binhnx2000@host2

Tiép dén Copy céac Key dé sir dung:

host2$ mkdir -m 700 ~dave/.ssh
host2$ cp /mnt/floppy/identity.pub ~binhnx2000/.ssh/authorized_keys

Bay gi® tr hé thdng ctia ban, néu mudn Login vao hé théng nay chi viéc phat Iénh:

root@localhost$ ssh host2
Enter passphrase for RSA key 'binhnx2000@localhost': <passphrase>


http://w/

Last login: Sat Aug 15 17:13:01 2000 from localhost
No mail.
host2$

Ngoai kha nang cung cép Shell Login an toan, OpenSSH con cung cép cho ban céng cu Copy va
FTP mét cach an toan. Chang khi t6i muon Copy file tir hé thong clia minh sang mét hé thong
khac da dwoc chap nhan:

root@localhost$ scp /tmpl/file.tar.gz host2:/home/binhnx2000

Enter passphrase for RSA key 'binhnx2000@localhost:

file.tar.gz 100% I***************************| 98304 00:00

Néu co thé 1én hwdng dan va khuyén khich cac User trén hé théng cliia ban st dung: OpenSSH
thay cho Telnet va FTP.

6) Str dung TCP Wrappers

Trwdce khi S,erve,r FTP duwoc chay. DPAu tién tcpd sé xac dinh nhirng dia chilnguén duoc cho
phép, cac két néi sé dwoc glri dén Syslog dé ddi chiéu sau nay. Néu ban mudn vé hiéu hoa tat
ca cac Service, ban chi viéc thém dong sau vao File /etc/host.denny

ALL:ALL

Dé gvi E-mail dén nha quan tri hé théng va théng bao nhirng 1an két néi b that bai, ban thém vao
cac dong sau:

ALL: ALL: /bin/mail \
-s “%s connection attempt from %c” admin@mydom.com

Néu ban muédn cho phép nhirng dia chi tin cay chay nhirng dich vu ma ho dwgc phép, ban hay
chinh stra n6i dung File /etc/host.allow

sshd: magneto.mydom.com, juggernaut.mydom.com
in.ftpd: 192.168.1.

Dé dam bao an toan ban 1&n kiém soat va diéu khién qua trinh truy nhap mét cach céan than hon.
St dung tepdchk dé kieém tra sy truy nhap File, st dung Syslog dé ghi lai nhirng lan dang nhap
that bai...Ban lén diéu khién s truy nhap cho hé thong ctia minh theo nguyén tac:

Sw truy cap chi dwgc thwe hién khi Client/Deadmon c6 dia chi phu hep véi ndi dung duwgce cho
phép trong /etc/hosts.allow

7) St dung ché dé bao mat mic dinh cua Kernel

Trong Kernel ctia mot sb hé théng Linux méi hién gi& ¢é ciu hinh s&n mét vai Rules chuén voi
muc dich cung cap nhirng théng sé can ban nhat d& ciu hinh cho hé théng danh cho nhirng
Admin khéng cé nhiéu kinh nghiém vé bao mat hé thdng. Céac File va théng sé dé thwdng dwoc
chtva & Iproci/sys. V& can ban giao thirc IPV4, bén trong /proci/sys/net/ipv4 cung cip cac tinh
nang can ban:

icmp echo ignore all: V6 hiéu hoa tAt ca cac yéu phan hoi ICMP ECHO. S dung tuy chon
nay néu nhuw ban khéng mudn hé thong ctia minh tra 1&i cac yéu cau Ping.
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icmp echo ignore broadcasts: V6 hiéu hod tat ca cac yéu cau phan héi ICMP ECHO trén
Broadcast va Multicast. Tuy chon nay duwoc st dung dé ngan chan nguy co hé thong cta ban co
thé bi lgi dung khai thac cho nhirng cudc tan cong DDOS.

ip_forward: Cho phép hay khéng cho phep sw chuyén tiép IP gilra cac glao dién mang trong hé
thdng cGa ban. Tuy chon nay duwoc si dung khi ban mudn Server clia minh hoat déng nhw
Router.

ip_masq_debug: Kich hoat hay vé hiéu hoa qua trinh g& 16i cho IP Masquerading

tcp_syncookies: Tuy chon nay dwoc st dung dé bao vé hé thdng ctia ban chéng cac cudc tan
cong st dung ky thuat ngap SYN da tirng gay kinh hoang moét thoi trén Internet.

rp_filter: Chirng thic va xac dinh dia chi IP nguon hop 1&. Tuy chon nay duoc st dung dé bao
vé hé thdng clia ban chdng lai cac cudc tan cong gia mao dia chi IP "IP Spoof".

secure redirects: Chi chap nhan chuyén tiép nhirng théng diép ICMP cho nhitng Gateway tin
twdng trong danh sach.

log martians: Ghi lai nhirtng Packet khong duwgc xt ly bé Kernel.

accept source route: X&c dinh xem liéu cé phai nhirtng Source Routed Packet dwoc chdp nhan
hay tr chOi. Bé an toan ban 1én v6 hiéu hoa tinh nang nay.

Trong hé thdng Redhat, & letc/sysctl.conf chira thong tin v& nhirng thiét bi mac dinh dwoc xi ly
ngay khi kh&iddong hé théng, nhitng théng sb dé dwoc doc, diéu khién va thwc thi boi
/usr/bin/sysctl.

Néu ban mudn vé hiéu hoa tinh nang "ip_foward" don gian ban chi viéc st dung lénh:

root@localhost# echo “0” > /proc/sys/net/ipv4/ip_forward

Twong tw dé kich hoat tinh nang nao ban chi viéc thay gia trj "0" béng i

8) Bao mat cho Apache Server

Cac thong tin vé sy hoat dong Apache Server & letc/httpd/conf/httpd.conf. Bay gi&’ chung ta
cung xem xét ndi dung cla no.

Listen 127.0.0.1:80

St dung thong sb trén dé vo hiéu hoa toan bd s truy cap vao hé thdng File khong dwoc cho
phép bai ké tan cong. Dé v6 higéu mirc t6i thiéu cac thong tin vé Server c6 thé bi ri ra ngoai khi ké
tan cong st dung ki thuat chop Banner. N6 dwoc dung rat rong rai trén cac hé thong Ién.

<Directory />
Options None
AllowOverride None
Order deny,allow



Deny from all
</Directory>

Bay qi¢ dén phén gi¢i han nhirtng dia chi IP dwgc phép, khéng duwoc phép. Ban doc file
letc/httpd/conf/access.conf :

<Directory /home/httpd/html>

# Deny all accesses by default

Order deny,allow

# Allow access to local machine
Allow from 127.0.0.1

# Allow access to entire local network
Allow from 192.168.1.

# Allow access to single remote host
Allow from 192.168.5.3

# Deny from everyone else

Deny from all

</Directory>

Pé an toan ban 1én st dung mat khdu ching thwc cho viéc truy cap dén tap tin
letc/httpd/conf/access.conf (tap tin chira dwng théng tin cho phép, khdng cho phép gi¢i han
cac IP truy cap):

<Directory /home/httpd/html/protected>
Order Deny,Allow

Deny from All

Allow from 192.168.1.11

AuthName “Private Information”

AuthType Basic

AuthUserFile /etc/httpd/conf/private-users
AuthGroupfFile /etc/httpd/conf/private-groups
require group <group-name>

</Directory>

TaquIe chtra thong tin vé ngudi duwgce phép truy nhéap vao khu vuce trén béng Iénh "htpasswd".
Chang han nhw ban mudn add vao danh sach nhirng User dwgc phép truy nhap vao khu vic
trén:

root@localhost# htpasswd -cm /etc/httpd/conf/private-users binhnx2000
New password: <password>

Re-type new password: <password>
Adding password for user binhnx2000

DPlrng quén Set quyén han hop ly cho né:

root@localhost# chmod 700 /etc/httpd/conf/private-users
root@localhost# chown root /etc/httpd/conf/private-users

Khai dong lai Apache Server va kiém tra xem n6 da lam viéc chwa ? Néu ban mudn Add thém
User vao file private-user...Ban c6 thé s dung nguyén cau lénh & trén nhwng bé di tuy chon "c¢"

9) Bao mat cho DNS Server (BIND Server)




Zone Transfer phai dwgc cho phép bé&i Master Name Server véi muc dich cap nhat nhirng thong
tin trén Slave Server. Cac yéu cau phuc vu DNS that bai cé thé dé 16 ra thong tin vé nhivng IP va
Hostname cla nhirtng ngudi st dung khéng hop phap. Cho ly do nay, ban can han ché nhiing
phan hoi trén Domain Public:

/I Allow transfer only to our slave name server. Allow queries
I/l only by hosts in the 192.168.1.0 network.

zone “mydomain.com” {

type master;

file “master/db.mydomain.com”;

allow-transfer { 192.168.1.6; };

allow-query { 192.168.1.0/24; };

V6 hiéu hoa va ngan chan viéc ro ri théng tin tr DNS Server:

/I Disable the ability to determine the version of BIND running
zone “bind” chaos {

type master;

file “master/bind”;

allow-query { localhost; };

Dé& bb xung thém tinh n&ng bao mat cho DNS Server. File ./master/bind chira dwng thong tin:

$TTL1d

@ CHAOS SOA localhost. root.localhost. (

1 ; serial

3H ; refresh

15M ; retry

1W ; expire

1D ) ; minimum

NS localhost.

Diéu khién va chi dinh rd giao dién mang phuc vu cho DNS Server. Viéc han ché nhitng giao dién
mang khéng can thiét dé cé thé gidm bét nguy co tAn cdng vao DNS Server cla ban:

listen-on {192.168.1.1; };

St dung User Access Control List dé& diéu khién su truy cap, stra ddi cho nhitng nguwdi st dung
dang dang tin cay trén pham vi mang:

acl “internal” {
{192.168.1.0/24; 192.168.2.11; };

b
Thi'ép lap User cﬂa‘DNS Servgar nhw mét User binh thwong trfan hé th'c‘)ng cla ban. Khégg I1én
thiét 1ap cho né nhiéu dac quyén...Tranh tinh trang n6 sé coé thé bi ké tan cong lgi dung dé thyc

thi cac cudc tan cong "Get Root"

root@localhost# useradd -M -r -d /var/named -s /bin/false named
root@localhost# groupadd -r named

10) Bao mat cho Syslog




Syslog dwoc vi nhu mét Camera ghi lai gan nhw toan bé hoat dong. Néu la mét Admin chéc t6i
khéng phai néu Ién chirc nang va tam quan trong thwc sy cla Syslog.

Cac thong sé hoat dong clia Syslog kha dé hiéu va duoc cau hinh & /etc/syslog.conf, dwdi day
la mét phan cua File cau hinh:

# Monitor authentication attempts
auth.*;authpriv.* /var/log/authlog

# Monitor all kernel messages
kern.* /var/log/kernlog

# Monitor all warning and error messages
*.warn;*.err /var/log/syslog

# Send a copy to remote loghost. Configure syslogd init

# script to run with -r -s domain.com options on log
# server. Ensure a high level of security on the log
# server!

*.info @loghost

auth.*;authpriv.* @loghost

C6 18 toi s& khdng néu 1én toan bd nhirng tinh nang cta Syslog, cai nay ban cé thé tw tim hiéu.
To6i chi néu qua céach thirc gitp ban bao vé ndi dung clia Syslog. Tranh tinh trang né bj chinh stra
b&i ké tAn cong. Ban can han ché su truy cap dén thu muc, File ciia Syslog dbi véi nhivtng User
binh thudng:

root@localhost# chmod 751 /var/log /etc/logrotate.d

root@localhost## chmod 640 /etc/syslog.conf /etc/logrotate.conf
root@localhost## chmod 640 /var/log/*log

10) M6t s6 kinh nghiém

Duéi déy‘lé mot sb kinh nghiém vun vat ,mé t6i thu Igo’m duwoc sau khi lé [a & mot vai Site/lforu,m
chgyén vé Security Unix/Linux. Toi quyét dinh sé tong hop chung va viéet lai mét cach dé hiéu
nhat.

Sé lwong cac Bug dwoc phat hién ngay cang nhiéu. AutoRPM (Redhat) va app-get (Debian) c6
chirc nang theo déi va tw dong Down xudng cac ban Update, Patch clia Package tir Server cla
nha cung cap. Toi nghi tinh nang nay rat hivu ich cho hé théng ciia ban. Néu cé thé t6i khuyén
ban 1én bd nhiéu thdi gian quan tam dén hé théng ctia minh hon, ban cé thé dang ky vao danh
sach cac Mail List chuyén vé Bug, Security...Dé chl ddng hon trong cac tinh hudng.

Cai dat mdét vai chwong :[r‘lnh Scanner nhanh gon nhw nmap chéng han. N6 c6 thé Scan cbng
khai, Port, Service, OS...an trén 2 giao thiec TCP/UDP...Rat tién loi.

Ban cling drng quén c6 mot co ché bao vé hop ly cho LiLo (trinh quan Iy khdi dong trén Linux).
Thiét 1ap mét co ché chirng thwe quyén han hop ly bang cach thém nhirng dong sau vao File
/etcllilo.conf:



Isbin/lilo:

image = /boot/vmlinuz-2.2.17
label = Linux

read-only

restricted

password = your-password

Kernel OpenWall t6 ra rat hiru ich trong viéc ngan nglra cac cudc tan codng tran bo dém Buffer
Overf!ow, céanh bao, ’ngén chan va han ché nhirng sy thay déi dwoc thwc hién béi cac User trén
hé thong cla ban. Bé st dung Kernel OpenWall ban phai Compli lai Kernel.

Dam bao rang cac thdng tin vé thdi gian trén hé thdng cia ban phai hoan toan chinh xac va hop
ly. S& c6 rat nhiéu rac rdi xay ra khi thdi gian trén hé théng cta ban khong chinh xac. N6 sé gay
rat nhiéu khé khan cho viéc kiém toan hé thdng sau nay: Nhw phan tich ndi dung, sw kién cla
céac Log File chdng han. D& dam bao thoi gian trén hé thdng cia ban ludn chinh x&c. Ban chi viéc
Add thém vao Crontab mét I1énh vé&i chirc ndng dbi chiéu, so sanh thdi gian trén hé théng cla
ban v&i mot Host Time chuan:

0-59/30 * * * * root /usr/sbin/ntpdate -su time.timehost.com

S& dung Sudo dé thiét Iap quyén han thyc hién cau Iénh cia User trén hé thdng cta ban. C6 thé
thiét 1ap quyén han cho mét User binh thu@ng thwe hién cac 1énh nhuw root. Tiép d6 ban cé thé
ding chinh User nay dé diéu khién hé, quan hé théng clia ban ma khong can phai st dung dén
Acc root. Mac du nhirng loi ich ma Sudo dem lai la rat Ion, nhung néu khong dwoc cau hinh mot
cach can than. Sudo c6 thé pha v& hoan toan khai niém phan quyén, cap von duoc coi la yéu tb
tao l1én strc manh cltia Unix/Linux

Brng quén chon cho minh mét Antivirus thich hgp. N6 c6 nhiém vu quét, cdnh bao, ngan chan,
tiéu diét cac Virus khi chung cé y dinh tAn céng vao hé théng cla ban. Mac du kha nang bi tan
cong bdi Virus trén Linux la rat it nhwng khéng phéai khdng cé. Loi ich to I16n thwe sy ma cac
Antivirus dem lai cho ban c6 I1& Ia viéc n6 sé phat hién va ngan chan cac Virus ngay tir Mail
Server cla ban trwdc khi ngudi st dung nhan dwoc chung. Hé thdng cla ban c6 thé st dung
Unix/Linux, nhung dau phai tat cd cac User trong hé théng clia ban déu st dung Unix/Linux ?
Néu nhw khéng muébn néi rdng 90 % ho str dung Windows. Hay trwdng hop cac User ac y mudn
Up lén Server cta ban cac Script, Tools ¢& nhw: PHP Bomb, CGI Telnet, DDOS Zombine...TAt
ca ching déu dwoc liét vao hang Malicious Code va cé thé dé dang bi phat hién béi Antivirus. Cé
rat nhiéu Antivirus nhung ban than t6i thich si dung Kapersky Antivirus (KAVP) nhét.

That 1 thiéu xét néu nhw khdng nhéc dén 2 "bao ké&" tin cay clia hdu hét cac mang may tinh. D6
la twong Itra (Firewall) va hé théng do xam nhap (Network Instrution Detection). Trén méi trudng
Unix/Linux c6 rat nhiéu Soft loai nay. Nhwng c6 18 c6 2 dng ke dwoc str dung kha rong réi vi tinh
an toan va sw phd cap la: Ipchains/Iptables (Firewall) va Snort (Network Instrution Detection)...
Dé viét chi tiét va ti mi vé Firewall va Network Instrution Detection thi cé 18 khéng biét sé phai tén
bao nhiéu trang...

Do khuén khé cla bai viét, véi muc dich diém qua cac chi muc vé bado mat can Iwu y 1én toi
khong thé nao hwéng dan cu thé cach cai dat, cAu hinh, st dung cac Tools/Soft da néu nhu:
Sudo, Ipchains/Iptables, Snort, OpenSSH...Mong cac ban théng cam.

P{S: Trwéc tb()’i diém khi bai viét nay dwoc hoan thanh...T6i da h'oén thanh xong cac bai viét chi
tiét hwdng dan sir dung ching. Toi sé& xem xét va Update tryc tiep nd vao tai liéu nay trong thoi
gian s&m nhat.

Mot sb File vé Security can lwu y trong Unix/Linux:



Vi Tri Permission Chtrc Nang

Ivar/log 751 Thwc muc chiva tit ca Log File ctia hé
théng

Ivar/log/message 644 Nhirng théng bao clia hé théng

letc/crontab 600 Thu muc ch&a cac File lién quan dén
Crontab

letc/syslog.conf 640 File cAu hinh cta Syslog

letc/logrotate.conf 640 File cu hinh diéu khién sy luan phién cla
cac File Log

Ivar/log/wtmp 660 Hién thi thong tin vé nhitng ai da Logged
vao hé thdng

Ivar/log/lastlog 640 Ai da Log vao hé thong trudc day

letc/ftpusers 600 Danh sach nhirng User khdong duwoc phép
st dung FTP

letc/passwd 644 Danh sach céac User trén hé thong

letc/shadow 600 Danh sach cac Password dwoc ma hoa cho
cac User

letc/pam.d 750 File cAu hinh cho PAM

letc/hosts.allow 600 File diéu khién sy cho phép cac dia chi,
Host...

letc/hosts.denny 600 File diéu khién sw ngan can cac dia chi,
Host...

letcllilo.conf 600 File cAu hinh trinh quan ly khéi dong trén
Linux

letc/securetty 600 TTY Interface ma root dwgc phép dang
nhap

letc/shutdown.allow 400 Danh sach nhirng User dwoc phép st dung
t6 hop phim: Ctrl + Alt

letc/security 700 File thiét 1ap quy tac an toan chung cho hé
thong

letc/re.dlinit.d 750 Thw muc chra cac File chwong trinh khéi
doéng cung hé thdng (Redhat)

letcl/init.d 750 Thw muc chtra cac File chwong trinh khéi
doéng cung hé théng (Debian)

letc/sysconfig 751 Thu muc chira cac File cau hinh hé théng
va Network (Redhat)

letclinetd.conf 600 File dinh nghia cac Service trén hé thong

letc/cron.allow 400 Danh sach cac User dwoc phép st dung
Cron

/etc/cron.denny 400 Danh sach cac User khong dwoc phép st
dung Cron

letc/ssh 750 Théng tin ciu hinh SSH

11) Nquén cac Secuurity Tools dwoc wa chudng trén Linux.

e Ipchains/Iptables Firewall

http://www.iptbales.org/

e Open SSH Secure Remote Access Tool
http://www.openssh.com/

e Nmap Port Scanner

http://www.insecure.org/nmap



http://www.iptbales.org/
http://www.openssh.com/
http://www.insecure.org/nmap

e Sudo Root Access Control Tool
http://www.sudo.ws/

¢ Snort Network Intrusion Detection System
http://www.snort.orq/

o Tripwire File Integrity Tool
http://www.tripwiresecurity.com/

e OpenWall Security Project
http://www.openwall.com/

e Network Time Protocol information
http://www.ntp.org/

o Kapersky AntiVirus Pro
http://www.avp.ch

12) Loi két

Security luén la mét [inh vwe néng bdng, cudc chién dai dang gitra cac Admin va Intruder duéng
nhw khong bao gid két thac. Ban cang bd nhiéu thei gian, cé nhivng chinh sach bao mat hop ly
cho hé théng ctia minh...Thi kha nang bi tAdn cong cang thap...Tuy nhién ty 1& thdp khong cé
nghia la khoéng thé xay ra. Khéng cé mét Firewall, Security Tools ndo dwoc coi la an toan mét
céach tuyét dbi. Con nguoi ludn ludn 1a yéu té quyét dinh tat ca.

Nhw da noi & phan dau, day chi la Version Demo cia tai liéu. Thiéu xot la diéu khong thé tranh
khéi, rat mong nhan dwoc sy goép y va chi bao thang than tir phia cac ban.

Ban co thé lién hé vai toi:

My E-mail: binhnx2000@yahoo.com

My GPG Public Key: http://www.polarhome.com/~binhnx/contact/binhnx2000.asc

My Site & Group: http://www.vieteam.com/ (VTF Forum)
http://www.polarhome.com/~vicki (Vicki Group H/C/A)
http://binhnx.hypermart.net/ (My Site)
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