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I. Tong quan vé Hé Piéu Hanh

(An Operating System is a group of programs that provide basic
functionality on a computer. This functionality is called services. Other word
an Operating System can be seen as a set of functionality building blocks
upon which other programs depend. It also manages computer resources and
resolves resource conflicts, so OS abstracts the real hardware of the system
and presents the system’s users and its applications with a virtual machine).

1. Phin mém may tinh chia ra lam hai loai: cac phdn mem hé théng, quan 1i hoat dong ctuia
ban than may tinh, va cac chwong trinh ung dung, giai quyét cac yéu cau cua nguoi dung.
Phan cin ban nhat clia tat ca cac phan mém hé thong, goi 1a Hé diéu hanh, ma chirc ning co
ban 13 kiém soat tit ca ngudn tai nguyén, cung cip nén tang (cac ham chure nang, céac dich vu
hé thdng) dé trén d6 cac chuong trinh tng dung dugc viét ra sé st dung. M6 hinh mot may
tinh nhu sau:

Phian mem Phan mem Hang f Cac chuon
{I Moan hanh khong ke ehcl l} J

trinh ung dung

\;_‘ Cac chuong
trinh he thong

Mgon ngu may (Machine language)

% chuong trink (RO Fhan cung

Thiet ki wat li (Hardweare)

Hinh trén cho ta mot phan goi 1a kernel, hay nhdn ciia HPH, kernel hd trg HPH thuc
hién chirc nang qudn li cic thanh phan sau day:

1.Thiét bi (devices), cho mét giao tiép dé cac chuong trinh nguoi dung “ néi
chuyén” véi thiét bi;

2.B6 nhé (memory), cAp bo nhé cho cac chuong trinh (tién trinh) dang chay;

3.Céc Tién trinh (process), tao, giam sat hoat dong cua céc tién trinh;

4.Lién lac (communication) gitra cac TT.

Ngudn tai nguyén may tinh c6 nhiéu, nhu (CPU(s), bd nhé, cac thiét bi ngoai vi ghép
néi vao may tinh.. ) tao thanh mot h¢ thong rat phuc tap. Viét cac chuong trinh dé theo doi
tat ca cac thanh phan khai thac chung chinh xac va dé chung chay doc 1ap mot cach t6i wu, 1a
viéc rat kho. Va néu diéu nay lai dé cho timg ngudi diing quan tam, thi s& co vo sb cac
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chuong trinh du’oc viét va néu hé 1a loai nhiéu nguoi ding thi, hiy thir tuong tuong .. . Nhu
vdy 10 rang can tach nguoi dung ra khoi sy phtic tap ctia phan cimg. Cach c6 the dam bdo la
dat phan mém (hay 16p phan mém) 1én trén dinh ciia phan cimg va n6 quan li tat ca cac phan
clia may tinh, trong khi trao cho nguo1 dung mot giao dién (interface) hay mot may tinh do
(virtual machine) d& hiéu hon va dé lap trinh tmg dung hon. Lép phan mém d6 goi 1a HDH.
Tu day xuét hién mot quan niém moi, dé 1a su phan biét ché do chay may, n6 bao gém:

HDH chay trong mot moi truong ddc biét, goi la ché d6 nhan (kernel mode hay
supervisor mode). Ché do nay duoc hé tro boi kién tric cua CPU ( boi cac 1€énh may dac
blet) va no ngan ngu:(n ding truy nhap vao phan cimg (quan li phan ctmg chuan xac cho
nhiéu nguoi dung dong thoi, con goi 1a ché do duoc bao vé (protected mode)).

Thuat ngir kernel d¢ cap dén phan ma ct yéu nhit ciia cac chuong trinh hé thong, n6
kiém soat cac tép, khoi dong va cho chay cac chuong trinh tmg dung dong thoi, phan chia
thoi gian sir dung CPU cho cac chuong trinh, cip bd nhé ciing nhu céc tai nguyén khac cho
cac chuong trinh ctia ngudi dung. Ban than kernel khong 1am gi nhiéu nhung cung cip cac
cong cu nguyén thuy (primitive functions) ma cac tién ich khéc, cac dich vu khac cia HDH
duogc xay dung. Do d6 cac chuong trinh hé thdng, cac trinh tng dung st dung cac dich vu caa
HDH, chay trong user mode. Tuy nhién c6 sy khac bi¢t 1a cac trinh ing dung thi tan dung
nhitng tién ich hé thong cho, con cac trinh hé thdng 1a can thiét dé may tinh chay dugc. Cac
trinh rng dung chay trong ché d6 ngudi dung (user mode), cac primitive functzons chay trong
kernel . Viéc két ndi giita hai ché do chay trinh dugc thuc hién boi goi hé thong (system call).

Goi hé théng (hay goi cdc dich vu ciia hé thong, GHT), 1a mot giao dién lap trinh giita

HDH va ung dung. N6 dugc thuc hién bﬁ“mg cach dit cac thong s6 vao nhitng chd dugc dinh
nghia ro rang (vao céc thanh ghi cua CPU hay dat vao stack) va sau d6 thuc hién mdt I¢énh
bay dit biét (trap intruction) ciia CPU. Lénh nay chuyén ché do chay may tir user mode vao
kernel mode va tir 6 diéu khién chuyén cho HPH (1). Tiép theo HDH kiém tra sé hiéu va
cac thong sé ciia GHT dé xac dinh GHT nao s& thuc hién (2). Tir trong bang véi chi s6 (s6
hiéu cia GHT), HPH l4y ra con tré tré dén qui trinh (procedure) thuc hién GHT d6 (3). Khi
thue hién xong GHT, diéu khién chuyén tra lai cho chuong trinh cta ngudi dung.

4 Uszer program 1 User programs
chay trong user

User program 2 Y dg

™-system call HSSE

S - =

SEmvicE

m
procudure He Dieu hanh
?ﬂ (1} @ chaly trong
T < Kernel mode
)
W service table
- ) —//

Tir dy c6 thé thay cau triic co ban ciia GHT nhu sau:
1. Mot chuong trinh chinh kich hoat dich vy hé théng béng mot GHT.
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Béy (TRAP) chuyén GHT vao nhan HPH, nhan xac dinh s6 hiéu cua dich vu.
3. Thuc hién dich vu.
Két thuc dich vu va tré vé noi phéat sinh GHT.

Hinh sau cho céc budce theo trinh tu tir 1ap trinh dén thyc thi GHT read():
Example of System Call read

(Other svstem call

. handlers)
fd = open{“filel”....); push nbytes Put the code for read
! push &buffer in some register
|
push fd

TEAP to the I;ernel'

1
count=read(fd, buffer, nbytes)
' increment SP g |

m call

i ndler for read
™ Retum to caller W 1anc .

(Other system call

|
|
|
| handlers)
|
I

——
Compilation
Linkage

——

|
|
|
|
|
|
|
|
|
|
|
| (Executiop in User Mode) (Execution in Kernel Mode)
I

User’s program m C (input using After compilation and sretarry rall cand I

some text editor) linkags. the assembly 5y : _,‘;fl: feac 08 Kermnel
code (deassemblad from (like a function call,
the machine code) but TRAP is inside.)

Khi nhin cach thyc thi mot chuong trinh, phdn ma chuong trinh nguoi ding dugc két
hop véi ma cia kernel (khi thuc hién cac primitive functions qua GHT), tao ra toan by ma
chuong trinh. N6i cach khac vao thoi diém chay trinh, phén ma cua kernel thuc hién béi GHT
1a ma ctia chuong trinh ngudi dung, chi khac & ché d6 thyuc hién.

2. Trén co s¢ dinh nghia kernel mode va user mode, kién truc cua cac HDH c6 thé khac
nhau:

a. Loai don thé (monolitic 0S):
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Application Application

progam progam
T T uzer Mode

¢ ¢ kernel Mode

| System Services |

P

F
¥

il
b
i
|

Operating
System

Procedurgs

Hardwware

HDPH kiéu don thé (monolitic OS)

Céc trinh tng dung chay ¢ user mode khi thuc hién goi mét dich vu cua Hé théng, HDH sé
chuyén viéc thyuc hién dich vu vao kernel mode. Khi dich vu hoan tit HPH chuyén viéc thuc
hién chuong trinh da phat sinh goi dich vu tré lai user mode, chuong trinh nay tiép tuc chay.
PC DOS 1a mét vi du. Pic diém chung cua loai nay 1a kernel 1a mdt thuc thé don, mot
chuong trinh rat 16n, ma céc thanh phan chirc ning truy nhap t6i tit ca cac cdu trac dit liéu va
thii tyc ctia hé thong.

b. Mo hinh Client/Server:

Chia OS ra thanh nhiéu tién trinh (TT), mdi TT cung cap mét tap cac dich vu ( vi du cac dich
vu bo nhd, dich vu tao TT, dich vu lap biéu ...). Céc phﬁn mém dich vu (server) chay trong
user mode thuc hién vong 1ap dé tiép nhan yéu cau cac dich vu cua nd tir cac client. Client cd
thé 14 thanh phan khac ciia HDH, hay 1a mot ing dung, yéu cau phuc vu bang cach goi mot
thong diép (message) t6i server. Kernel cia HDH, 1a phan rat nho gon (microkernel) chay
trong kernel mode phat cic thong diép tdi server, server thuc hién yéu cau, kernel tra lai két
qua cho client. Server chay cac TT trong user mode tach biét, nén néu c6 su c¢6 (fail) thi toan
bd hé théng khong hé bi anh hudng. Vi nhiéu CPU, hay nhiéu may két hop, cac dich vu chay
trén cac CPU, may khac nhau, thich hop cho cac tinh todn phan tan.
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application
Process Dizplay ,
Server Server Fllg.Server

Lser Mode }‘ f

Microkernel

Hardwware

c. Logi cdu triic theo I6p (layered OS):

HPH dugc chia thanh cac 16p xép chdng 1én nhau. Phan 16p 14 cdu tric duoc sip xép theo hai
hudng 1én-xudng (nhin tai mot 16p bat ki), sao cho mdi 16p thanh mét don thé véi chie ning
cung cap cac dich vu cho Idp trén lién ké, va st dung toan bd dich vu cta Idp dudi lién ké,
vGi nguyén tic 16p trén yéu cau va nhan két qua, 16p dudi thyc hién va trao két qua cho 16p
trén. V&1 cach xac dinh twong minh nhu vay s€ tranh dugc sy trung lap chtc nang ciing nhu
chdng chéo quan hé (vi du & mé hinh don thé néi trén) giira cac don thé. Kiéu cu trac niy
mang lai cac wu diém sau:

- Néu chuén hoa dugce cac dich vu & mdi 16p, va chuén dinh dang dir liéu vao/ra thi
cac phan mém thue hién don thé sé& tré nén phd quat, d& dung chung cho cac hé théng co cau
trac twong ty. Chwong trinh ngudn dé& dang bién dich lai va chay & cac phan cimg khéac nhau.
Do 1a tinh portable.

- Pon gian hoa qua trinh cai tién hay nang cip hé théng bang viéc thay ddi, nang cap
cac don thé cac thé, ma khong phai cho doi cho dén khi hoan tit toan bo hé thong. Chinh nhd
vay ma tang dugc hiéu ndng hoat dong, tinh on dinh cua hé théng.

- Ho tro tét cho nhu ciu trao d6i dir liéu gitra cac hé thong khac nhau khi c6 su chuan

hoa vé giao dién (interface), va giao thirc (protocol). D6 chinh 1a tinh mé cuia hé thong,

Cac HPH kiéu UNIX (VAX/VMS hay Multics (tién than ctia UNIX), ...) thudc loai

nay.

Hay quan sat mo ta dién hinh ctia cdu triic phan 16p theo hinh sau:
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Layer
System call handler

5| File system 1 File system m
5 Virtual memory
4 | Driver 1|Driver 2 Driver n
3 | Threads, thread scheduling, thread synchronization
2 Interrupt handling, context switching, MMU
1 Hide the low-level hardwars

Trén md hinh nay, 16p 1, 2 gan véi timg loai kién triic may tinh (hardware), trong d6
16p 1 ¢b gang dau di cac kién tric phan ctng c6 thé, tao ra mot 16p phan cing triru tuong
(Hardware Abstract Layer). Lép 2 1a cac thao tac (handling) co ban 4p dung trén cac phan
ctig bén duéi (bao gdm xir 1i ng'flt chuyén bdi canh thuc hién cua cac tién trinh quan li
bo nhd). Lop 3 thuc thi phan ph01 thoi gian chay may (scheduling), ddng b tién trinh va
luong L6p 4 1a cac dic ta thiét bi co trén may dang tong quat, khong phu thudc vao loai
thiét bi cu thé, vi du & UNIX tai gom cac tép thiét bi tai thu muc /dev. Lép 5 va 6 1a cach
t6 chirc tai nguyén ma kernel s& thuc hién cac bién phap quan li (t6 chirc chirc tép (File
System, Virtual File System), bd nhé d0). Lop 7 1a giao dién cua HDH véi trinh (ng
dung. C6 thé thiy, 16p 3 dén 7 1a cac 16p tong quat, khong phu thudc vao phan cimg. Nhur
vay ma thuc thi c6 thé trién khai trén bat ki loai kién trac may nao. M6 hinh duéi cho thy

mot vi du cua y tudng trén:

Application
progam

Application
progam

uzer Mode

v

v "

System Services

|

File System

v

Memorry, 0 Device
Management

!

Process
Scheduling

¥

¥

Hardwware

ernel Mode

Unix 1a mot vi du dién hinh vi cac dac diém nhu sau:
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1. Hé duoc viét bang ngdn ngit bac cao, lam cho dé doc, dé hiéu, dé thay doi va chay
trén cac nén phan cung khac nhau.

2. C6 giao dién nguoi dung don gian, mang lai sttc manh cung cép cac dich vu ngudi
dung yéu cau.

3. Cung cép cac ham co ban (primitive) dé phat trién cac chuong trinh phirc tap tir cac
chuong trinh don gian.

Str dung hé théng tép co cAu trac, dé dung, d& bao tri va hiéu qua.
Tép duoc to chirc theo kiéu dong cac byte, nhit quan, dé tao cac tmg dung.

Giao ti€p cac thiét bi ngoai vi don gian, nhat quan va 6n dinh.

N o e

La hé nhiéu ngudi dung, nhiéu tién trinh, mdi ngudi dung c6 thé chay nhiéu tién trinh
dong thoi. HE con 1a hé da xr 1.

8. Ngudi phat trién tmg dung khong can biét t6i ciu triic may tinh, do d6 tmg dung viét
ra ¢ thé chay trén nhiéu phan ctirg khac nhau.

Pon gian, nhat quan, d6 1a tu tudng chi dao cta Unix.

I1. Unix/Linux
Chuong I. Tong quan hé thong Unix

1. Ciu tricc hé thong

Cau truc cia Unix

Unix c6 thé xem nhu mot loai kim tur thap v6i cac 16p chie niang xép chong 1én nhau va
tao ra cac giao dién. Phan ciing (hardware) s& dé cap sau. H¢ Bleu Hanh (HPH, hay
Operating System-OS) twong tac truc tiép véi phan cung, cung cap cac dich vu co ban cho
cac chuong trinh va ngan cach cac chuong trinh voi phan cimg cu thé. Néu nhin hé thong nhu
tir cac 16p, thi OS thong thuong duoc goi 12 nhdn hé théng (System Kernel), n6 dugc cach i
v6i chuong trinh ciia ngudi dung. Béi vi cac chuong trinh ing dung noi chung, ké ca OS, doc
1ap voi phan ctig, nén dé dang chay trén cac phan cing khac nhau vi khéng phu thude vao
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phan cimg cu thé. Chang han Shell va cac editors (vi, ed) & 16p ngoai tuong tac véi kernel
bang cach phat sinh ra Goi Hé Thong (GHT) — system calls. GHT s& chi thi cho kernel lam
nhitng viéc khac nhau ma chwong trinh goi yéu cau, thuc hién trao ddi dir lidu (data) gitra
kernel va chuong trinh d6. Mot vai chuong trinh ¢6 tén trong hinh 1a cac chuong trinh chuan
trong cAu hinh cuia hé thong va duoc biét tén dudi dang cac 1énh — commands. Lop ndy ciing
c6 thé bao ham ca cac chuong trinh ctia ngudi ding véi tén 13 a.out, mot loai tén chuan cho
cac t¢p chay dugc do bd dich C tao ra. Con c6 loai ing dung khac (APPS) dugc xay dung
trén 1op trén cung cla cac chuong trinh c6 murc thap hon hién dién & 16p ngoai cung cua mod
hinh. Mic du mé hinh mé ta hai cap cac APPS, nhung ngudi ding c6 thé mé rong ra cac cap
thich hop. R4t nhiéu cac hé théng tmg dung, cac chuong trinh, cho cach nhin & muc cao, song
tat ca déu dung cac dich vu cap thap duoc cung cap boi kernel qua GHT. Trong System V
chuén c¢6 64 GHT, trong d6 c6 32 GHT 1a thudng dung nhat (LINUX 2.x ¢6 nhiéu hon va
khoan chirng 164 1¢énh GHT).

usar interface

L_Iser
Library inteface applications
Standard utility programs I
System call (shell, editors, compilers)
interface uzer mods

Standard library programs
{open, close, read, write, fork, ...

UNIY Operating system vernel fiod
(process management, memory management, FS 110} erns if':' 8

Hardware
(CPU Memary, disks, terminals,...)

Tap hop cac System calls va cac thuat toan bén trong tao thanh thdn (body) cua kernel, do
vdy viéc nghién ciru Unix trong sach nay s& gian lugc dé nghién ctru chi tiét cac system calls
cling nhu sy tuong tac gitra ching. Va khai niém “Unix system”, hay “kernel” hay “system”
trong sach déu c¢6 ¥ noi toi kernel ciia hé diéu hanh Unix va rd rang hon & ting boi canh trinh
bay.

2. Cdch nhin tir phia ngwoi diing: té chic tép

Phéan nay tom luot cac nét dic trung & mirc cao ciia Unix chang han: hé thong tép (File
system FS), moi truong xu li, xay dung cac khoi nguyén ham, va s€ dugc khai thac sau nay.

2.1. H¢ théng tép (File system — FS)

Hé thdng tép cua Unix duoc dic ta boi:

° CAu trac cép bac (cay thu muc);

o Céch xir 1i nhat quan dit liéu cua tép (chudi cac byte byte stream );
o Kha nang tao va huy tép (tao moi, x6a);

o Tinh tang trudng dong cta tép (thém bét, cat dan);
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o Kha ning bao vé dit liéu cua tép (bdi cac kiéu thudc tinh nhu quyén truy nhdp);
o Xir 1i cac thiét bi ngoai vi nhu xtr 1i cac tép (cach nhin thiét bi boi mo ta kiéu tép).
root
et = Cinisc
NN T T
sh  who sre
I
cimads

date cwho.c

FS duoc td chire nhu mot cdy bt dau tir mot nuit don goi la root, dugc biéu dién nhu sau: «/
’; tir d6 s& ¢6 cac thu muc khac tao thanh nhanh ciia cdy, trong cac nhanh co thé ¢ cac nhanh
(con) khac. Dudi cac nhanh sé& 1a tép. Tép co thé 14 tép binh thirong (regural files) hay cling
c6 thé 1a tép dac biét (special files). Tép duogc truy nhap qua duong dan (path name) mo ta
cach thirc dinh vi dugc tép trong FS. Puong dan day di, hay dwong dan tuyét doi, bat dau boi
dau / va né xac dinh sé& tim tép bang cach di tir root qua cau tric cay thu muyc theo cic nhanh
chi thi trong dudng dan. Vi du trong hinh ta c6: /usr/sre/cmd/date.c 1a duong dan tuyét dbi toi
tép date.c. Pudng dan khong bt dau tir root goi 13 dirong dan tirong déi, chi t6i thu muc hién
tai cua tép.
Céc chuong trinh trong Unix khong c¢6 hiéu biét gi vé dinh dang (format) bén trong ciia dir
liu cua tép. Kernel luu dit li¢u cia tép, xtr 1i dir liu tép nhu mot dong cdc bytes (byte
stream) khong c6 dinh dang. Do vay cu phap truy nhép dir li€u trong tép dugc dinh nghia boi
hé théng va nhit quan nhu nhau cho tit ca cac chuong trinh, nhung ngir nghia cua di liéu thi
chuong trinh tng dung phai xtr li.
Vi du: Chuong trinh troff xir 1i vin ban c6 dinh dang hoai vong s& tim thay cac ki tu “dong
méi” (“ new line ) & cudi mdi dong vin ban, con chuong trinh ké toan acctcom hoai vong
tim thay nhitng ban ghi c6 do dai ¢6 dinh. Ca hai chwong trinh ding cing cac dich vu hé
thdng dé truy nhap dit liéu trong tép theo cach byte stream, nhung bén trong mdi chuong trinh
lai diing cach phan tich ¢t phap khac nhau thich hop cho n6. Néu mot chuong trinh phat hién
thdy dinh dang 1a khong dting, thi ban than chuong trinh s& thyc hién mot hanh vi khac dé xu
1i (chtr khong phai hé théng lam diéu o).
Thu muc ciing 1 mot loai tép, hé théng xir 1i dit liéu trong thu muc ciing bang byte stream,
nhung dir liéu ¢ day chira tén céc t&p trong thu muc c6 khuon dang du doan dugc, sao cho OS
va cac chuong trinh, vi du /s, c6 thé nhn ra cac tép trong thu muc.
Viéc truy nhap tép duogc kiém soat boi quyén truy nhdp (access permission) két hop véi tép.
Quyén truy nhap duoc 1ap ra mot cach doc 1ap dé kiém soat truy nhap doc (read), ghi (write),
va thuc hién (execute) cho ba 16p nguodi st dung: nguwoi so hitu tép (u - user), nhom nguoi
dege truy nhdp (g - group), nhitng nguwoi khdc (o - other). Ngudi ding c6 thé tao tép néu ho
dugc phép va cac tép mdi tao s€ la cac nhanh la clia cAu tric thu muc hé théng.

10
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Dbi véi ngudi dung, Unix xir 1i cac thiét bi nhu thé d6 1a cac tép. Cac thiét bi duge mo ta boi
cac tép thiét bi dac biét va ndm & mot nhanh trong cAu tric hé théng thu muc (/dev). Cac
chuong trinh truy nhdp céc thiét bi bang cu phap gidng nhu di dung dé truy nhap tép binh
thudng, cac thiét bi cling duoc bao vé cuing phuong thirc nhu cac tép, qua viéc an dinh quyén
truy nhap. Boi vi tén céc thiét bi cling gidng nhu tén cac tép binh thudng va céc thao tac trén
chung 13 nhu nhau, nén hu hét cac chuong trinh déu khong biét téi kiéu tép bén trong ctia tép
ma chung thao tac.

2.2 Moi trwong xu li
Mot chwong trinh - program 1a mot t¢p thyc thi va mot tién trinh (TT — procces) 1a mot
khoanh khdc (instance) cua chuong trinh dugc thuc hién theo truc thoi gian. TT bao gom:
ma trinh thuye thi,
dir liéu (data) cua TT,
program (user) stack,
CPU program counter,
kernel stack,
CPU registers

va thong tin khac can thiét dé chay trinh. Cac dit liéu nay tao ra bdi canh (context)
ciia TT, mdi TT c6 bdi canh riéng biét. C6 rat nhiéu TT dugc thyc hién dong thoi trén Unix
(dac tinh nay con goi la da trinh - multzprogrammmg hay da nhzem multitasking) theo
nguyén li phan chia thoi gian (time sharing), ma tong s6 cac TT vé logic 1a khong co gidi
han. C6 nhiéu GHT cho phép cac TT tao ra cac TT mdi, két thic cac TT, dong bd cac giai
doan thuc hién TT, kiém soat phan tng voi cac sy kién khac nhau. Cac TT sir dung GHT doc
1ap v6i nhau. Vi du chay da trinh véi 4 chuong trinh A, B, C, D trén m¢t CPU:

One CPU . :
Pragram Mhu 13 4 prugram_cnunterchu 4 Chi mot prog chay trong bat ki
CW/_ prog chuong trinh doc lap thai diem nao
4 | Process process,
Switch
(\_;) B D — —_—
4 B D C —* —"
Q/) [ C E o s
(,) 0 P - .

Hay xét vi du sau:
main (argc, argv)
int argc;

char *argv[];

/* gia dinh c6 2 doi dau vao*/
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if (fork () == 0)
execl (“copy”,

wait((int *) 0);

printf (“copy done\n”);

23]

copy”, argv[l], argv[2], 0);

Chuong trinh trén dung GHT fork() dé tao ra mot TT méi. TT méi goi 1a TT con s& nhan
duogc gia tri tra lai 1a 0 tir 1énh fork va no kich hoat execl dé chay trinh copy. Lénh execl s€
phu 1én khong gian dia chi cua TT con bang ma cua trinh “copy”, voi gia dinh trinh “copy”
nam cung trong thu muc hién hanh cua main, va chay trinh copy v6i cac thong sb do ngudi
ding dua vao. Néu execl hoan tit n6 s& khong tro vé dia chi xuét phat trong main vi né chay
trong mot mién dja chi méi khac. Trong khi d6 TT bd da kich hoat fork() lai nhan duogc gia tri
tra lai khac 0 tir GHT wait(), nd “treo” viéc thyc hién dé doi cho dén khi “copy” két thiic va in
ra thong bao “copy done “ va sau d6 két thiic thuc hién main bang exit (exit() 1a ngdm dinh
khi két thuc main trong C).

Mot cach tong quat, GHT cho phép nguoi dung viét cac chuwong trinh thuc hién cac
thao tac rat tinh té ma ban than kernel khong can c6 nhiéu chirc ning hon 1a can thiét. Co thé
dé cap t6i mot sb cac chic ning, chang han cac bo dich (compilers), bd soan thao (editors)
thudc 10p cac chuong trinh cap ngudi ding (user level) va quan trong hang dau 1a shell, 1a
trinh théng dich ma ngudi dung st dung ngay sau khi log in vao hé théng: shell thong dich
cac tur trong dong I¢nh thanh tén 1€énh may, phat sinh TT con va TT con thyc hién 1énh dua
vao, xir li cac tir con lai trong dong 1énh nhu cac thong s cua 1énh.

Shell thyuc hién ba kiéu lénh:

1. Lénh 1a tép co thé thuc hi@n dugc chira ma may phat sinh do b dich tao ra tr ma
nguodn (chuong trinh C chang han);

2. Lénh la tép chira mdt xau cac dong 1énh cua shell,
3. La céac 1énh bén trong cua shell. Cac I¢nh bén trong nay lam cho shell tré thanh mot
ngon ngitr 1ap trinh rat manh trong Unix.
Shell 1a chuong trinh thudc 16p ngudi ding, khong phai 1a phan ciia kernel, cho nén c6 thé dé
dang bién cai cho moi moi truong dac thu. Ban than shell ciing ¢6 ba loai khac nhau thich hop
cho céc nhu cau str dung khac nhau va h¢ thong co6 thé chay céc shell do dong thoi.
Strc manh cta mdi kiéu shell thé hién & kha ning lap trinh ciia mdi kiéu.
Modi TT dugce thuc hién trong Unix c6 mQt moi trudng (execution environment) thuc hién, bao
gom ca thu muc hién hanh. Thu muc hién hanh cta TT la thu muc dung d¢ chi duong dan
khong bat dau bang “ /. Nguoi dung cé the thuc hién nhiéu TT cung mot lac, va cac TT lai
c6 thé tao ra cac TT khac mdt cach dong, va dong bd viéc thuc hién cac TT do6. Pac tinh nay
tao ra mQt mai trudong thuc hién chuong trinh rat manh trong Unix.
2.3 Xdy dung cac ham chirc nang co bdan (primitives)
Nhu da dé cap, tinh triét li ciia Unix 1a dé cung cdp cho OS céc nguyén ham (primitives) ma
nguoi dung s€ su dung dé viet cac chuong trinh (chirc nang) nho, cé tinh modul, dugc dung
nhu cac khoi xay dung dé tao ra cac chuong trinh 16m va phuc tap. Mot trong cac primitive do
1a kha nang tai dinh tuyén vao/ra (redirect 1/0). Tiép theo 1a pipe, mdt co ché linh hoat cho
phép truyén dir li¢u gitra cac TT, hay 1€nh ngay tr ban phim. Vi du, khi dung cac chuong
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trinh nho dé tao cac chuong trinh 16n va phirc tap, ngudi lap trinh sir dung cac primitives
redirect I/O va pipe d¢ hop nhat cac phan do lai.

3. Cac dich vu ciia Unix/Linux

Trong hinh mo ta cac 16p ctia kernel, cho thay 16p kernel nam ngay bén dudi 16p cac
trinh tng dung cua nguoi dung. Kernel thyuc hién vo so céc thao tac co ban
(primitives) thay médt cho cac TT cta ngudi dung dé ho trg cho giao dién nguoi dung.
Céc thao tac do bao ham céc dich vu ma kernel cap:

Kiém soat viéc thuc hién cac TT gém c6: cho phép TT tao TT mai, két thuc TT, treo
viéc thuc hién va trao doi thong diép gitra cac TT;

Lap biéu dé cac TT dugce thuc hién trén CPU. Céac TT chia xé CPU theo phuong thic
phan chia thoi gian, mgt TT s€ bi treo sau khi thoi gian phan bo da hét, kernel lay TT
khéc dua vao thuc hién. Sau nay kernel s€ lai Iya chon TT bi treo dé dua vao thuc hién
tré lai.

Cép phat bd nhé cho TT dang thyc hién, cho phép TT chia sé khong gian dia chi ciia
TT duéi nhitng diéu kién nhat dinh, bao vé mién dia chi riéng ctia TT d6i véi cac TT
khac. Néu hé thong chay trong hoan canh thiéu bo nhd, kernel s& giai phong bo nhd
bang cach ghi lai cac TT tam thoi vao bd nhé du phong (con goi 14 thiét bi swap). Néu
toan bo TT duogc ghi vao swap, thi hé Unix goi 13 4é trdo doi (swapping system); Néu
kernel ghi cac trang cua by nho 1én swap, thi hé do goi 1a ¢ luu trang (paging
system,).

Céap phat bo nhé tho cép dé cat va tim lai dir liéu cua nguoi dung c6 hi¢u qua. Dich vu
nay cau tao nén hé thong tép. Kernel cAp ving nhé thir cap cho tép ctia ngudi dung,
khoi phuc lai viing nhé, xay dung cau trac tép theo mot cach thire hiéu duogc, bao vé
tép ctia ngudi dung trude cac truy nhap bat hop phap.

Cho phép cac TT truy nhap céc thiét bi ngoai vi, vi du t/b dau cudi, dia, t/b mang.

Kernel cung cép cac dich vu mot cach thong subt, chfmg han kernel ghi nhén tép can
thao tac thudc loai tép binh thudng hay tép thiét bi, nhung an diéu d6 dbi véi TT cua
ngudi dung; hay vi du, kernel tao khuén dit liéu trong tép dé ghi (d“ a), nhung lai an
khuén dang do 601 v6oi TT nguoi dung (user). Tuong ty nhu vay dbi voi cac dich vu
hé thong cung cép cho cac TT user dung ¢ muc do cAp ngudi ding. Vi du dich vu hé
thdng ma shell ding dé dong vai tro 1a trinh thong dich 1énh: cho phép shell doc dau
vao tir t/b dau cudi, phat sinh dong céc TT, d@)ng bd viéc thuc hién cac TT, tao pipe,
d6i hudng I/O. Nguoi dung ciu tao cac phién ban shell riéng ma khong tac dong t6i
nhitng users khac. Céc trinh d6 cting dung cac dich vu ctia kernel & muc shell chuan.

4. Phén cirng

Tién trinh ngudi dung (TT user) trén Unix duoc chia ra 1am hai muc do: Ché d6 nguoi

dung (user mode) va ché d6 nhan (kernel mode). Khi TT thuc hi¢n mét GHT, ché do thuc
hién TT s& chuyén tir user mode sang kernel mode: OS thuc hién va cd gang phuc vu cac yéu
ciu cua user, tra lai két qua va thong bao 16i néu co. OS luu lai cac hoat dong co6 lién quan toi
TT user, thao tac cac ngét, 1ap biéu chay TT, quan 1i bd nhé... C6 loai may hd tro nhiéu mirc
hon, tuy nhién trong Unix hai murc nay la du.
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Su khac biét ctia hai mirc nay la:

Céc tng dung chay trong ché do xtr i khong co dic quyén, user mode, lién lac voi hé
thdng qua mot tp cac giao tiép gidi han (ké ca mot sé 1énh ciia CPU), ciing nhu bi
han ché truy nhap dir liéu hé théng. TT ung dung c6 thé truy nhap cac 1énh va dir liéu
ctua nd, khong dugc truy nhap 1€nh va dir li€u cta kernel ciing nhu cia cac TT khac.
Khi TT trong user mode thuc hi¢n mét GHT, kernel “béy“ GHT do, chuyén ché do
thuc hién vao kernel mode. Kernel kiém soat TT, xac thuc cac dbi (vi du quyén truy
nhap, quyén thao tac dir liéu) ma TT chuyén cho GHT va thuc hién GHT d6. Khi
GHT két thuc, Kernel chuyén TT nguoc lai vao user mode trude khi tra didu khién lai
cho TT, cho phép TT tiép tuc chay. Bing cach d6 kernel bao vé dugc chinh né ciing
nhu cac dit 1iéu khoi bi TT user lam ton hai.

Thuc hién ma cta HPH chay trong ché d6 dic quyén cua CPU, goi 1a kernel mode.
Trong ché d6 nay HDH chay va thuc hién cic GHT ma TT user di goi. TT trong
kernel mode c6 thé truy nhép vao khong gian dla chi ciia n6 ¢ ca hai vung kernel va
user. Viéc truy nhap tai nguyén hé thong (cac cAu trac dir lidu hé thong va phan cimg)
khong co gii han dbi voi kernel. Mot sb cc 1énh may 1a ddc quyén chi kernel mode
mdi dung duogc.

OS duy tri cac thong tin (records) bén trong dé phéan biét cac TT thuc hién trén hé
théng. Mac du hé théng chay mot trong hai ché d6 noi trén, song kernel chay trén
danh nghia cta TT user. Kernel khong phai 1a tap hop ctuia cac TT riéng biét chay song
song voi cac TT user, ma 1a mot phan cua mdi TT user. Trong van ngit khi noi “kernel
thuc hién...” thi diéu do c6 nghia la TT chay trong ché dd kernel thuc hién... cai gi do.
Vi du, shell doc dau vao qua GHT va dugc mo6 ta nhu sau: Kernel thuc hién nhan
danh TT shell, kiém soat thao tac thiét bi dau cudi, tra lai cac ki tw nhan vao cho shell.
Pén day shell, chay trong user mode, thong dich xau ki ty nhan dugc tir ngudi dung
va thuc hién mét sb hanh dong ma co thé cac hanh dong dé kich hoat GHT khac dan
t&1 TT shell lai tré vao kernel mode.

Trong moi truong da nguoi dung nhu Unix, cac thiét bi hoat dong trén co s doc lap
c6 y nghia rat can ban. Unix nhin nhén cac thiét bi nhu mot tép dac biét. Khi mot t/b
méi can dua vao hé, nguoi quan tri thye hién thém mot lién két can thiét vao kernel.
Lién két nay duoc biét nhu 12 phan mém thiét bi (device driver) , dam bao rang kernel
va thiét bi dugc gan lai theo ciing mot phuong thirc mdi khi t/b dugc dua vao phuc vu.
Diém méu chét dé t/b 1a doc 1ap, lién quan t6i kha nang ty thich nghi cua kernel: Unix
khong c6 gidi han s6 lwong ciia bét ki loat t/b nao khi thich ing vao hé vi mdi t/b
dugc nhin nhan doc 18p qua lién két riéng bi¢t voi kernel.

4.1. Ngit va Ngoai 1¢

Unix cho phép cac t/b nhu I/O, d6ng ho hé thong ngat CPU theo cich di bd. Khi chap

nhén ngat kernel s€ bao vé b01 canh (context) hién tai cia TT dang thyc hién, xac dinh li do
clia ngit, va phuc vu cho yéu cau ngit d6. Sau khi xtr 1i xong kernel khéi phuc lai context ciia
TT trude do va tlep tuc thuc hi¢n nhu khong co gi da xay ra. Phan cung thong thuong cé co
ché dé dat cac cap do uu tién va che cac ngat theo thir tr ma ngat duoc thao tac.

Céc truong hop ngoai ¢ 1a su ki¢n khong trong doi gay ra bo1 mot TT, vi du truy nhap vao
vung dia chi cAm, thuc hién lénh dic quyén, phép chia cho zero... Cac ngoai /¢ nay khéac véi
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ngit boi chiing phat sinh do cac sy kién bén ngoai mot TT. Ngoai 1¢ xay ra & giita ching dang
thuc hién mot 1énh, va hé thdng sé tdi khoi dong lai Iénh sau khi da thao tac ngoai 1é. Ngat
duogc xem 13 xay ra giita hai 1énh va hé thong chay 1énh tiép theo sau xur 1i ngat. Unix ding
cung mot co ché dé thao tac ngit ciing nhu thao tac cac ngoai Ié.

4.2. Cdac mirc dp thwe hién xr li

Doi khi kernel phai ngan chan sy xuét hién cua ngét trong luc thyc hién nhiing hoat
dong co tinh chét dac biét ma ngit c6 thé lam hong dir liéu hay rdi loan cac con tro. Cac may
tinh thuong c6 mot sb 1énh dic biét dé lam cong viée nay goi 1a dat cdc mike do xik Ii theo
mike, cO thé che cac ngat mirc thip va cho phép ngit mirc cao.

Hardware eror T
Clock Higher Priarity
Drisk

Metmod Devices

Terminals Lowwer Priority

Sotware Interupts ¢

Cac mifc LU tién ngit

4.3. Qudn li by nho

Kernel thuong tra trong b nhé chinh va thuc hién TT hién thoi (hay it ra 1a mdt phén
cua TT d6). Khi compiler dich mét chuong trinh, né tao ra tap cac dia chi ciia chuong trinh
d6 cho cac bién, cau trac dir liéu, dia chi ciia 1énh... Compiler phat sinh ra dia chi cho mot
mdy do, nhu thé khong c¢6 chuong trinh ndo khéc s& duoc thuc hién dong thoi trén may vat 1i.
Khi mot chuwong trinh chay trong méy tinh, kernel s& cap cho trinh mot khong gian dia chi
trong bo nhé vat li, nhung khong gian dia chi 4o nay khong nhat thiét phai ddng nhét véi dia
chi vat li. Kernel phéi hop véi phén cung dé 4nh xa tir dja chi 4o vao dia chi vat li. Cach 4nh
xa phu thudc vao dac thu cua phén cing va cac ph?m cua Unix s€ thich ung theo. Vi du loai
may hd tro theo trang (paging) hay theo hoan d6i (swapping), kernel c6 cac ham co so tuong
tu cho mdi loai cdu hinh.

5. Nhin hé diéu hanh (kernel)

Phan nay s€ gidi thiu tong quat vé nhan (kernel) ciia Unix theo cach nhin kién tric
vo1 cac khai niém co ban, ho trg cho cac phan sau.

5.1. Kién truc cua hé diéu hanh unix
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Trén Unix, hé thdng tép (File SystemfiFS) c6 ché dé cu tra va Tién trinh (TT-Proccess) co
cuoc doi cua no. T¢p (File) va TT chinh la hai khai niém trung tdm trong mé hinh cua HBDH
Unix. Hinh sau ddy 1a so d0 khdi ctia Unix, cho thay cac modul va mbi quan hé giira cac
modul d6. Phia trai 13 hé thong tép (FS) va bén phai 1a hé théng kiém soat TT (procces
control subsystem), day 1a hai thanh phan co ban ctia Unix. So d6 cho mét cach nhin logic vé
kernel, cho du trong thuc té c6 thé c¢6 nhimng khéac biét vé chi tiét.

a

user lavel

kerne| level

" GHT (systemn Calls) 4
2 thang & (FS |
+ (File subeystem)® * v
1 }Sgloét'l_l'
{ ass
control
: B& dam & subsystem ) .

- l:hl.l-ﬂ—Br.EacI"?) & qL{Sr‘I Ii b&
: nher (MUY

kMur{cha mcter) khSi (blod)

Digu khign thigt bi
{davice drrvars) 4

¥  DiEukhinphincing ™

kernel level

hardware
level Ph&n cimg (Hardware) .

Mhan v& cac mis

Mo hinh chi ra ba mirc: ngudi dung (user level), nhan (kernel level) va phan cimg
(hardware level). GHT va Thu vién (Lib) tao ra ghép nbi gitra chuong trinh ctia ngudi ding
(user programs), con goi la chuong trinh trng dung, va kernel. GHT tuong tu cdc ham goi
trong C, va Lib anh xa cdc ham goi tdi cac ham co s& (primitive) can thiét dé di vao kernel.
Céc chuong trinh hop ngir (assembly language) c6 thé kich hoat GHT truc tiép khong can
ding thu vién Lib. Cac chuong trinh thuong xuyén ding cac chirc ning chuan, vi du /O cua
Lib, dé tao ra cach dung tinh xao khi GHT, va cac ham cua Lib s€ duogc lién két vao chuong
trinh vao thoi diém dich va 1a bo phan cta chuong trinh ing dung. GHT chia ra thanh céc tap
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hop tuong tac voi file subsystem va voi process control subsystem.

File subsystem trong hinh thyc hién cac chirc ning quan 1i tép: cip phat ving nhé cho
tép, quan 1i ving tréng (trong b nhd, trén dia), kiém soat truy nhap tép, tim dit lidu cho users.
TT tuong tac v6i File subsystem qua mot tip xac dinh cac GHT, chiang han open dé mé tép,
close, read, write thao tac cac ki tu cia tép, stat dé tim cac thuoc tinh tép, chown thay ddi chu
s6 hitu tép, chmod thay d6i phép truy nhép.

File subsystem truy nhap dir liéu bang co ché dém (buferring), diéu chinh théng luong
dir 1iéu gitra kernel va cac t/b nhé thur cap, twong tac véi phan diéu khién (drivers) /O dé khéi
dong qua trinh trao doi dit liéu. Cac drivers nay chinh la cac module cua kernel, kiém soat cac
t/b ngoai vi cia hé thong. Céac t/b ngoai vi gom loai truy nhap ngau nhién nhu t/b khoi (dia),
hay lién tuc (raw hay character device) nhu bang tir (loai ndy khong qua co ché dém).

Procces control subsystem thuc hién chlrc nang diéu khién déng bd cac TT, lién lac
gitta cac TT, 1ap bi€u dua mot TT vao thuc hién va quan li bd nhd. Procces control subsystem
va File subsystem tac dong lan nhau khi nap mét tép thuc thi (executable) vao b nhéd dé thuc
hién.

Mot s6 trong GHT dé kiém soat TT bao gom: fork (tao TT moi), exec (pht ma cta
chuong trinh kich hoat 1én ving b nhé cia TT goi exec dang chay), exit (két thuc tic thi viéc
thuc hién mot TT), wait (ddong bo thuc hién TT nay véi exit hay voi TT trude do dataora TT
no6), brk (diéu chinh kich thudc bd nhd da cap cho TT), signal (kiém soat dap ting cia TT
truoc sy kién khac thuong).

Memory management module kiém soat cap phat bo nhd, diéu chinh bo nhé qua
swapping hay paging sao cho cac ung dung c6 du bo nhd dé thuc hién.

Scheduler tuyén chon méot TT dua vao thuc hién: cho cac TT thué CPU dé thuc hién cho t&i
khi TT ty dong tra lai CPU dé doi mot tai nguyén hodc kernel s€ dung thuc hién khi luong
thoi gian cap phat cho TT da hét. Sau d6 scheduler s€ chon TT c6 mirc wu tién thich hop nhat
de cho chay. TT trudc do sé€ chay lai khi né trd thanh wu tién thich hgp nhat.

Viéc lién lac gitta cdc TT c6 thé thyuc hién qua vai phuong thire tir dong bé tin hiéu ciia cdc
suw kién hay truyén thong diép dong bo gitrta cac TT.

Cudi cung khéi hardware control thuc hién thao tac, xtr li cac ngét (do dia, t/b dau
cuoi...), va lién lac véi may tinh. X1t 1i ngat khong thye hién béi mot TT dac bi¢t ma bai cac
chure nang ddc biét trong kernel dugc goi tdi (phat dong) trong boi canh ciia TT hién dang
chay.

Chuwong I1. Hé thong tép (file system)

A. Tong quan vé Hé thong tép do (VFS)
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VFS duoc thiét ké dé biéu dién cach trinh bay dit heu trén mot thiét bi cung (dia cting
chang han). Hau hét céc thiét bi ctrng déu thong qua phan mém diéu khién cung kiéu (generic
device driver) & lién két vao may tinh. VFS, xa hon, cho phép nguoi quén trj “ghép” (mount)
bat ki mot h¢ thong tép logic trén bét ki thiét bi ndo vao h¢ thong. VFS triru twong hod céc
chi tiét ctia ca hai thlet bi vat li va hé thong tép logic, va cho phép TT nguoi dung truy nhép
tép dung cac giao tiép thong thudng ma khong can biét hé thong tép logic hay vat 1i ton tai &
dau.

| Legend |
Programmatic File System Interface | | I
¥ 0Q/S Services | | jonremea :
| Laver |
Virtual I |
L okl File | I
Memory | el System Kernel Sub-
Manager [ Sﬁ,rsjt:athalLlnterface | : System |
[y ¥y I I
i L AR
System Independent o Process | '
Interface b — Scheduler | Module l
- |
Metwork p- =i ; i
Interface |- eeomeomnee it ] nglt;” Systems I MMDLIIjltILFiIéI?S :
| 4
Cevice Independent | :
Interface | ——Depends on—p
[ I l
w.Control Flow.- . & l
¥ |
| 1 I e [ it 3 FIO W i I
g Device Drivers I
.................... b i o i e s i
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Kién tric Hé thong tép ao

Cac modules

1. Cho mdi thiét bi, c6 mdt trinh diéu khién. Do nhiéu thiét bi khong twong thich nhau,
nén c6 mot $6 lugng 16n trinh diéu khién cho mdi loai.

2. Modul ghép nbi doc 1ap vai thiét bi (Device Independent Interface) cung cip mo ta

thich hop cua tat ca cac thiét bi.

Dbi voi mdi hé thdng tép, co mot hé thdng tép logic twong tmg.

4. Giao dién doc lap voi hé théng (system independent interface) cho mo ta phan cing
vamo ta sy doc 1ap cua hé thong tép logic voi cac tai nguyén phan cung.

5. Giao dién goi h¢ thong (system call interface) cung cap truy nhap c6 kiém soat cho TT
nguoi ding vao hé théng tép. VFS chi trao cho TT ngudi dung nhimng chirc ning nhat
dinh.

[98)
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Biéu dién dir liéu

Tat ca cac tép duogc biéu dién bdi cac i-node. Mbi ciu trac i-node cho thong tin vi tri
cua cac khdi cua tép & thiét bi vat li nao. N6 chira cac con trd ca cac trinh thi tuc trong
module hé thong tép logic va cac trinh diéu khién céac thao tac doc/ghi. Bang cach luu cac con
trd cac ham chirc nang theo cach nay, cac hé thong tép logic va cac trinh diéu khién ty ghi
nhan v&i nhan HPH lam cho nhan HPH khong bi phu thudc vao bat ki module cu thé nao.

Tinh ddc 1ap, dong dir liéu va hwéng diéu khién

Trinh diéu khién ctia mot thiét bi dic trung 1a mot mo6 phdng cta thiét bi trong bd nhé
(ramdisk): thiét bj thué mot khong gian ctia bd nhd dé dic ta vé thiét bi, xtr li didc ta do nhu
thé xr 1i chinh thiét bi. Nhu vay no su dung qua li bo nhé dé hoan tat cac thao tac, nhu vay s€
¢6 sy phu thudc, c6 ludng diéu khién, dong dit lidu gitra trinh diéu khién thiét bi ctia hé théng
tép va quan li b nhé.

Mot trong cac hé thong tép logic 14 hé théng tép mang chi voi vai trod 1a khach thé
(client cua mot may khac). HE tép nay truy nhap cac tép trén mot may khac nhu thé d6 1a mot
phan ctia mot may logic. Pé lam duoc didu nay, mot trong cac module hé thong tep sir dung
hé thong con mang. Nhu vay s€ c6 sy phu thude, dong dir li¢u va luong diéu khién gitra hai h¢
thong con.

Nhu da néi, quan li b nh¢ sir dung VFS dé thuc thi hoan d6i bo nho-thiét bi, dong
thot st dung lap biéu TT dé treo TT trong khi doi thao tac vao/ra hoan thanh va cho chay lai
khi vao/ra da két thiic. Giao dién goi hé thong cho phép TT nguoi dung goi vao VFS e cat
hay tim dit liéu. Ché khac biét & day 1a khong c¢6 co ché nao dé nguoi dung dang ki yéu cau
khong tuong minh, do vy s& khong c6 ludng diéu khién tir VFS téi TT nguoi dung.

Cic Kiéu tép va Hé thong tép

1. tép chinh tic (regular) (-): 14 t&p phd bién cho luu thong tin trong hé théng.

1. t&p thu muc (directory) (d): 1a t&p danh muc cuia céac tép;

2. tép dic biét (special file) (c,f): 1a mot co ché sir dung cho ca thao tac vao / ra (I/O),
fifo. Céc tép loai nay nam & thu muc /dev.

3. lién két (link) (1): 1a mot hé théng tao ra mot thu myc hay tép nhin thay dugc trong

nhiéu phan ctia cy hé thong tép.
4. socket (s): 1a loai tép dic biét cho cac truyén thong mang ctia mot tién trinh bén
trong hé théng, va duoc bao vé boi qui tic truy nhap tép.
5. dng (pipe) (p): 1a co ché dé céc tién trinh lién lac v6i nhau.
Va mot s6 kiéu khac.

Linux files

*tén_tép.bz2 file compressed with bzip2

etén_tép.gz file compressed with gzip

etén_tép.tar file archived with tar (short for tape archive), also known as a tar
file

e tén_tép.tbz tarred and bzipped file

e tén_tép.tgz tarred and gzipped filetén_tép

tén_té.pzip file compressed with ZIP compression
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File Formats

o tén_tép.au audio file

otén_tép.gif  GIF image file

*tén_tép.html HTML file

*tén_tép.jpg JPEG image file

etén_tép.pdf an electronic image of a document; PDF stands for Portable Document
Format

etén_tép.png PNG image file (short for Portable Network Graphic)

o tén_tép.ps PostScript file; formatted for printing

etén_tép.txt  ASCII text file

otén_tép.wav  audio file

*tén_tép.xpm image file

System Files

. .conf a configuration file. Configuration files sometimes use the .cfg extension, as
well. . .lock a lock file; determines whether a program or device is in use

..rpm a Red Hat Package Manager file used to install software

Programming and Scripting Files

..c a C program language source code file
..cpp a C++ program language source code file
..h a C or C++ program language header file
..0 a program object file

..pl a Perl script

. .py a Python script

. .50 a library file

. .sh a shell script

..tcl a TCL script

Cic co so dir liéu hé théng cho tép

Trong hé théng tép, tép dugc biéu dién bang mot inode. Inode cho biét mo ta ctia mot tép trén
dia cung cac thong tin khac nhu so hitu tép, quyén truy nhap, thoi gian truy nhap tép. Khai
niém inode c6 y nghia 1a chi s6 ctia mot niit (index node, trong FS la mjt ld ctia cau triic
cdy) va dung théng dung trong tai liéu vé Unix. Mbi tép c6 mot inode duy nhit, nhung mdi
inode lai c6 thé c6 nhiéu tén (tép) khac nhau. Céc tén tép nay déu qui chiéu téi inode d6 va
mdi tén nhu vay goi 1a mot lién két (link). Khi mot TT truy nhap mot tép bang tén, kernel s&
phan tich tén trong dudng dan, tim ti thu muc chira tép, kiém tra phép truy nhap, tim inode
va trao inode cho TT. Khi TT tao t€p mdi, kernel gan cho t¢p mot inode chua st dung. Céc
inode luu trong FS trén dia, nhung khi thao tac tép, kernel doc tir dia va dua vao mot bang goi
13 in - core inode table (g0i tit 12 Inode table) trong bo nhé hé thong.

Kernel con ¢6 hai cau trac dit liéu khac 1a bang cac tép (File table) va bang cac mo ta
tép ctia ngudi dung (User file descriptor per procces table goi tit 1a File descriptor table).
File table 13 cau triic tong thé cua kernel, con File descriptor table cap cho TT khi TT mo
mot tép. Khi TT open hay creat tép, kernel cap mot dau vao trong mdi bang twong g voi
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tép d6. Cac thong tin co trong cac ddu vao & ba bang s& duy tri trang thai ctia tép ciing nhu
kha nang user truy nhap toi t€p:

- File table theo doi quyén truy nhap, /doc/ghi byte tiép theo trong tép qua con tro tép
byte offset, s6 dém qui chiéu cho biét tong sé cac TT truy nhdp tép, con tré tré vao inode
table;

- File descriptor table cho biét tat ca cac tép mot TT da md. Hinh sau cho thay moi
quan hé giira cac bang noi trén: kernel tra lai mé td tép-file descriptor, chi sb tro toi mot dau
vao cua File descriptor table, ctia mdi tép khi TT GHT open va creat. Khi thuc hién GHT
read hay write, kernel dung file descriptor ¢ vao File descriptor table, 1dy con tré tim t6i
File table, 1di tir 46 theo con trd trong File table truy nhap vao Inode table. Tix inode s& co
cac thong tin can thiét dé truy nhap dit lidu cia tép.

- Inode table 1 bang cua kernel, chita cac inode duoc doc tir dia. Mdi inode khi dugc
doc vao bo nhd s€ dugc cép mot dau vao trong bang, mdi dau vao d6 cho mot mang dir li¢u
dic ta vé mot inode dia (xem dinh nghia vé inode).

Vé6i ba cdu triic dit liéu hé thong trén kernel c6 du cac mirc d6 khac nhau dé thuc hién
quan li va céc thao tac chia sé tép. Tép trong Unix dugc dé trén thiét bi khéi (dia, bang ti).
May tinh c6 thé c6 nhiéu dia, mdi dia c6 thé c6 mot hay vai phan hoach, mdi phén hoach tao
thanh mot hé théng ©ep (File systemfiFS). Phan hoach mot dia thanh nhiéu phan tao diéu kién
dé dang cho viéc kiém soat dir liéu, vi kernel xir li & mirc logic v6i cac FS chir khong phai véi
ban than thiét bi. Mdi mot phan hoach 1a mét thiét bi logic va nhan biét nd bang sO cua t/b.

_area Proc )
E File table Inode table

user file
descriptor table

—

user file
descriptor table

File descriptors (per process, File table, Inode table

Vi du: SCO Unix: hdOa: hd chi hard disk, 0 chi dia IDE primary, a chi phan hoach tha nhat.

Linux: hdal: hd chi hard disk, a chi dia IDE primary, 1 chi phan hoach thtr nhét. (Trén PC,
BIOS cho phép tao téi da 4 phan hoach chinh (primary partions), cic phan hoach khac s& 1a
phan mé rong bén trong mot phan hoach chinh d6). Do vay ta c6: hda6 s& 1a phan hoach m&
rong cua mot phan hoach chinh nao d6 mét khi da st dung hét 4 phan hoach chinh. Mubn biét
cu thé chi c6 thé ghi nhan lai trong qua trinh cai dat khi tao cac phan hoach dia.

21

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lip Thing Long  KIEN TRUC UNIX/LINUX

Qui udc chung: xxyN
trong d6: xx kiéu thiét bi (major number), y s6 hiéu cua t/b (miror number), N sb clia phan
hoach trén t/b, vi du trén may tinh cac nhan (PC):

1. hd = loai IDE: hda=IDE Primary 1, hdal, hda2 phan hoach 1 va 2 cia Primary

IDE,;

hdb=IDE Secondary 1, hdb1, hdb2, hdb3,
hdc=IDE Primary 2,
hdd=IDE Secondary 2,

2. sb = loai SCSI, sbal, sba2, ...

Viéc bién dbi giira dia chi cua thiét bi logic (magic number ctia FS) va dia chi cta thiét bi vat
1i (6 dia) dugc thuc hién boi bo diéu khién dia (disk driver). Sach dung khai niém thiét bi 1a
dé chi t6i thiét bi logic, trir khi c6 dién dat cy thé khac.

FS chita mot chudi cac khéi logic c6 do 16n 512 bytes hay boi s6 ctia 512 tuy hé va la
dong nhat bén trong mdi hé, nhung c6 thé khac nhau khi ap dung trén mdi hé cu thé. Do 16n
nay c6 anh huong nhat dinh ve thoi gian truy nhép ciing nhu hi¢u qua sir dung dung luong
dia. Sach dé cap toi “khoi” co6 nghia mot khoi logic dia (logical block) voi kich thude 1a 1 K
bytes. FS ¢6 sap xép hinh thirc nhw sau: Vi du dia c¢6 3 phan hoach, mdi phan hoach 14 1 FS:

disk partions
partion partion partion
FS d directary hlock
a
bioot superblock inode list H_J:F‘_,_—)D

k[ and data blocks

inode 0 inode 1 inéex/ inode n inaden+

1

Fede x filename

T& chiks hé théng t&p trén dia

Linux ext2 FS:

e Boot block, phﬁn dau tién cua FS dia, 1a sector dau tién chira ma bootstrap dugc doc
vao may va chay dé nap HDH.

e  Superblock, mo ta tinh trang cua FS: do 16n, chira dugc bao nhiéu tép (inode), khong
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gian con tréng (block) cua dia dé chira noi dung tép tim thiy ¢ dau, ciing nhu cac
thong tin khac.

Super block c6 cac truong sau day:
1. kich thudc cua FS,
tong sb cac block con chua cap phat cho tép (firee block) trong FS.
danh sdch cdc free block san ¢é trén FS (xem thém phan cap phat block dia),
chi s6 cua free block tiép theo trong danh sach free block.
kich thudc ctua danh sach inode,
tong s cac inode chua cap phat (free inode) trong FS,
danh sach free inode trong FS,

chi s6 cua free inode tiép theo trong danh sach free inode,

XNk

cac truong khoa (lock) cho free block va cac danh sach free inode,
10. ¢ (flag) cho biét super block da co thay doi.

Phan tiép theo s& noi dén cach sir dung cac trudng, cac chi sb va khoa. Kernel s& thuong
xuyén cap nhat super block mot khi c6 su thay doi sao cho no6 ludén nhat quan véi data trong
hé théng.

e [Inode List, danh céch cac inode trong FS. Ngudi quan tri xac dinh kich thudce khi [am
cau hinh (cai dit) hé thong. Kernel qui chiéu cac inode bang chi sb (index) trong inode
list. C6 mot inode goi 1a root inode trong mdi FS: 1a inode khoi dau dé vao duoc FS
sau khi thuc hién GHT phép ghép (mount) FS d6 vao cay thu muc gdc.

e Data blocks, ving chira ndi dung (dit liéu) cua tép va dit liéu quan tri hé théng (14 cac
block cua té€p thu muc, cac block ndi dung ctia mot inode). Mat khdi khi da cép cho
mdi tép thi khéi d6 chi thudc tép d6 ma thoi.

2.Biéu dién bén trong ciia tép

MObi mét tép trong UNIX c6 mét chi sé duy nhét (inode) gan cho tép luc tép duoc tao.
Inode chtra cac thong tin can thiét @& mot TT truy nhap t€p, vi du nhu nguoi sé hitu tép,
quyén truy nhap, kich thudc ciia tép, vi tri data ctia tép trong FS. Cac TT truy nhap tép bang
cac GHT va xac dinh mot tép bang xau ki tu goi 1a duong dan tén tép. Mdi dudng dan lai xac
dinh duy nhat mét tép, va kernel s& bién d6i duong dan d6 thanh inode cta tép.

Chuong nay dé cap tdi cach to chirc ctia tép néi riéng va cia FS noi chung nhu: inode, tép va
ghi/ doc tép, tép thu muc, t€p va to churc dia: inode dia va block dia cho té€p; dong thoi cling
dua ra cac thuat toan co so thao tac t¢p. Cac thuat toan nay nam & 16p trén cua buffer cache.

2.1 Inode (Index-node), dinh nghia va cdu trire

Inode ton tai & trén dia (disk inode) con goi la inode dang tinh va kernel doc inode d6
vao bd nho (goi 1a in - core inode) d¢ x1t 1i. In - core inode 1a mot mang trong Inode table.
Mot inode khi doc vao bo nhd 1a tdp hop cia hai phan gdm phan tinh trén dia va phan dong
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inficore inode.

Disk inode gobm c0 cac truong sau day:

Vi du:

Nhan dang ngudi sé hitu tép. Quan hé sé hitu chia ra lam s hiru ca thé va s& hitu
nhém dinh nghia mét tap hop céc users co6 quyén truy nhap tép. Superuser dugc quyén
chi phdi moi tép trong FS.

Kiéu tép (file type): tép thuong (regular), thu muc (directory), ki tu (character), kiéu
khoi déc biét (block special), hay FIFO (pipes). (Khi truong = 0, inode tuong Gng
chua dung (free)).

Phép truy nhap tép (Permission). Hé théng bao vé tép theo ba 16p: 1. ngudi s hiru
(ownerfiu) va 2. nhom nguoi s¢ hiru (groupfig) va 3. nhiing nguoi khac (otherfio).
Moi 16p lai dugc 1ap cac quyén khac nhau mot cach riéng biét nhu: doc (rfiread), ghi
(wfiwrite), thuc hién (xfiexecute) (chay mdt t¢p thuc thi). Riéng thu muc thyc hién 1a
tuong duong véi tim tép trén thu muc.

Thoi diém truy nhap tép (access time), cho biét thoi diém tép di c6 su thay d6i vao lan
truy nhap cudi ciing va khi inode di co thay d6i.

S6 cac lién két (link) toi tép. Tép co thé co nhiéu tén trong cau tric thu muc, d6 1a cac
link cua tép.
Bang dia chi cac block data dia cép phat cho té€p. Mac du user xur 1i t¢p nhu mot xau

cac ki tu, thi kernel cét data cua tép trén cac block dia khong lién tuc, ndi dung cac
block dia khi doc va sap x€p lai chinh 1a ndi dung cua tép.

Do dai cua tép. Data trong tép dugc dia chi hod bang tong s6 bytes, bit du tir dau tép
va khoi dong boi offser=0 (con trd t€p, ing voi byte dau tién) va do dai cua tép 1a mot
s0 16n hon offset 16n nhat 1 don vi (offset max + 1).

owner john

group 0s

type regular file

permission WX I-X I-X

accessed Oct 23 1999 1:45 P.M
modified Oct 22 1999 10:30 AM
inode changed at Oct 23 1999 1:30 P.M
size 6030 bytes

disk addresses (danh sach dia chi cac khoi diafidisk blocks)

TAt ca cac thong tin trén 1a ndi dung cua inode, cho biét chi tiét vé ban than mot tép ma nho
d6 user truy nhép t6i ndi dung cia tép. Khi néi t6i ghi dia, can phan biét ghi ndi dung ciia tép
1én dia va ghi ndi dung ciia inode 1én dia. Noi dung ctia inode thay doi khi thay d6i ndi dung
ctia tép hay khi thay ddi cac thudc tinh nhu owner, permission, links. Thay d6i ndi dung ctia
tép tu dong dan dén thay doi inode, nhung thay d6i inode khong dan t6i thay doi ndi dung cia

tep.

Incore - inode 13 ban sao ndi dung inode trén dia (disk inode) vao bd nhé va dé tai Inode
table trong bd nhd sau do s€ cd thém cac truong sau day:
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o Truong trang thai ctia inode in - core cho biét:

— inode da khoa (locked);

— c6 mdt TT dang doi inode trong khi inode bi khéa, chd inode dugc gidi khoa
(unlocked);

— ban in - core cia inode c6 sy khac biét véi ban sao tur trén dia bdi co su thay
doi thong tin t6 chure (data) trong inode;

— ban in - core ciia inode c6 sy khac biét véi ban sao tur trén dia bdi co su thay
doi ndi dung (data) trong t&p;

—  tép la mot diém ghép (mount point) cia cau tric FS; S6 thiét bi logic cua FS
chura tép.

e S cua thiét bi logic ma tép dugc luu trén thiét bi do;

e S cua inode. Céc inode dugc ct trong mot mang tuyén tinh trén dia, kernel nhan biét
s0 cua inode dia bang vi tri cua n6 trong mang. (Inode dia khong can cé truong nay).

e Céc con tro tro t6i cac in - core inode khac. Kernel lién két cac inode trén mot hang
bam (hash queue) va trong mdt danh sach cac inode chua st dung (free list). Mot
hang bam thi dugc nhén biét bdi so cua thiét bi logic cua inode va so cia inode.
Kernel c6 thé chira nhi€u nhat mét ban sao in - core inode cia mot inode dia, trong
khi d6 cac inode c6 thé dong thoi c6 mat trong hash queue va trong free list.

o Mot sé dém qui chiéu (reference count) cho biét tép mé bao nhiéu lan (actived), vi du
khi cac TT dung ham open() dé mé cung mat t¢p, moi lan mé s6 dém nay tang 1én 1
don vi. Mot in — core inode c6 trong free list chi khi nao truong s6 dém nay cé gia tri
bang 0 va inode do6 1a inactive va kernel s€ cap inode d6 cho mot disk inode khac (khi
c6 TT open mot t€p nao do).

Mot inode bi khoa (locked) 1a dé khong cho cac TT khac truy nhép t6i inode d6. Cac TT khac
s€ dat mot flag trong inode khi muodn truy nhap inode dé thong bao rang cac TT do s€ duoc
danh thue khi inode dugc mo trd lai (unlock). Trong khi d6, kernel dat cac flag khac dé chi ra
su khac nhau gitta disk inode va in - core inode. Khi kernel can cap nhat maéi disk inode tir
inficore inode, kernel s ki€m tra cac co (flag) trang thai nay.

Free list cia cac inode dugc st dung giong nhu 1a mot cache cia cac inactive inode: Khi TT
truy nhdp mdt t¢p ma inode cua t&€p chua co6 trong nhém in - core inode, kernel sé cap cho no
mot in - core inode tu free list d€ sir dung.

2.2. Truy nhdp cdc inodes

Kernel nhan biét cac inode qua FS va sb ctia inode sau d6 cap cho inode d6 mét in -
core inode va vi¢c d6 dugc thuc hi¢n bdi thuat toan iget(). Thuat toan nay Vé tu duy ciing
glong nhu getblk() tim mot block dia trong buffer cache. Kernel s€ anh xa s6 cua thiét bi va
sO cua inode vao hang bam, va tim mot hang c¢6 inode can tim. Néu khong thdy inode d6
(chua c0), kernel cap mot in - core inode trong free list va khod inode do lai. Sau do kernel
chuén bi dé doc ban sao cua disk inode vao in - core inode vira cip phat: kernel biét sé cua
inode va sb cua thiét bi logic, kernel tinh toan block logic dia c6 chura disk inode, tinh ra )
ctia block d6, doc vao buffer hé théng, 1dy inode va sao vao inficore inode trong inode table.
Phép tinh dya vao cong thuc sau day:

block number = ((inode number —1) / numbrer of inode per block)
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+ start block of inode list.
Trong phép chia nay, chi ldy phan nguyén cta thuong sé.

Vi du: block 6 2 1 block dau tién cua cac block danh cho inode list (xem lai hinh 2.3
chuong 2); mdi block c6 tat ca 8 inode; Hay tim block chira inode s6 8, inode s6 9:

=((8-1)/ 8) + 2 = 2; block dia 6 2 chira inode sb 8.
Bl =((9-1)/ 8) + 2 = 3; block dia s 3 chura inode s6 9.

Khi biét dugc sb cua thiét b (dia ciing sé:.../phén hoach sé:...) va sb ctia block do trén dia
ctng, kernel dung churc ndng bread() dé doc block va tim téi offset cua inode trong block
bang thuat toan:
offset cuia inode = ((inode number-1) modulo (number of inodes per block)) * size of disk
inode
(modulo 13 Idy s6 dw cta phép chia cua hai sd).

Gia str cAu tric mot disk inode c6: 8 inodes, mdi inode c6 do dai 64 bytes. Tim inode s6 8
(byte offset bat dau cua inode s0 8):

((8-1) modulo (8)) * (64) = 448, inode s6 8 bit dau ¢ byte s6 448 cua block dia inode.
Qua trinh tiép theo la:
- kernel cap in-core inode (lay ra tir free list), dit in - core inode vao hang bam;
- dat (khoi dong) s6 dém qui chiéu = 1 (c6 mot TT md tép nay);
- copy toan bd cac thong tin tir inode disk ndi trén vao in-core inode;
- khéa (lock) in - core inode lai.
- tra lai cdu truc (con trd) inode cho TT goi.
Kernel dung chirc ning iget() tim mot inode trong FS, véi cac dau vao:
input: 6 ciia inode trong FS (inode number)
output: ld inode ddt trong Inode Table dd khéa lai chong tranh chdp
O day iget(), bread() 1a cac chirc ning (ham) co so ctia nhan HDH.

2.3. Gidi phong mgt inode

Khi mot inode dugc giai phong khoi su s dung ciia mot TT (TT close t€p né truy
nhap), kernel giam s6 dém di 1. Neu s0 dém tr¢ thanh 0 (khong con TT nao truy nhap tép),
kernel cap nhét (ghi) inode 1én dia néu ban in - core c¢6 su khac biét véi disk inode (xem lai
cac tiéu chi vé su khac biét trong phan trudc). Kernel dit inode vao fiee list ciia cac inode, an
inode trong cache dé c6 dung ngay khi tai sir dung. Kernel dong thoi giai phong tat ca block
dia da dung két hop cho tép va néu so6 link = 0, giai phéng luon inode. Qua trinh d6 dugc mod
ta bang thuat toan iput().

Kernel dung chtric nang iput() /*giai phong truy nhap cho mot in - core inode™*/
Input:  con tro tré vao in - core inode trong bang Inode Table;

Output: Khéng co ma tra lai
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3. Céu tritc ciia tép thong thwong (regular file hay ordinary file)

Nhu da néi, inode chtra bang dia chi cdc block data dé dinh vi data trén dia. Mdi
block dia dugc danh déu bang mot sd, do vay bang bao gdm tap hop cac s cua cac block dia.
Néu data cua tép dugc ghi trén mot vung lién tuc cua dia (trinh tu tuyén tinh cac block dia),
thi Iuu dia chi cua block khoi dau va do dai cua tép trong inode 13 du dé truy nhap tép. Tuy
nhién chién lugc cap phat nhu vay s& khong cho phép mé rong va thu nho cac tép trén mot hé
thong tép khi khong thyc hién bién phap phan doan cic ving nhé trong trén dia. Hon nita
kernel d co thé phai cip phat va danh riéng nhitng viing dia lién tuc truéc khi cho phép cac
thao tac tang dg dai cua tép.

inode table
cac truding trong médt inode

inode LT E
inode ' !
inode ' !

bang dia chicac block dala

A

cac block data dia

direct 0

direct 1

' ! ' direct 2
Tl inode : direct 3

inodefres ' direct <

direct 5
direct G

direct 7

direct 2

directd
sigle
indirect
aonTeE
indirect
TrpTE
indirect

inodefree

inodefras

! 256 dia chi |
| cac block E blodk

Té chiit dia chi khdi dia tnic tiép va céc kigu gian tigp

Vi du: User tao 3 tép A, B, C mdi tép dung 10 block dia va dugc cép cac block lién tuc (xem
hinh dudi). Néu user can mé rong tép B thém 5 block vao giira tép, thi kernel phai sao chép
lai vao vung dia khac vai 15 block lién tuc. Bén canh viéc thuc hién mot thao tac dat gia nhu
vay thi 10 block trudc do chi co thé cip cho cac tép méi nho hon 10 block. Kernel ¢6 thé t6i
thiéu hod sy phan doan nhu vay bang chay dinh ki cac thii tuc “gan” cac khong gian dia lai
nhung diéu d6 bon rat nhidu sirc manh xir 1i cua hé théng.

Pé linh hoat hon, kernel phan phdi mét block mdi 1an cho tép va cho phép data cia
tép phan tan qua FS, tuy nhién so d cap phat nhu vay s& 1a phtc tap nhiém vu dinh vi data.
Bang ndi dung co thé bao gdm danh sach s6 cac block chira data thudc tép, thé nhung bang
cach tinh don gian chi ra rang danh sach tuyén tinh cac block trong inode khé quan 1i. Néu
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mot block logic 1a 1 K bytes, thi tép dai 10 K can mot chi s caa 10 block, vay néu 1a 100 Kb

thi s0 chi s0 s€ 1a 100 s6 d€ danh dau block. ¢ day ta thay kich thudc cia inode do vay s€ thay

doi theo dd dai cua tép, hodc s€ co mot gidi han thap s€ ap dat [én do dai cua tép.

Pé gitr cho cau trac inode nhé ma van cho phép tép 16n, bang cac block dia thich hop
v6&i cach trinh bay trén hinh dudi day. H¢ UNIX System V lam viée véi 13 dau vao cua bang
cac block trong mot inode, nhung nguyén tac la dgc 1ap voi tong so cac block:

- Céc du vao danh dau 1a “direct” cho sb cia block dia chira data cua tép.

- Pau vao danh dau “single indirect” chi t&i mot block ma ndi dung ctia nd 1a danh sach sb
cac block truc tiép chira data cua tép. B¢ lay data qua cac block gian tiép kernel phai doc
block gian ti€p, lay ra so cua block tryc ti€p, sau dé doc block truc tiép do.

- Khbi danh diu “double indirect” cho danh sach s cuia cac block gian tiép doi: block gian
tiép = block gian tiep

- Khéi “triple indirect” cho danh sach s6 cua cac block gian tiép ba: block gian tiép 2>
block gian tiép = block gian tiép.

Vé nguyén li ¢6 thé mo rong toi gian tiép bon, gian tiép nim v.v...thé nhung thuc té cau triic

nhu trén la da. Gia dinh rang mét block logic 1a 1 K bytes va dé thé hién s6 nguyén cua block

can 32 bit. Vay 1 block c6 thé chira dugc 256 so cta cac block. Néu chi dung cau hinh: 10

dau vao tryc ti€p, 1 dau vao gian tiép don, 1 dau vao gian ti€p doi va 1 dau vao gian ti€p ba

trong mot inode, thi c6 thé tao mdt t&p dai hon 16 Gbyte:

10 dau vao cho 10 block truc tiép cho 10 Kbyte

1 dau vao cho 1 block gian tiép cho 256 x 1 K=256 K

1 dau vao cho 1 block gian tiép déi cho 256 x 256 x 1K = 64 M byte
1 dau vao cho 1 block gian tiép ba cho 256x256x256x 1K= 16 Gbyte

Néu trudng chira do dai tép trong inode 1a 32 bit, thi kich thudc hiéu dung cua tép sé& gidi han
t6i 4 Gbyte (232).

Céc TT truy nhép data cua t&p bdi byte offset (con tro tép), lam viéc trong khai niém
s6 dém byte va nhin tép nhu mot chudi cac byte bat dau & byte c6 dia chi bang 0 va tién toi
cuoi t¢p. Kernel bién doi cach nhin byte cua user thanh cach nhin vao block dia: tép bat dau ¢
block logic 0 va ti€p tuc tdi block tuong tmg v6i do dai cua tép. Kernel truy nhép inode, bién
doi block logic vao block dia thich hop. Thuat toan bmap() thuc hién bién doi file offset thanh
block dia vat li.

LINUX:
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Figure 9.2: EXT2 Inode

In the ExT2 file system, the inode is the basic building block; every file and directory in the
file system is described by one and only one inode. The EXT2 inodes for each Block Group
are kept in the inode table together with a bitmap that allows the system to keep track of
allocated and unallocated inodes. Figure 9.2 shows the format of an EXT2 inode, amongst
other information, it contains the following fields:

mode
This holds two pieces of information; what this inode describes and the permissions
that users have to it. For EXT2, an inode can describe one of file, directory, symbolic
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link, block device, character device or FIFO.
Owner Information
The user and group identifiers of the owners of this file or directory. This allows the
file system to correctly allow the right sort of accesses,
Size
The size of the file in bytes,
Timestamps
The time that the inode was created and the last time that it was modified,
Datablocks
Pointers to the blocks that contain the data that this inode is describing. The first
twelve are pointers to the physical blocks containing the data described by this inode
and the last three pointers contain more and more levels of indirection. For example,
the double indirect blocks pointer points at a block of pointers to blocks of pointers to
data blocks. This means that files less than or equal to twelve data blocks in length are
more quickly accessed than larger files.

You should note that EXT2 inodes can describe special device files. These are not real files
but handles that programs can use to access devices. All of the device files in /dev are there
to allow programs to access Linux's devices. For example the mount program takes as an
argument the device file that it wishes to mount.

The EXT2 Superblock

The Superblock contains a description of the basic size and shape of this file system. The
information within it allows the file system manager to use and maintain the file system.
Usually only the Superblock in Block Group 0 is read when the file system is mounted but
each Block Group contains a duplicate copy in case of file system corruption. Amongst other
information it holds the:

Magic Number
This allows the mounting software to check that this is indeed the Superblock for an
EXT?2 file system. For the current version of ExT2 this is OxEF53.

Revision Level
The major and minor revision levels allow the mounting code to determine whether or
not this file system supports features that are only available in particular revisions of
the file system. There are also feature compatibility fields which help the mounting
code to determine which new features can safely be used on this file system,

Mount Count and Maximum Mount Count
Together these allow the system to determine if the file system should be fully
checked. The mount count is incremented each time the file system is mounted and
when it equals the maximum mount count the warning message ' “maximal mount
count reached, running e2fsck is recommended" is displayed,

Block Group Number
The Block Group number that holds this copy of the Superblock,

Block Size
The size of the block for this file system in bytes, for example 1024 bytes,

Blocks per Group
The number of blocks in a group. Like the block size this is fixed when the file system
1s created,
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Free Blocks
The number of free blocks in the file system,
Free Inodes
The number of free Inodes in the file system,
First Inode
This is the inode number of the first inode in the file system. The first inode in an
EXT?2 root file system would be the directory entry for the '/' directory.

The EXT2 Group Descriptor

Each Block Group has a data structure describing it. Like the Superblock, all the group
descriptors for all of the Block Groups are duplicated in each Block Group in case of file
system corruption.

Each Group Descriptor contains the following information:

Blocks Bitmap
The block number of the block allocation bitmap for this Block Group. This is used
during block allocation and deallocation,

Inode Bitmap
The block number of the inode allocation bitmap for this Block Group. This is used
during inode allocation and deallocation,

Inode Table
The block number of the starting block for the inode table for this Block Group. Each
inode is represented by the EXT?2 inode data structure described below.

Free blocks count, Free Inodes count, Used directory count

The group descriptors are placed on after another and together they make the group descriptor
table. Each Blocks Group contains the entire table of group descriptors after its copy of the
Superblock. Only the first copy (in Block Group 0) is actually used by the EXT?2 file system.
The other copies are there, like the copies of the Superblock, in case the main copy is
corrupted.

EXT2 Directories
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Figure 9.3: EXT2 Directory

In the EXT?2 file system, directories are special files that are used to create and hold access
paths to the files in the file system. Figure 9.3 shows the layout of a directory entry in
memory.

A directory file is a list of directory entries, each one containing the following information:

inode
The inode for this directory entry. This is an index into the array of inodes held in the
Inode Table of the Block Group. In figure 9.3, the directory entry for the file called
file has a reference to inode number i1,

name length
The length of this directory entry in bytes,

name
The name of this directory entry.

The first two entries for every directory are always the standard **." and "".." entries meaning
““this directory" and "“the parent directory" respectively.

Finding a File in an EXT2 File System

A Linux filename has the same format as all Unix ™™ filenames have. It is a series of
directory names separated by forward slashes (**/") and ending in the file's name. One
example filename would be /home/rusling/.cshrc where /home and /rusling are
directory names and the file's name is .cshrc. Like all other Unix T™™ systems, Linux does not
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care about the format of the filename itself; it can be any length and consist of any of the
printable characters. To find the inode representing this file within an xT2 file system the
system must parse the filename a directory at a time until we get to the file itself.

The first inode we need is the inode for the root of the file system and we find its number in
the file system's superblock. To read an EXT2 inode we must look for it in the inode table of
the appropriate Block Group. If, for example, the root inode number is 42, then we need the
42nd inode from the inode table of Block Group 0. The root inode is for an EXT2 directory,
in other words the mode of the root inode describes it as a directory and it's data blocks
contain EXT?2 directory entries.

home is just one of the many directory entries and this directory entry gives us the number of
the inode describing the /home directory. We have to read this directory (by first reading its
inode and then reading the directory entries from the data blocks described by its inode) to
find the rus1ing entry which gives us the number of the inode describing the
/home/rusling directory. Finally we read the directory entries pointed at by the inode
describing the /home/rusling directory to find the inode number of the .cshrc file and from
this we get the data blocks containing the information in the file.

Kernel ding chirc ning bmap( )(Xem ¢ ma nguon Linux) thuc hién bién dbi file offset thanh
block dia vat li.

input: (1) inode
(2) byte offset

output: (1) s6 cia khéi dia (block number in file system)
(2) con tré tré vao khéi dia (byte offset into block)
(3) s6 byte can thiee hién truy nhdp trong jhéid dia

(4) doc trude khoi dia cho lan doc sau

Vi du: bién doi byte offset thanh so ciia block dia.
Hay xét cach bd tri cac block cho tép & hinh sau:

Gia dinh réng mot block dia c6 1024 byte. Néu mot TT mudn tim byte thtr 9000,
kernel tinh thay byte ndy ndm & block truc tiép tai dau vao sé 8 (dém tir dau va danh sé tir 0)
trong bang dia chi cac block ciia tép & d6 c6 dia chi ctia block s6 367. Vi 9 block cho
1024x9=9216 byte, tir do tinh ra byte thir 808 trong block nay la byte 9000 cua tép (8 block
trude do cho 8x1024=8192 byte, 9000-8192=808). Néu TT tim byte thir 350.000 trong tép,
kernel tinh ra ring phai doc block gian tiép d6i ma dia chi ctia block 14 9156. Bdi vi 1 block
gian tiép cho 256 dia chi cac block, vy byte du tién qua block gian tiép doi 1a byte 272.384
(256K + 10K); byte 350.000 1a byte thir 77.616 ctia block gian tiép doi. Vi mbi mot block
gian tiép don cho 256 K bytes, byte 350.000 phai & block gian tiép don thir 0 ctia block gian
tiép dol, vi du d6 1a block s 331 (dau vao thir 0 ciia block 9156). Block 331 cho 256 block
tryc tiép mdi block 1K, vay byte s6 77.616 ciia block truc tiép sé& trong block truc tiép thir 75
(gia dinh sb ctia block nay 13 3333) ctia block gian tiép don. Cubi cing khi doc block 3333,
kernel tim thay byte thir 816 13 byte 350.000 cia tép.
Xem xét hinh mét cach chi tiét hon, c6 mot vai dau vao trong bang dia chi cac block 13 0, co
nghia rang cac dau vao cua cac block logic ndy khong chira data. Pidu nay xay ra khi khong
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¢6 TT nao ghi data vao tép & bat ki vi tri nao twong tmg véi cac block do, do vay sb clia cac
block khong d6i va 1a céc gia tri ban dau (initial). TT c6 the tao ra cac block nhu vay trong

bang bang cach ding GHT Iseek() va write().

Su bién d6i byte offset 16n, dic biét khi phai qui chiéu qua gian tiép ba (triple) 1a mot qui
trinh hét strc ric réi doi hoi kernel phai truy nhap thém ba block dia ngay ca khi cac block da
c6 trong cache thi phép thuc hién van rat dit gia vi kernel s& phai yéu cau buffer rat nhiéu lan
va s€ phai di ngt do buffer bi khod. Hi¢u qua thuc tién cua thuat toan nay phu thudc vao tan
xut truy nhap cac tép 16n hay nho trén hé théng. Hiy thir xét téi kha ning tang d6 16n cua 1
block dia (4 K, 8K hay 12 K/block), liéu ¢6 gi kha quan hon ciing nhu hiéu suét st dung dia

c6 t6i hon ? Hién tugng phan doan c6 ting 1én ?

bang dia chicac block dala

4096

228

454232

u]

u]

11111

101

367

428

Q156

224

—
double direct

7h

feicicoc

bl;':;;'j block 54
. 231

[ Le|

single direct

block
data 367

]

block
dala sa
3333
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4. Tép thu muc

Thu muc 1a mot t€p ma data ctia nd 1a trinh ty cac dau vao ma mdi diu vao bao gém
mot sb cua inode va tén cla tép chtra trong thu muc. Mot dudng dan 1a mot xau ki tu két thic
tréng (NULL), duoc phan chia ra thanh cac thanh phan ngin boi ki tu “/”. Mdi thanh phén,
trir thanh phan cudi cung, phai 13 tén ctia mot thu muyc, va thanh phan cubi cing khong phai 1a
tép thu muc. UNIX System V han ché tén ciia mot thanh phﬁn chi t6i 14 dén 256 ki tu va 2
bytes cho s cua inode. Vay vi du tén tép 1a 14 ki ty, thi mot dau vao thu muc c6 16 bytes,
mot tép thu muc s€ nhu sau:

Byte Offset Inode number File name
(2 bytes)
0 83 . (thu muc hién tai)
16 2 . (thu muc bd)
32 1789 init
48 1276 fsck
224 0 crash
240 95 mkfs

Mo6i mot thu muc chura cac tén t&€p “.”” (dot) va “..” (dot-dot) vi sO cua inode 1a inode cua thu
L STRL

muc d6 va thu muc bo (trén mdt muc). Inode so “.” tai offset 0 va tri s0O cia no6 1a 83. Tuong
tu cua inode “..” c6 offset 1a vi tri thir 16 va tri s6 1a 2. Pau vao cta thu muc co6 thé “rong” va
duogc bicu thi boi so inode = 0. Vi du dau vao 224 “rong” du da mdt lan chira tép c6 tén

[132] N Y

“crash”. Chuong trinh tao h¢ théng tép khoi dong FS sao cho “.” va “..”” ctiia thu muc root co6
sO inode cua FS.

Kernel cit data ctia thu muc ciing gidng nhu cho cac tép thudng, sir dung cau trac inode va
cac cach cap truc ti€p, gian ti€p cua cac block. TT doc t&p thu muc cung cach thirc nhu doc
tép thuong, nhung kernel gianh dac quyén dé ghi thu muc, do d6 ddm bao dugc sy chuédn xac
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ctia thu myc. Quyén truy nhap thu muc c6 y nghia nhu sau:
— quyén doc (read) thu muc cho phép TT doc thu muc;

— quyén ghi (write) thu muc cho phép TT tao cac dau vao méi hay xod dau vao cil (creat,
mknod, link, unlink); bang cach do thay do6i ndi dung thu muc.

- Quyén thuc hién (excute) cho phép TT thuc hién tim kiém tén tép trong thu muc.

5. Bién doi tw dwong dén thanh inode

Truy nhap tép khdi dau bang duong dan. Vi bén trong kernel 1am viéc véi inode, chir
khong bang tén tép qua dudng dan, nén kernel phai chuyén dbi tir dwdng dan thanh inode dé
truy nhép t6i tép. Thuat toan namei() lam phan tich mdi thanh phan trong dudng din mot 1an,
bién d6i mdi thanh phﬁn d6 thanh inode trén co s¢ tén ciia nd va thu muc dang tim kiém, cudi
cung tra lai inode.

Nhic lai trong chuong trudc la mdi mot TT duoc két hop véi mot thu myc hién tai (ma TT
thuong tru & d6). Mién bo nhé ufiarea chira mot con tro tré tdi inode 1a thu muc hién hanh.
Thu muc hién hanh cua TT dau tién trong h¢ thong, TT s6 0, 1a thu muc root. Thu muc hién
hanh ctia mo1 TT khac bat dau tir thu muc bo hién hanh vao luc TT dugc tao ra. TT thay doi
thu muc bang thuc hién GHT chdir (461 thu muc). Viéc tim dudng dan xuat phat tir thu muc
hién hanh cua TT trur phi c6 dau “/”, cho biét viéc tim thu muc phai bat dau tir root. Trong cac
truong hop khéc kernel dé dang tim ra inode ma & d6 viéce tim dudong dan bat dau: thu muc
hién hanh c6 trong ufiarea cua TT, va inode cua root cé trong bién tong the.
namei() /*convert path name to inode®/

input:  dwong dan (path name)

ouput:  inode da tim duoc (locked inode)

Kernel thuc hién tim tuyén tinh mot tép thu muc, két hop v6i working inode (thir muc tam
thoi), thir sy tuong xtmg cta thanh phan tén dudng dan véi mot dau vao cia tép thu muc
(xem lai cdu triic cua tép thu muc). Bit dau v6i byte offset = 0 trong thu muc, chuyén ddi
offset nay thanh block dia tuong ung (bmap()) va doc block do (bread()). Kernel xtr 1i ndi
dung ctia block nay nhu tudn ty cac dau vao cua thu myc, tim timg thanh phan trong duong
dan bang cach so sanh cac dau vao, néu tim dugc, kernel ldy ra s ctia inode g vdi tén
duong dan d6, giai phong block (brelse()) va working inode cii (iput()), cap phat mot inode
ctia thanh phan vira tim duogc (iget()), va inode méi nay tré thanh working inode. Néu khong
c6 két qua & block nay, kernel giai phong block, diéu chinh lai offset bing sb byte trong block
(1iy byte offset tiép theo), bién ddi offset mdi thanh sb ctia block dia (bmap()), va doc block
d6. Kernel lap lai chu trinh nay cho t&i khi tim ra inode twong Gmg vé6i thanh phan (tép) yéu
cau trong duong din cho téi hét cac dau vao ciia thu myc.

Vi du: Tim tép passwd trong thu muc /etc: “/etc/passwd”.

Khi bat dau phan tich tén tép, kernel gip “/” va nhan di liy inode ctia root, inode nay tré
thanh working inode. Kernel di thu thap xau “etc”: sau khi kiém tra dting inode nay 1a cua thu
muc “/” va TT c6 dit quyén han truy nhap, kernel tim tép co tén “etc”: Kernel truy nhap data
trong thu muyc gbc (root) hét block nay tdi block khac, tim ting dau vao ciia timg block cho
t6i khi dinh vi duge mot dau vao “ete”. Khi tim duoc dau vao nay, kernel gii phong inode
root (iput()), 1y inode tmg voi “etc” (iget()), sau khi biét dich xac “etc” 1a tép thu muc,

36

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lap Thang Long

KIEN TRUC UNIX/LINUX

kernel tim trong cac block cta “etc” dé dén tép “passwd”, 13y tir d6 inode tmg véi “passwd”.

IIIII

Tim tép "password " theo dufing dan “etc/password™

26
123

abc

32

quuerty
19286 QpuYE
9321 wbgfr
B34 mmut

69

Block néy co thir muc

inode "root", 1& "working inode" cac
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E= quit
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80—=wtc |
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Rai=®]

quy
haihao

di chai
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5

Cdc bleck cia inode 8820 14

Tul

vong tim thir nhat; fim thor
muc "fetc! trong thu rmuc

"root!

6. Cip mot inode cho mot tép mdi tao

baib
36
an
2001

tai lieu
bai tap
password

FALY hoasua

block nay co t&p
"pagworrd”, inode
cila nd 14 2001

véang tirm thirhai: tim t&p

etc

"masworrd" trong thif muc

Kernel dung iget() dé dinh vi inode da biét (voi sé ciia inode di dugc xac dinh trude
doé trong thuat toan namei()). Mot thuat toan khac ialloc() gdn mot inode cho mot t€p mai tao.
Hé thong tép c6 mot danh sach tuyén tinh cac inode. Mot inode 14 fiee néu truong chia kiéu
tép (type) 1a 0. Khi mot TT can inode mdi, kernel co thé tim trong danh sach inode mot inode
free, tuy nhién cach lam nay co thé rat dit doi hoi it nhat mot thao tac doc dia cho mdi inode.

D¢ cai thién, super block chira mot mang an sd lugng cac inode free trong FS. Hiy theo doi

cho thuét toan ialloc(), im va cip mot inode méi:

ialloc()
input: FS

output.:

/*allocate inode*/

inode maoi (locked inode)

Thuat toan gidi phong inode don gian hon.

ifree() /*inode free*/
input:

output: none

7. Cip phit cdc block dia

Khi mot TT ghi data 1én dia, kernel s& cip cac block cho né theo co ché direct va

FS inode number

indirect nhu da néi. Super block c6 mdt mang gém nhicu block dia dung dé€ an cac so cua cac
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block dia chua dung (free disk block) ciia FS. Tién ich mkfs() t6 chirc cac khdi dit lidu (data
block) cta FS vao mot danh sach lién két, ma mdi mot lién két cuia danh sach 1a mét block
dia, block nay chira mot mang 6 hiéu ciia cdc free disk block va mot dau vao caa mang cho
s6 cua block tiép theo ctia danh sach lién két. Hinh sau 14 vi du vé danh sach lién két: block
dau tién 1a danh sach block chua dung cua super block (super block frree list), voi cac dau vao
1a s6 cuia cac block s& dung cho cip phat, va 1 dau vao co sd caa block lién két tiép theo
(block 109, 211, 310, 409...).

Khi kernel mudn cip phat mot block, xem thuat toan alloc(), kernel s& 1iy block trong
danh séch cdc free block sdn c6 ctia super block list, va mot khi da dung block khong thé tai
cap cho t6i khi no trd lai 1a free. Néu block d cap 1a block cudi cling ¢ trong mang cache,
kernel s& xtr li block do6 nhu 1a con tré (109) tré vao block (109) chira danh sach céac free
block khac. Kernel doc block d6, nhip vao mang Super block v6i danh sach méi sé cua cac
block chua cép, sau d6 tiép tuc st dung sb ctia block gdc, cap buffer cho block, xoa data ciia
block (dién zero vao). Block dia luc nay da cp phat cho tép, kernel ciing da c6 buffer dé lam
viéc. Chuong trinh s& thong bao 18i néu FS khong con c6 free block.

alloc() /*FS block allocation™/
input:  FS (number)
outout: buffer for new block

Néu TT ghi mét khdi luong data 16n, TT s& lap lai yéu cau xin cap block, trong khi kernel chi
thue hién cAp mdi 1an mot block. Chuong trinh mkfs() s& to chirc danh sach lién két cua cac
block sao cho gan voi nhau, dé giam di thoi gian tim kiém trén dia khi TT doc tép tuan tu.
Hinh duéi mo ta s6 hiéu cua cac block véi sb cach quéng (interlive code = 3) déu dan dua
trén co so toc dd quay cta dia. Diéu luu y 13 thir ty sdp xép ndi trén s& khong con khi tan xuat
str dung block dia cao (cap phat/ giai phong) va qua trinh cap nhat lai danh sach c6 tinh ngau
nhién va kernel khong thuc hién sip xép lai thu tu gdc.

Thuat toan giai phong block firee(), nguoc lai véi cip phat block. Néu super block list
khong day, s6 cua block vira dugc giai phong s& dat vao danh sach d6. Nhung néu khong con
chd (da day) thi block vira dugc giai phong s& thanh block lién két; kernel ghi super block list
vao block dia d6 va ghi noi dung ciia block nay 18n dia, sau d6 dat sé ciia block méi giai
phong vao super block list. S6 ctia block nay chi 1a thanh vién cua danh sach.

Thuat toan gan/giai phong inode tép va block dia la twong tu ¢ chd kernel dung super
block nhu 1a mot cache cuia céc chi s6 cho ngudn tai nguyén chu:a dung (free), s6 clia cac
block s6 cua cac inode. Kernel duy tri danh sach lién két cua sé hiéu cac block sao cho mdi
s6 chua dung hién dién trong mot thanh phan ctia danh sach. Piéu nay khong c6 ddi véi free
inode. S& di c6 sy khac nhau do cac nguyén nhan dudi day:

1. Kernel c6 thé biét inode 12 free bang cach tham khao trudong Type, néu = 0 thi inode free,
nhung ddi voi block dia thi khong c6 co ché gi dé nhan biét tuong tu. Do vay kernel can c6
phuong phap khac dé biét block 14 free, va d6 1a linked listfidanh sach lién két.

2. Cac block dia ban than da la dung danh sach lién két: mot block dia c6 thé chira mot danh
sach 16n s6 hiéu cua cac block chwa cp phat. Vi cdu tric dit 1iéu 16n cho mdi inode,
khong thé thyc hién nhu cho block dia.

3. Viéc khai thac block dia (doc/ ghi ndi dung tép) la thuong xuyén hon khai thac inode (tao,
mo, ghi tép), diéu d6 co nghia truy nhap block dia gay cin hon tim inode.
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8. Cdc kiéu tép khdc
Unix h tro hai loai t&p khéc 1a: pipe va céc tép dic biét (special files).

Pipe con g01 13 fifo (first-in-first-out), khac véi tép thudng & chd dit liéu cia tép la c6 tinh
chuyén tiép ngay: mot khi data di doc tir pipe thi khong thé doc lai lan nira, dong thoi data
doc theo thu tu ma data da dugc ghi vao hé théng khéng cho phép lam chéch thir ty do.
Kernel cat data cling cung mot cach thirc nhu t€p thuong chi khac la chi dung cac block dia
kiéu cép truc tiép.

Special file 1a cac tép kiéu khéi, kiéu ki tu, cac tép loai nay xac dinh cac thiét bi. Vi vay inode
cua tép dac bi¢t khong qui chi€u to1 dir li€u, ma chira hai s6 qui chi€u to1 thiét bi goi 1a major
number va minor number.

major number cho kiéu thiét bi (vi du:terminal, disk...);

minor number cho biét sb don vi ctia thiét bj do.

Xem vi du phan trude vé dia cung.

9. Tém tiit va bai tap
Tom tit
e Inode 13 mot ciu trac dit liéu md ta thudc tinh cta tép ké cé hinh thuc t6 chuc dir liéu
cua tép trén dia. Co6 hai phién ban ctia inode: ban disk inode luu cac thong tin cua tép

khi t¢p khong dua vao str dung; va phién ban in-core inode cap nhat lién tuc moi sy
thay doi cua tép khi tép dang duogc st dung. Céc thuat toan sau thao tac inode:

e ialloc(), ifree(), kiém soat viéc cip inode cho tép khi thuc hién GHT creat(), mknod(),
pipe(), unlink();

e iget(), iput() kiém soat cap in - core inode khi TT truy nhap tép;

e bmap() dinh vi disk block cho tép theo offset t&p dau vao;

o  Thu muc 1a loai tép cho sy twong quan giira cac thanh phan tén (pathname) véi inode
cua tép.

o Thuat toan namei() bién ddi pathname thao tac boi TT thanh inode ma kernel s& ding
bén trong cac qua trinh.

e alloc() va free() kernel ding dé kiém soat cip va giai phong block dia cho tép.
e Céc ciu trac dir kiéu hé théng da xét gom:

- linked list danh sach lién két quan 1i disk block,

- hash queue (hang bam) dung trong t6 chtrc buffer cache,

- linear array cic mang to chirc cac danh sach sb block dia va

- céc thuat toan khac hd trg lam don gian céc thao tac data hé théng.

Tinh phtrc tap s€ gia tdng bodi su twong tac gilra cac thudt toan va ma chuong trinh cling da
cho thay c6 nhitng van dé vé thoi gian. Cac thuat toan & day chua dugce trau chuot ti mi ma
chi @€ minh hoa cho don gian viéc thiét ké hé thong.

Céc thuat toan mé ta 13 ctia bén trong hé thong va danh cho kernel thuc hién va 1a an dbi voi
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user. Qui chiéu vao hinh mé ta nhan hé thdng, cac thut toan chuong nay nim & nira phan
dudi ctia khdi FS. Chuong tiép theo s& trinh bay cac GHT, cung cép giao dién cho nguoi ding
(1ap trinh hé thdng tmg dung) ghép ndi voi FS. Cac GHT nay sé kich hoat cc thuét toan bén
trong vira mo ta.

Bai tap

1. Trong ngdn ngir qui wdc chi s6 clia mang bat dau tir 0, tai sao sd ciia inode lai bat dau tir
1?

2. Trong iget(), TT di ngu khi thiy inode di khoa (locked), khi dugc danh thic, thi TT phai
bat dau lai vong lap tir dau?

3. MG ta thuat toan cap nhat mot disk inode voi dau vao 12 in - core inode.

4. Thut toan iget() va iput() khong doi hoi phai ning mirc wu tién cua xu li dé ngan chin
ngat, tai sao nhu vay?

5. Unix System V cho phép do dai t6i da cho mot thanh phan cua pathname 1a 14 ki tu.
Namei() s€ cat di cac ki tu dai hon trong thanh phan cua pathname. Phai thiét ke lai FS va
thudt todn namei() nhu thé nao dé cho phép c6 thé co do dai tén tuy y?

6. (*) Hiy xem namei(), trong qua trinh tim, kernel kiém tra thay working inode hién tai 1a
mot thu muc. Co6 thé cho mot TT khac huy bo (remove) thu muc do (bang 1énh unlink) ?
Lam gi dé kernel ngén chan dugc diéu do?

7. (*) Hay thiét ké cdu triic thu muc dé c6 thé cai thién hiéu qua tim tén bang cach khong
dung phuong phap tuyén tinh. Hay nghién ctru t6i hai ki thuat: hash va n - aray tree.

8. (*) Thiét ké so dd dé giam b6t s6 1an phai tim thu muc bang cach an cac tén di thuong
xuén dung dén.

9. Super block 1a mdt block dia va bén canh danh sach free block list con c6 cac thong tin
khac, cho nén danh sach nay khong thé chira dugc nhiéu sb cia cac block nhu trong block
dia ctia danh sach lién két cua cac block chua dung (fiee). S6 luong toi uu ctia sb cac
block 14 bao nhiéu c6 thé chtra trong block trén danh sach lién két?

10. (*) Hay thao ludn cac dung anh xa bit (bit map) dé kiém soat cac free disk block thay cho
cach dung linked list ciia cac block. Uu va nhugc diém cta phuong phap do?

B. Goi Hé Thong thao tac tép (System call for FS)

(Xem lai md ta cia GHT ¢ phan déu tai liéu)

Chuong trude da mé ta cau trac dit liéu bén trong cho hé thong tép (FS) va cac thuat toan
thao tac cac cau trac d6. Chuong nay ban dén cac ham h¢ thong dugc goi dé truy nhap tép.
Dién hinh cho cac GHT thudc loai nay co:

e truy nhép tép di ton tai trong FS: open(), read(), write(), Iseek(), close();
e tao tép mdi: creat(), mknod();

e thao tac cac inode: chdir, chroot(), chown(), stat(), fstat(),

e GHT loai nang cao: pipe(), dup();
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e mé rong FS nhin thiy dugc cho user: mount(), umount();
e thay doi ciu triic cay FS: link(), ulink();
Chuong s& trinh bay céc tong quan hé théng khac nhu: quan tri, bao tri FS, dong thoi gidi
thiéu ba cau truc dir liéu co ban cia kernel dung trong quan 1i tép:
e File table (bang cac tép) v6i mdi dau vao trong bang cp cho mot tép mé trong FS;
e  User file descriptor (fd) table: bang mo ta cc tép mo ctia mdi TT ciia mdi user, véi
moi dau vao trong bang fd, danh cho mot tép;

e Mount table: bang “ghép” mot FS khac vao cdu trac FS gbc, mé rong FS gdc.

Trd lai mé & diing Cacdp Lign quan Truy nhap Thay déi Thao tic
2 t&p fd narnel i) inode | thudctinh tép Bp (100 cdutric F3 | cdy thir muc
open, stat,
apen creat, link
chdir,unlink creat
creat ' chown read .
dup chroot, mknod mfcnud chmod write mount chdir
ine chowwn, mount link stat lseek umount chiovin
cplnpse chimod, unlirk
Urmount
Cdac thuattedn mie thap thae tac F3

nameig
iget ialloct, ifreed alloc, free, hmapd
iput

Thuittedan thao tac buffer

gethlk(, hrelsed, bread(, breadad, bwrite

GHT cho FS va mai lién guan tdi cac thuat todn khac

Hinh trén cho thdy mdi quan hé giita cac GHT va cac thuat toan di néi trong chuong
trudc. GHT c6 thé phan ra lam nhi€u hang cho du ¢6 mdt s6 GHT cung xuat hién nhiéu hon
la trong mgt hang:

e GHT tra lai fd dé dung trong GHT khac;

e GHT ding namei() dé phan tich path name;

e GHT gén va giai phong inode dung ialloc() va ifree();
e GHT dat va ddi thudc tinh cua tép;

e GHT thuc hi¢n cac I/O cho mot TT hay tor mot TT, dung alloc() va free() cac thuat
toan cap buffer;

e GHT thay ddi cc trac cta FS;
e GHT cho phép mét TT thay ddi cach nhin cay FS.

1. open

GHT open() 1a budc dau tién mot TT thuc hién khi mudn truy nhép tép. Ct phap nhu sau:
fd = open(pathname, flags, modes)
Céc ddi trong d6 1a:  patname 1a duong din tén tép;

41

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lip Thing Long  KIEN TRUC UNIX/LINUX

flags  kiéu mé tép, vi du mé doc, mé ghi;
modes 13 quyén truy nhap tép;

Ham trd lai:  fd 1a gia tri nguyén, con goi 1a mo ta tép cua user (user file descriptor).

Céc thao tac trén tép nhu doc, ghi, tim, sao chép, dat cac thong s6 1/0, xac dinh trang théi va
dong t&p déu st dung fd tra lai bdi open().

Thuat toan open() nhu sau:

open() /*open file*/
input:  dwong dan/tén tép, kiéu thao tdc tép (R/W),quyén truy nhdp

output: con tro mo ta tép (file descriptor)

: ZONe_u : File Table incore-lnode takble

user file descriptor table

o stdin
1 stdout : - [paintay] >
2 stderor ! -file offset

fd=3 [poiwfsﬁ E -file count -reference count
4 -rmode (R Setedabe. b
a

______________________________________

CAc cdu tric dif ligu kemel (fd table, file table, inode
table) =au 1&nh open)

Céc cau trac dir liéu hé thong gdm: File table, 14 cau tric tong thé cta kernel, dung dé quan 1i
cac thao tac trén mot t€p md boi open(), Inode Table: noi dé cac thong tin cua inde trong bo
nho (in - core inode). File descriptor table 1a cla riéng tirng tién trinh.

GHT namez() dung dé tim file (inode, in - core inode) véi cac thong sb cua dau vao, kernel
kiém tra quyén truy nhap tép sau khi xac dinh in - core inode ctia tép, cip mot dau vao trong
File Table cho tép, diu vao nay chira con trd trd vao in - core inode cua tép. Kernel con khoi
dong mot truong khac dé chira con tro tép (byte offset) dé doc hay ghi tép voi gia trj ban dau
bang 0, diéu d6 c6 nghia bat dau tir dau tép. S6 dém qui chiéu tép (reference count) dat = 1
(mot TT truy nhép tép).Niru ché do truy nhép 14 ghi-thém vao tép (write - append), offset dat
bang d6 dai tép da co. Kernel cp mot dau vao trong user file descriptor table trong u area
ctia TT, ghi nhan lai chi s6 dau vao d6 va chi s6 d6 1a file descriptor fd tra lai cho user. Noi
dung tai chi s6 nay la con tr6 trd vao File Table.
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ZOne_u File Table incore-lnode table
user file descriptar table
il stdin
] ot count=1f
o ! Read
2 stderor i count=2
3 e : : : [T —
4 fdg_____%___ . ' '
f H
§ = count=1f
Readhirite
count=1f /
Readhirite
count=1

"local"

; :

Gia st TT thuc hién ma sau day: mo tép “/etc/passwd” hai 1an, mot chi doc (read - only) va
lan kia chi ghi (write - only) va tép “local” mot lan cho doc-ghi.

fd1 = open (“etc/passwd”, OfiRDONLY);
fd2 = open (“local”, OfiRDWR);
fd3 = open (“etc/passwd”, Ofi WRONLY);

Hinh chi méi quan hé giita cac bang néi trén. Mdi mot open() tra lai mot fd cho TT goi va dau
vao tuong tng fd trong user file descriptor (ufd) tro toi dau vao duy nhat trong File table.
Ngay ca khi mét file goi nhiéu lan thi déu c6 céc fd tuong tng trong ufd voi mdi 1an goi va
cac dau vao tuong tng voi mdi fd trong file table. Cac dau vao khac nhau dé tuy nhién déu
tro téi mot in - core inode trong bang. Refrence count ctia in - core inode s& cho biét c6 bao
nhiéu sy mé dong thoi. Vi du fd1 va fd3 cung truy nhap tép “/etc/passwd”, s6 dém nay = 2.
TT c6 thé doc hay ghi tép nhung viéc d6 1a phan biét theo cac fd khac nhau: fdl: mé tép chi
doc, fd2: doc/ghi tép, fd3: mé tép chi dé ghi. Kernel ghi nhan kha ning doc hay ghi tép cta
TT trong mdi dau vao & file table vao lic goi open(). Gia st ¢6 TT thir hai thyc hién ma sau:

fd1 = open (“etc/passwd”, OfiRDONLY);
fd2 = open (“private”, OfiRDONLY);

Ta ¢6 hinh dué6i phan anh tinh hudng nay, lic nay tép “etc/passwd” lai m¢ mot 1an nira boi
TT tht hai (B), s6 dém qui chiéu cua tép nay ting thém 1 va tong s c6 3 1an cung lac mé tép.
Tom lai cit moi mét open sé dwoe cdp mét dau vao duy nhdt trong ufd va mét dau vao duy
nhat trong file table, va véi mot tép dit mé bao nhiéu lan thi ciing chi c¢6 nhiéu nhdt mét dau
vao trong in - core inode table.

C6 thé hinh dung rang dau vao clia bang user file descriptor (ufd) co thé chura con tro
tép de dinh vi doc/ ghi tiép theo va con tro tro truc tlep téi in - core inode cua tép va loai trur
su can thiét cua file table. Nhung cac vi du trén cho thiy mdi quan hé mot - mot gitra cac dau
vao ctia ufd va file table, Thompsons cho biét rang sir dung file table riéng nhu trén cho phép
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chia sé con tro tép giita nhiéu ufd: file offset doc lap cho méi fd, trong khi file mé chung cho
nhiéu TT. Cac ham dup() va fork() thao tac cc ciu trac dir liéu dé cho phép chia sé con tro
tép nay.
Ba con tr6 tép dau tién trong ufd £d0, fd1, fd2 1a cac con tro chuan, trong do:

- fd0 cho tép standard input (thudng 1a thiét bi ban phim, terminal) dé doc dau vao;

- fdI cho tép standard output (thudng 13 thiét bj man hinh) dé ghi dau ra;

- fd2 cho tép standard error, dau ra ghi thong bao 13i 1a cac thong diép.
Hg¢ thong khong noi gi rang do 1a cac mo ta kiéu tép dac bigt, user co thé chon fd 4, 5, 6 va 11
cho cac tép dac biét, nhung ton trong qui ude cua C tinh tur 0 van 1a ty nhién hon va thich tng
véi qui ude nay s& dé dang dé giao tiép voi pipe.

Tone LU File Tahle incare-Inode table
user file descriptor table
o stdin
1 stdaut cn;r;ta—d 1
2 stderar E count=3
3 T E ! : "fetolp asand"
SRR 4 fa— | : !
p : -
A 4 e count= 1/
Readhrite
count=1r
Write
_____________________________________ count =1
H . . "local"
user file descriptor tahle : ; :
o =tdin /
1 stdout ' _ J{ll count =1
2 stderar i Cﬂggta_d 1 "private"
3 T
-
fdz——— '
4 : count= 1/ -
Read
TT
______ =
2. read
Cua phép: _

number = read (fd, buffer, count)
fd la mo ta tép tra lai tir open(),
buffer 1a dia chi cta cau trac dir liéu ctia TT user, nol s& chira data khi 161 GHT
hoan tét,
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count la téng ) byte user mudn doc tir tép,
number 1a s6 byte thuc su da doc.
Read()
input:  fd (tra lai tir open()), dia chi cua bo dém dir liéu, ) byte can doc
output:  sé byte doc dwoc
e Kernel lay tir fd con tré tro téi dau vao twong tng trong file table.
e Kernel chuan bj cac thong s6 /O:

mode: doc hodc ghi dia;

count: dém sb byte dé doc hoac ghi;
offset:  con tro dinh vi tép dé I/O biét bat dau tir dau;

address: dia chi dich dé copy data trong bd nh¢ cua kernel hodc cta user;

- flag:  cho biét dia chi 1a & mién user hay kernel;

Sau khi d3 co cac thong sd ndi trén, kernel theo con trod trong file table dé truy nhép in -

core inode, khoa inode lai trudce khi doc tép.
Nhéan HPH,doc tép cho téi khi thoa mén, bién cac gia tri ctia byte offset thanh s6 cua block
can doc nhu thuat toan bmap() da no6i. Sau khi doc block vao buffer kernel copy data vao dia
chi cia TT user, cap nhat cac thong s6 I/O moi O u area theo s6 byte doc, tang byte offset va
tang dia chi ciia TT user cho 1an doc tiép theo, giam s6 dém byte dé phu hop véi yéu cau cia
TT user...Néu chua thoa man doc tép, chu trinh Idp lai cac budc. Chu trinh két thic khi thoa
man doc tép, hodc khong con data dé doc hay néu co 16i trong qua trinh thyc hién.
Vi du mot chuong trinh doc tép:
#include <fcntl.h>
main ()

{
int fd;
char lilbuff[20], bigbu[1024];
fd = open(“/etc/passwd”’, OfiRDONLY),
read(fd, lilbuff,20),
read(fd, bigbuf, 1024),
read(fd, lilbuf, 20),
/

open() tra lai mo ta tép gan cho bién fd va ding dé doc lién tuc sau d6. Trong read(), kernel
kiém tra céc thong s6 cua fd va rang TT trudc d6 di mé tép dé doc. Cac gia tri lilbuf, 20, 0
nh¢ lai trong ufi area ciia TT 14 dia chi tuong tng voi user buffer, s6 dém byte pha1 doc, byte
offset bat dau cua tép. Kernel tinh ra 13 byte offset 0 ¢ block 0 cta tép va tim thay s6 cua
block thir 0 trong inode. Kernel doc block tir dia véi 1024 byte vao buffer hé théng va copy
chi 20 byte vao ving cua user /ilbuf, giam s6 dém (count) byte phal doc = 0, viéc doc di thoa
man, tra lai sb byte da doc 1a 20. Kernel 1ap file offset trong file table toi gia tri 20 dé chuén
bi cho 1an doc tiép theo .

Khi TT goi read(), kernel khoa inode trong sudt thoi gian thuc hlen read. TT c6 thé s& di ngu
doi buffer ¢ data hay moc nbi cac indirect block ciia inode, va néu trong khi dé c6 TT khac
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duogc phép thay dbi data cia tép, thi read() s& cho mot két qua data khong nhat quan. Chinh vi
vay ma TT phai khod inode dé tranh sy thay d6i ndi dung cua tép do TT khac cting truy nhap
lue TT ngu, doi két qua doc tép.

Kernel ¢ thé chen ngang (preempt) mot TT dang doc giita cac 1an GHT trong user mode va
cho mot TT khac chay. Béi vi inode duge giai khod vao doan cudi GHT, sé& khong co gi ngin
can cac TT khac truy nhap va bién dbi ndi dung tép. Ciing s& khong cong bang khi TT ctr
kho4 inode tir lic m& cho téi luc dong tép, vi nhu vy s€ ngan can cac TT khac truy nhap tép.
Dé loai trir vin dé nay kernel giai khoa inode vao cudi mdi GHT dung tép. Néu mot TT khac
thay doi tép gitra hai 1an GHT read() cua TT dau, thi TT nay c6 thé s& doc dugc data khong
nhu n6 cho doi, nhung ciu trac data cta kernel van nhat quén.

Xem vi du sau day, 1a ma trinh ma kernel thyc hién 2 7T do”‘ng thoi.

#include <fcntl.h>

/*process A*/
main()
{
int fd;
char buf[512];
fd = open(“‘/etc/passwd”’, OfiRDONLY),
read(fd, buf, sizeof(buf)); /*readl™/
read(fd, buf, sizeof(buf)); /*read2*/
/
/*process B*/
main()
{
int fd, I;
char buf[512];
for (I =0, I < sizeof(buf), [++)
buf[l] = “a’’;
fd = open(“‘/etc/passwd”, OfiWRDONLY);
write(fd, buf, sizeof(buf)), /Fwritel®/
write(fd, buf, sizeof(buf)); /*write2*/
/

Vidu cac TT doc va TT ghi t&€p duoc thuc hi¢n déng thoi trén cung mat t&p “/etc/paswd*.
Hai TT déu truy nhap cing mét tép chi khac nhau & dich khai thac: A doc, B ghi tép. Gia sir
ca 2 TT déu hoan thanh GHT open() trudc khi mot trong 2 TT bét dau doc hay ghi. Kernel c6
thé thuc hién bat ki GHT read() va write() theo 6 trinh ty: read1, read2, writel, write2 hoac
readl, writel, read2, write2 hodc readl, writel, write2, read2 hodc v.v. Data TT A doc phu
thudc vao trinh tur ma hé thdng thuc hién GHT cua hai TT; hé thong khong dam bao rang data
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trong tép 1a nhu cii sau khi d& mé tép. Niru dung co ché file va record locking (xem tiép 5.4)
thi s& cho phép TT dam bao dugc sy nhéat quan cia tép trong khi TT dd mé tép.

Cudi cung ta hay xem vi dy mot TT co thé mé mot tep nhiéu 1an va truy nhap qua cac mo ta
tép khac nhau. Kernel thao tac cac tro tép offset két hop vai mdi fd trong file table mot cach
doc 1ap ({fd1, file offsetfil}, {fd2, file offsetfi2}), do d6 cac mang bufl va buf2 1a ddng nhit
khi TT két thuc. Gia st khong co TT nao thyc hién ghi vao tép cung thoi diém do.

#include <fcntl.h>

main()

{
int fdl, fd2;
char buf1[512], buf2[512];
fdl = open(*“/etc/passwd”, OfiRDONLY),
fd2 = open(*“/etc/passwd”, OfiRDONLY);
read(fdl, bufl, sizeof(bufl));
read(fd2, bufl, sizeof(buf2));

/

3. write

number = write(fd, buffer, count)
Céc ddi c6 y nghia nhu trong open().
Thuat toan write() thao tac t€p binh thuong (regular file) 1a twong ty nhu thudt toan doc
read(). Tuy nhién néu tép khong chira block tuong ing voi byte offset dé ghi, kernel cap
block méi boi alloc() va gén so6 cua block vao vi tri chuan xac trong bang dia chi cua inode.
N¢éu byte offset ng véi block gidn ti€p, kernel s€ cap mot vai block dé dung theo co ché gian
tiép, gom cac block cho chi s6 va cac block data cho t€p. Inode s& bi khoa trong sudt thoi gian
thyuc hién write() boi vi kernel ¢6 thé thay doi inode khi cap nhiing block méi (c@p nhét bang
dia chi block cua inode). Vi¢c cho phép cac TT khac truy nhap tép c6 thé lam hong inode néu
mot vai TT xin cap block dong thoi cho cung mdt byte offset. Khi ghi t€p hoan thanh, kernel
cap nhat truong do dai tép véi gia tri thuc te.
Vi du, mot TT thuc hién ghi tiép byte s6 10.240 vao tép. Khi truy nhap byte nay trong bmap(),
kernel xac dinh thay:

- tép chua c6 block dé chtra byte noi trén;

- 10 dau vao dau tién cho d6 dai 10x1024=10240 byte vdi offset bit dau tir 0, nén byte
10240 phai can tiép mot cap phat gian tiép, indirect. Kernel cdp mot block dé lam
indirect block, va ghi s ctia block nay vfo inode. Sau d6 cap block cho data cua tép
va ghi s6 ctia block nay vao vi tri dau tién cua indirect block.

Kernel thyc hién vong 13p bén trong, gidng nhu read(), mdi vong lip ghi mot block dia vé
nguyén tic, song kernel s& xac dinh ghi toan bd block hay ghi mot phan cta block. Néu chi
ghi mot phan thi kernel doc block dia, bao toan phan co trudc va ghi tiép vao phan con lai cia
block. Néu ghi toan bo block, kernel khong can phai doc block vi s& ghi dé 1én ndi dung cii
ctia block. Kernel str dung co ché tri hodn ghi (delayed write s& dé cap & 5.12) dé ghi tép
nham giam bét cac thao tac I/O dia.
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4. Khoa tép va ban ghi

Unix nguyén ban do Thompson va Ritchie phat trién khong c6 co ché tép loai trir khi truy
nhap. Dé giai quyét cac nhu cau véi cac ung dung thwong mai ¢6 lién quan toi co so dir liéu
(database) System V ngay nay c6 co ché khod tép (file locking) va cac ban ghi (record
locking). File locking 13 kha ning ngan can mot TT khéac doc, ghi bat ctr phan nao cua toan bo
t&p. Record locking 12 kha nang ngin can mot TT khac doc, ghi céc ban ghi riéng phan (cac
phan cta tép nam gitra cac byte offset) Bai tap 5.9 s& cho vi du cach trién khai co ché nay.

5. Diéu chinh vi tri ciia I/0 tép
Céc GHT read() va write() cho cach truy nhap tep theo tuan tu. D& TT c6 kha ning dinh vi
I/O va truy nhp tép theo kiéu ngu nhién, hé théng cung cdp GHT Iseek() v6i syntax nhu sau:
position = Iseek(fd, offset, reference, position);
fd: mo ta tép;
offset:  byte offset

reference: cho biét offset duogc tinh so voi dau tep, hay Vi tr1 doc/ ghi hi¢n tai hay
cudi tép: = 0 tim tir dau tép, = 1 chidu tién t&i cudi tép tir vi tri hién tai, =2
tinh tir cudi tép.

position: Vi tri s& doc/ ghi tiép theo bat dau tir byte offset nay.
#include <fcntl.h>
main (argc,argv)
int argc;

char *argv[],

int fd, skval;
char c;
if (arge !=2)
exit();
fd = open(argv[ 1], OfiPDONLY);
iftfd ==-1)
exit();
while((skval = read(fd, &c,1)) == 1)
{
prinf(*“char %c\n”,c);
skval = Iseek(fd, 1023L,1),
prinf(“new seek val %d\n”’, skval);

/

Vi du dung Iseek().

TT mé va doc 1 byte cua tép, sau d6 goi Iseek() dé tién toi byte 1023 cua tép vai reference =
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1, so v&i byte hién tai. Nhu vay ctir moi vong lap, TT sé& doc byte thir 1024 cua tép. Neu
reference = 0, TT s& tinh offset so v6i dau tép, néu reference = 2 thi tinh offset tir cudi tép.
Chu y 13 Iseek() thyc hién diéu chinh con tro tép (gia tri nay trong file table) trong tép chir
hoan toan khong diéu khién gi co cdu dinh vi dau tir cua dia.

6. Close

Mot TT thuc hién dong mot thao tic md tép khi TT khong con can truy cap tép nita. Cli phap
nhu sau:
close(fd), fd- mod ta t€p khi thuc hién open().

Kernel thuc hién close() dé thao tac cac dir liéu trong user file descriptor fd, cac dit lidu tuong
ung cua file table va in - core inode.

- Néu s6 dém qui chiéu count trong file table 16n hon 1 (do ¢6 phét sinh GHT dup(), hay
fork() hay c6 céc fds cung qui chiéu va tép) thi kernel s€ gidm gia tri do6 di 1.

- Néu gla tri d6 = 1, kernel s¢€ giai phéng dau vao nay (count —1 = 0), kernel giam s6 dém
qui chleu cua 1node d6 di 1, dong thoi giai phong luon in - core inode cip khi thyuc hién
open() néu s6 dém qui chiéu ctia n6 = 0 va hoan tit close().

Nhu vay khi két thiic close() dau vao trong ufd s& duoc ding dé cap cho 1an open() méi. Khi

TT thuc hi¢n mét GHT exit() kernel cac fds dang hoat dong va cling thuc hién close() tat ca

cac tép lai vi rang mot TT khong thé duy tri mo tép khi TT da két thuc.

E rone_u File Takle incore-Inode takle
user file descriptor takhle
] stdin
. count=1f
stdout ; Read ‘
2 stderar ! ; count=3
3 P E ! ' | "iatefp assnd"
RE 4 fee— | : :
f : -
& ] B count=1f
ReadnMrite
count= 1/
Wirite
count =1
___________ _____________________________' ! "acal®
user file descriptar tahle ;
0 stdin ]
1 stdout . = count =10
2 stderar count= "private"
3 NULL :
NULL H
L R— — ' count=10
TT
=

Hinh 1a két qua khi TT B trong vi du trudc, thyc hién dong cac tép né da mé trude do. Lac
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nay cac dau vao sb 3, 4 cia bang ufd cta TT thir 2 duoc giai phong (dién 1a NULL). Céc
truong s6 dém cua file table sé co gia tri 1a 0, sb dém cua inode “/etc/passwd” giam di 1, con
2, ctia tép “private” = 0. Do kernel chua loai inode khoi free list nén néu c¢6 TT nao truy nhép
tép trong khi inode van con & d6, kernel s& khoi phuc lai tép (xem lai phan 4.1.2).

7. Tao tép

Dé tao tép dung GHT creat() v6i ct phap nhu sau:

fd = creat(pathname, modes),
Céc ddi co y nghia gidng nhu trong open().
Néu tép méi chua c6 trén FS, kernel tao méi tép vé6i tén xac dinh trong pathname va voi cac
quyén truy nhap xac dinh & modes. Néu tép da ton tai kernel s€ gidi phong tat ca cac block
trude do thudce t€p va dat lai do dai t€p = 0 (truncate) tuy thudc vao quyén truy nhap tép.

Kernel phan tich tén thu muyc va tén tép bang namei() va khi dén thanh phén cudi ctia
duong dan, 1a tén tép s& tao, namei() ghi nhan lai vi tri (byte offset) cta dau vao trong dau tién
tim thdy ctia thu muc va cét offset d6 vao u area. Néu tén tép moi chua c6 trong thu muyc,
kernel ghi tén méi vao chd tréng d6. Néu thu muc khong con c6 chd trong, kernel ghi nho lai
offset ctia vi tri cudi cuing va tao ra mot dau vao méi cua thu muc. Kernel ddng thoi ghi nhé
lai inode cuia thu myc dang tim ndy trong u area ctia né ddng thoi khoa inode lai. Thu muyc
nay s€ 1a thu muc bo cia t€p mdi dang tao. Vi quyén dugc ghi trén thu muc, cudi cung TT sé&
ghi thu myc nhu 13 phan két qua cia creat().
Gia dinh tép 1a méi trong FS, kernel cap mot inode (ialloc()), sau d6 ghi tén tép va inode va
thu muc goc cua t€p tai vi tri offset da luu trude do trong u area. Tiép theo kernel gidi phong
inode cua tép thu muc bd trudc d6 da truy nhap dé tim tén t¢p. Thu muc bo luc nay da co tén
va inode cua tép mai, kernel ghi inode 1€n dia (bwrite()) trude khi ghi thu muc 1€n dia.
Néu tén tép da ton tal trude khi creat(), kernel tim thay inode ngay trong qua trinh tim tén tép.
Tép cii phai co quyen ghi @& TT tao tep ‘méi” cling bang tén do, vi kernel s& thay d6i noi
dung cua tép bang cac cong doan: cit bo tép, giai phong cac block data da cip cho tép
(free()), t€p cli xem nhu 1a mdt t&p madi tao voi quyén truy nhap gidéng nhu tép cii trudc do:
kernel khong tai gan nguoi so hitu, bo qua cac ché do truy nhap ma TT xéc dinh. Cudi ciing
kernel cling khong kiém tra quyén ghi thu muc vi kernel khéng thay doi gi trén thu muc.
Creat() tién trién tuong ty nhu thuat toan open() Kernel cip dau vao trong file table cho tép

dang tao sao cho TT c6 thé ghi tép, duoc cap dau vao trong bang ufd va tra lai chi s6 ctia bang
la fd mo ta tép.

8. Tao cac tép dac biét
GHT mknod() s& cho phép tao cac tép dic biét bao gdbm pipe, tép cdc logi thiét bi, tép thu
muyc. Ca phap nhu sau:
mknod (pathname, type and permissions, dev)
type and permissions: kiéu tép tao ra 1 thu muc, pipe hay thiét bi va quyén truy nhép;
dev: xac dinh sb thiét bi (major va miror) cho tép kiéu block va character.

mknod() tao mot nut moi
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inputs: node (file name),file type,permissions,major, minor device number (for block,

character special files);

output: khong.
Kernel tim trén FS tén tép s& tao, néu chua co, kernel cip cho tép méi mot inode trén dia va
ghi tén cta tép moi, sé ciia inode vao thu muc gdc. Kernel dit truong kiéu tép (type) trong
inode 18n gia tri dé cho biét tép 1a pipe hay thu muc (directory) hay tép kiéu dic biét (special).
Néu tép 1a kiéu thiét bi block hay character kernel ghi thém s thiét bi major/ miror vao
inode. Néu mknod() 1a dé tao thu muc, thi node s& xuat hién ngay sau khi hoan tat 11 goi nay
nhung ndi dung cua node thi khéng dung khudn (format) chuin (khong cé dau vao nao trong
thu muc cho “.” va “..”. Bai tap 5.33 s¢€ xét cac budc can thiét dé dat mot thu muc va khudn
dang chuan.

9. Chuyén doi thw muc va root

Khi khéi dong hé théng (booting), TT s6 0 s& lay root hé thong 1am thu myc hién hanh trong
qua trinh nay. TT 0 thuc hién iget() trén root inode, bao v¢ inode nay trong ufiarea nhu la thu
muc hi¢n hanh (current directory) va giai toa viéc khoa inode. Khi fork() tao ra mét TT moi,
TT nay s€ thtra ké thu muc cua TT cii (1a TT bd) da luu trong u area, va kernel tang s6 dém
qui chiéu trong inode goc.
chdir(pathname)
chdir() chuyén thu muc

Input:  thw muc can chuyén dén

Output: none
V6i tén cung cip kernel ding namei() dé xac dinh inode va kiém tra inode dich c6 dung 1a thu
muc va TT ¢6 quyén truy nhap thu muc hay khong. Sau d6 1a qua trinh dinh vi thu muc can
tim va viéc luu inode twong tng cua tép thu muc trong ufi area cuia TT. Sau khi TT da thay
déi thu muc hién hanh cua nd, thuat todn namei() str dung inode dé kh(yi d()ng thu muc dé tim
tat ca cac pathname khong bt dau tir root. Sau khi thyc hién chdir(), s6 dem qui chiéu ciia

inode cua thu muc méi it nhit = 1, con ctia thu muc cii ¢6 thé = 0. Inode cip trong qua trinh
chdir() dugc giai phong thuc sy ch1 khi TT thuc hién mdt chdir() khac hay thuc hi¢n exit.

Mot TT thuong dung root dé bét dau cho tit ca cac pathname, bat dau banh /. Kernel c6
mdt bién tong thé tr6 tdi inode ctia root hé thong. Inode nay do iget() cap liic booting hé. Mot
TT c6 thé thay d6i vi tri root bang GHT chroot(). Cach nay rat c6 ich khi user mudn mé
phong cau tric thong thuong ciia FS va chay cac TT ¢ day. Ct phap nhu sau:
chroot(pathname);  pathname 1a thu muc ma kernel sau d6 xir 1i nhu thu muc root cua TT.
Thuat toan thyc hién giéng chdir(), sau két qua ndy root mé phong c6 y nghia nhu root cho tat
ca cac TT con cua TT bd da phat sinh chroot().

10. Thay déi sé hitu va ché dp truy nhdp tép

Thay ddi nguoi s hitu va ché do truy nhap ctia mét t&p 1a thao tac tdc dong trén inode cua t&p
do chir khong phai trén ban than tép. Ca phap nhu sau:
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chown(pathname, owner, group);
chmod(pathname, mode);

Sau khi thay d6i quan hé s¢ hitu, nguoi “chu” cii s& mat quyén so hitu tép. Thay d6i mode s&
thay doi cach thire truy nhap t€p, cac co (flags) trong inode thay doi.

11. Khdo sat trang thdi tép

Céc ham stat() va fstat() dung dé lay cac thong tm vé tép nhu: kiéu tep, ngudi sé hitu, quyén
truy nhép, kich thudc tép, tong sb cac lién két, s cta inode, thoi diém truy nhap tép.

Cu phép:
stat(pathname, statbuffer),

fstat(fd, statbuffer),

Trong do: statbuffer 1a dia chi ciuu trac data noi sé chira cac thong tin trang thai 13y tir
inode.

fd 1a mo ta tép do open() thuc hién budc trudce.

12. Pipes

Pipe cho kha ning truyén data giita cac TT trong co ché vao trudce ra trude (FIFO), va dong
thoi cho phép dong bo viée thuc hién cac TT. Str dung pipe cac TT ¢ kha ning lién lac voi
nhau ma khong can biét TT nao & dau kia ctia pipe. Cach ing dung truyén thng 1a sir dung
FS dé chira data. C6 hai loai pipe: named pipe (pipe c6 tén) va unmamed pipe (khong tén).
Loai nay khac v&i named pipe chi & cach TT khdi dong truy nhap pipe. TT st dung open() dé
dung véi named pipe, con dung GHT pipe() dé tao mot unnamed pipe. Tiép theo 46 TT dung
cac GHT thong thuong (read(), write(), close()); dé thao tac pipes. Chi cac TT ¢ quan hé
huyét théng (cac TT con, chau) véi TT da tao ra pipe méi c¢6 kha nang chia sé truy nhap
unamed pipe.

Vidu
process A
Drucemss =
process O process E

TT B tao ra mét pipe khong ténfiunnamed pipe bang GHT va sau d6 sinh ra hai TT con khac
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la D va E, vay thi ba TT nay s€ chia sé cung truy nhap p1pe nay. Trong khido TT AvaC
khong thé truy nhap duoc. Tuy nhién tat cacac TT co thé truy nhap named pipe bo qua mdi
quan hé giita chiing va chi thong qua quyén truy nhap tép.

12.1. Tao mgt pipe
Cu phép tap mot pipe vo danh (unnamed pipe) nhu sau:
pipe(fdptr);
Trong do fdptr 1a mot con tro tré vao mot mang nguyén chira hai mo ta tép dé doc va ghi
trong pipe. Nhu da dé cép, pipe 1a mot loai tép dac biét va chua ton tai trudc khi sir dung, nén
kernel phai cip cho pipe mét inode dé tao ra plpe Kernel dong thoi cip mot d6i mé ta tép
ciing nhu cac dau vao trong file table: mot fd dé doc data tir pipe va mot fd dé ghi data va
pipe. V&i cach to chuc trong file table, kernel dam bao sao cho giao ti€p doc va ghi va cac
GHT khac trén pipe la nhat quan nhu doi véi cac tép thuong. Vi vay TT khong thé nhan bict
duoc 1a TT dang lam viéc voi t¢p hay véi pipe.
pipe() /*create unnamed pipe*/
input:  none
output: read file descriptor
write file descriptor
Céch tao tép ciing gidng nhu nhau, tuy nhién do pipe thudc loai tép dic biét nén cé it nhidu
khac biét: inode cap tir FS danh cho thiét bi (pipe device). Pipe device 1a loai ma kernel c6 thé
cap inode va block cho pipe, ngu(n quan tri xac dinh thiét bi kiéu pipe trong qua trinh 1am cu
hinh hé thong va t&p pipe ciing giong nhu céc tép khac. Trong khi pipe dang kich hoat, kernel
khong thé tai gan inode va block cua pipe cho tép khac duoc.
Su khéc biét con thé hién & cac s6 dém tac dong 1én pipe:
- Sb d&ém qui chiéu truy nhap tép (pipe) trong in - core inode khai dong = 2, vi ¢6 hai con tré
tép truy nhap: doc va ghi trén pipe;
- Cung mdt ltic cp hai dau vao trong file table: cho doc pipe va cho ghi pipe; s6 dém cach
truy nhap duoc khoi dong trong mdi dau vao khac nhau: cho doc va cho ghi;
- Trong ufd cap hai fd, mot doc pipe, mot ghi pipe;
Duy tri hai byte offset 1a rat quan trong dé thyc hién co ché FIFO cua pipe. TT khong thé diéu
chinh byte offset qua Iseek() dé thuc hién truy nhap ngau nhién I/O trong pipe.
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! ) ) in-core inode table
user file descriptor file table

tahle

R =2, Ranf

fd read

fd vurite

=1 fRead

o= 100

12.2. Mo mot pipe co tén (named pipe)

Pipe c6 tén-named pipe ¥ nghia ciing giéng nhu unnamed pipe, ngoai trur rang pipe c6 tén co
li¢t ké trong thu muc cac tép va truy nhdp t6i pipe loai ndy bang tén (pathname) Cac TT mo
named pipe gibng nhu mé cac tép thuorng va cac TT khong c6 quan hé gan véi pipe co thé
lién lac véi pipe. Named pipe ludn ton tai trong kién tric ctia FS, trong khi d6 unnamed pipe
chi 1a nhat thoi: khi tat ca cac TT két thuc st dung unnamed pipe, kernel thu hoi inode cta
pipe lai.

Cac TT mo named pipe nhu mé cac tép thuong, tuy nhién trude khi hoan tat 10i goi, kernel
ting cac s6 dém read/ write ctia inode dé cho thay s6 luong cac TT d3 mé pipe. Mot TT mé
named pipe s& di ngu cho toi khi mot TT khac mé named pipe dé ghi va nguoc lai. (S& vo
nghia néu TT mudn doc nhung lai khéng c6 gi dé nhan). Tuy thudc vao TT mé named pipe
dé doc hay dé ghi, kernel s& d4nh thirc cac TT khac da ngii va dang doi dé ghi hay doc trén
pipe.

Néu TT open médt named pipe dé doc va mot TT ghi ton tai, thi viéc md pipe hoan tat. Hodc
néu TT m& mot named pipe ma c6 tuy chon “no delay” thi GHT open() s& két thuc lap tic
ngay ca khi khong c6 TT nao dang ghi. Ngugc lai TT s€ ngu cho tédi khi c6 mot TT mo pipe
dé ghi. Luat nay ap dung twong tu cho mot TT mé pipe dé ghi.

12.3. Doc va ghi va pipe

Lam viéc trén pipe c6 thé xem nhu 13 khi cac TT ghi vao mot dau cudi cua pipe va doc ra &
dau cudi kia. Nhu di n6i TT truy nhap data & pipe theo co ché FIFO. S luong cac TT doc
pipe khong nhat thiét bang s6 luong cac TT ghi vao pipe Khi s6 TT doc va ghi pipe 16n hon
1 thi cac TT phai phdi hop su dung pipe v6i mot co ché khac. Kernel truy nhap data cho pipe
nhu cho tép thuong, kernel cét data trén thiét bi pipe va gan cac block cho pipe nhu write()
thyc hién. Sy khac nhau trong viéc cap block cho pipe va tép thuong 14 & chd pipe chi ding
cac block kiéu tryc tiép dé tang hiéu qua, cho du c6 gidi han vé khdi lugng data ma pipe c6
thé chtra mdi 1an. Kernel sir dung cac block nhuw mot hang quay vong, bao tri cac con tré doc
va ghi bén trong dé bao toan co ché FIFO: vao trudc ra trudc.
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read point{ f/u_'n./l_r/i_t/g_gi-:-nter

direct blocks of inode

Xem xét bon trudng hop doc/ ghi pipe:

1 - writing pipe: c¢6 chd dé ghi data vao pipe,

2 - reading data tr pipe: du data thoa man cho doc,

3 - reading data: khong du thoa man data dé doc,

4 - writing data: khoéng du chd trong pipe dé ghi data vao.

Case 1:TT dang ghi vao pipe voi gia dinh 13 pipe c6 du chd dé ghi data: tong sb cac byte dang
ghi va cac byte dé co trén pipe nho hon dung luong cua pipe. Kernel thyc hién theo thuat toan
ghi tép thuong ngoai trir kernel tu dong tang kich thudc pipe sau mdi 1an ghi, boi vi theo dinh
nghia s6 data trong plpe tang v6i mdi 1an gh1 Néu con tro cua byte tiép theo (byte offset)
trong pipe di c6 nhu cau dung block gian tiép, kernel s& diéu chinh gia tri ciia offset cta tép
trong u area dé tro toi offset bat dau cua pipe (byte offset 0) vi data khong bao gid tran dung
luong cua pipe, va kernel khong bao gio ghi de data trong pipe. Sau khi da ghi xong data vao
pipe, kernel cap nhat inode ctia pipe sao cho TT sau ghi pipe sé tiép tuc & vi tri cudi cing da
dimg true d6. Tiép theo kernel danh thirc tat ca cac TT nga doi doc pipe.

Case 2:Khi TT doc pipe, TT sé& kiém tra pipe c6 hay khong c6 data. Néu pipe c6 data, kernel
doc data nhu doc tir mot t€p thuong theo thuat todn read(). Tuy nhién offset khoi dong 1a con
tro doc cua pipe luu ¢ inode, va n6 cho biét su mé rong cua 1an doc trude dé. Sau khi doc mbi
block kernel giam kich thudc cua pipe theo sd byte di doc va kernel diéu chinh gia tri cua file
offset trong u area dé hoan d6i vao vi tri dau cua pipe. Khi két thuc doc pipe, kernel cip nhat
con tré doc (read offset) trong inode va danh thirc cac TT ngu doi ghi pipe.

Case 3: doc s6 byte nhiéu hon 1a s6 byte co trong pipe, kernel tra lai két qua doc 13 cac byte
¢6 cho du khong thoa mén nhu cau doc theo sb dém cua user. Néu pipe rong, TT sé& di ngi
cho t61 khi ¢6 TT khac ghi data vao pipe, sau do cac TT thuc day va cac TT sé€ tranh nhau doc
pipe. Tuy nhién néu TT mé pipe khong c6 tity chon “no delay” thi TT sé& két thic ngay néu
pipe khong c6 data. ¥ nghia doc/ ghi pipe giéng nhu doc/ ghi thiét bi dau cudi, cho phép cac
chwong trinh bo qua kiéu tép dang xir 1.

Case 4: TT ghi pipe trong khi pipe khong thé chira hét data s& ghi vao, kernel danh du inode
va dua TT di ngu doi data thoat bot khai pipe. Sau do khi ¢6 TT khéc doc pipe kernel s€
thong bao cho biét TT ghi dang nga doi dé pipe c¢6 chd cho viéc ghi data. Qua trinh sé tiép tuc
nhu da noi. Truong horp luu y 1a data ghi 16n horn dung luo’ng chtra cua pipe (tlirc dung luong
cua block truc tlep cap cho plpe) kernel s& ghi s6 data t6i da c6 thé vao pipe va dé TT di ngu
cho ti khi c6 chd dé ghi tiép. Néu vay sé& co thé xay ra la data s& khong lién tuc khi mot TT
khac ghi data ctia nd vao pipe trudc khi TT kia lai tiép tuc ghi data ctia minh.

Qua phén tich cac tng dung pipe ta thy kernel coi pipe nhu 1a tép thuong, nhung thay vi
quan li con tro tép (byte offset) 6 file table dbi v6i tép thudng, thi byte offset ciia pipe duwoc
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quan li ¢ inode. Kernel nhé offset doc / ghi ciia named pipe trong inode sao cho cac TT ¢o
kha ning chia sé cac gia tri cia chung: inode mé cho nhiéu TT, trong khi mdi 1an mé tép c6
mot dau vao twong tng trong file table. Di v6i unnamed pipe cac TT truy nhap qua cac dau
vao trong file table nhu thong 1&, nhu ddi véi tép thudng.

12.4. Dong Pipes

Khi dong pipe cac TT thuc hién cac qui trinh nhu ddi v6i tép thuong trir mot vai thao tac dic
biét kernel thyc hién trude khi giai phong inode cua pipe. Kernel giam s6 cac TT doc/ ghi
pipe theo kiéu ctia mo ta tép. Néu sd dém cac TT ghi bang 0 va c6 cac TT ngu doi doc plpe
kernel danh thirc va cac TT nay thoat khoi 101 goi chiing ma khong can doc pipe. Néu s6 dém
cac TT doc pipe bang 0 va c6 cac TT ngl doi ghi pipe, kernel danh thire va goi tin hiéu -
signal thong bao cé error cho cac TT nay. Néu khong con c6 TT doc hay TT ghi pipe, kernel
s& gial phong cac block data cua pipe va diéu chinh lai inode d€ cho biét pipe khong c6 data.
Vi du

Vi du 4o dung pipe:

char string[] = "hello”;

main()

{
char buf[1024];
char *cpl, cp2;
int fds[2];
cpl = string;
cp2 = buf;
while(*cpl)

*ep2++ = Fepl++;

pipe(fds);

for(:;)

{

write(fds[1], buf, 6);
read(fds[0], buf,6),
/
/

Poc va ghi mot unnamed pipe.

TT tao mot unnamed pipe bang GHT pipe(), sau d6 TT di vao mot vong vo han dé ghi xau
“hello” vao pipe va doc xau do tu pipe. Trong vi du TT doc va TT ghi 1a mot.

#include <fcntl.h>
char string[ | = “hello”;

main(argc, argv)
int argc;
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char argv[];
{
in fd;
char buf[256];
/*create named pipe with R/W permission for all users™/
mknod(“‘fifo”,010777, 0),
if (arge ==2)
fd = open(“‘fifo”, OfiWRONLY),
else
fd = open(“fifo”, OfiRDONLY);
for (:;)
if (arge == 2)
write(fd, string, 6);
else
read(fd, buf, 6);
/
Doc ghi mot named pipe

Mot TT tao ra mdt named pipe c6 tén “fifo” va khéi dong ghi (TT ghi) xau “hello” vao pipe
néu c6 2 doi dau vao; néu chi cd6 mot doi dau vao thi kich hoat doc (TT doc) pipe. Hai TT ghi/
doc lién lac “bi mat” qua pipe “fifo”, tuy nhién 2 TT khdong nhat thiét c6 lién quan véi nhau.

13. Sao chép mot mo ta tép (dup)

GHT dup() sao chép mot mo ta tép fd vao mot dau vao trdng clia ufd, tra lai fd méi. du() ap
dung cho tat ca cac kiéu tép.

newfd = dup(fd);
Trong d6:  fd 1a mo ta tép gdc s& duoc sao chép,
newfd 1a mé ta tép mdi ciing qui chiéu téi tép.
Boi vi dup() sao chép fd nén no tang s6 dém cua dau vao twong tng ciia tép trong file table,
turc 1a c6 thém mot fd tro vao dau vao nay.

Vi du trong hinh TT mé tép “/etc/passwd”, két qua s& c6 fd3. Sau d6 TT mé tép “local” va fd
twong tmg 13 fd4. Khi TT mé “/etc/passwd” mot 1an nita, s& c6 fd5 trong ufd. Véi 2 1an mé
“/etc/passwd”, trong file table c6 2 dau vao doc lap twong tmg, va sé dém qui chiéu trong
inode cua tép “/etc/passwd” 1a 2 (2 1an tép duge md). Néu TT thuc hién dup(fd3), ta s& c6 mot
ban sao mo ta tép fd6 cung tré vao noi fd3 tro trong file table, tai day s6 dém cac fd tré vao la
2 (bao gdm fd3 va fd6). Muc dich quan trong cua dup() 1a de xdy dung cac chuong trinh tinh
x40 tr cac chu0’ng trinh don gian hay cac khéi chuong trinh chuan. Mot trong céc tng dung
dién hinh 1a cAu tao cac kénh lién lac cua shell.
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u fdtable file tahle inode table

0 0
1 o u) u}
2 a
3 e i)
g 2:" count =2, "eto'p asad"
B o
7 u]

b

u}
: count=1, "local"
count= -1 /f

a CAu trde diF lieu sau dupd

Xét vi du dudi day:

#include <fcntl.h>

mail()

{
int i, j;
char bufl[512], buf2[512];
Jj = open(*“/etc/passwd”, OfiRDONLY);
J = dup(i);
read(i, bufl, sizeof(bufl);
read(j, buf2, sizeof(buf2);
close(i);
read(j, buf2, sizeof(buf2);

Minh hoa dup().

Bién i 1a mo ta tép cua “/etc/passwd”, j 1a mo ta tép duoc tao ra bai dup() cta cung tép TT
md. j laban sao chép cuia i. Trong ufd ctia u area s& c6 2 fd 1a i va j cing tré vao mot dau vao
trong fi f le table va do d6 ca hai dung chung mot con tro tép - byte oﬁ%et Chu y 1a hai read()
lién tiép nhau sau d6 cho data trong bufI va buf2 khong nhu nhau. Diéu nay khac voi truong
hop khi TT open() hai lan trén cting mét tép (xem lai 5.2). Mot TT c6 thé close() mot fd ma
TT mudn, nhung I/O van tiép tuc binh thuong ddi voi fd kia, didu d6 thé hién trong vi du.
Mot tmg dung khac ma dup() 1am 1a d6i vai tro truyén thong cua mot fd: sau khi dup(fdl) -
standard output, TT cb thé close(fdl) va fd méi s& lam viéc nhu fd1. Chuong 7 s& cho thay
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tinh thyc té ctia viéc ding pipe() va dup() khi mo ta vé shell.

14. Ghép va thdao go mot FS (mount/unmount)

Mot don vi dia thuong duge chia ra thanh cac phan hoach va mdi phan hoach sé& c6 tén clia
thiét bi di kém. Trén FS diéu d6 dugc thé hién dudi dang mot tép thiét bi tai thu muc /dev/.
TT c6 thé truy nhép data trén phan hoach bang open() tép thlet bi va sau d6 doc/ ghi “t&p”
nay, xir li tuan tu cac block dia. Chuong 10 s& mo ta ki giao tiép nay.

14.1. Ghép (mount) FS

Mot phan hoach dia 1a mot h¢ théng tép, va co boot block, super block, inode list, data blocks
nhu bat ki mot FS nao. GHT mount() s€ ghép noi FS cta phan hoach trén dia vao cau triic FS
da ton tai, sau do users truy nhap data trén phan hoach nhu thong thuong, unmout() sé cat FS

do ra.

Cu phap:
mount(special pathname, directory pathname, options);

Trong do:

- special pathname: 13 tén cua tép thiét bi ciia phan hoach c¢6 FS s& ghép vio;

- directory pathname: 1a tén thu muc trén FS d3 ton tai (root), con goi 1 diém ghép
(mount point),

- options: cho biét kiéu truy nhap: R/W, read-only.

Vidu:

mount(““/dev/dskl”, /" usr”, 0);

Kernel s€ ghép FS cta phan hoach “/dev/dsk1” vao thu muc “/usr” ciia FS da c6. Tép
“/dev/dsk1” 1a mot tép dic biét kiéu block, c6 nghia 1 tén cta thiét bi khdi, thuong 13 mot
phan hoach dia. Phan hoach c6 cau trac day du ciia mot FS nhu da néi. Sau khi da ghép vao,
root cua FS ghép s€ dugc truy nhap qua thu muc “/usr”.”

Cay thu myc trudc va sau mount.

Kernel c6 mot mount table véi cac dau vao cho mdi mot FS khi FS d6 ghép vao FS di ton tai.
Moi dau vao c6 cac trudong thong tin sau day:

e Sb cua thiét bi nhan biét FS duoc ghép (14 so logic ciia FS);

e Con trd tré vao buffer co6 chira super block cua FS;

e Con tro tré vao root inode cua FS dugc ghép (“/ ” 1a root cua “/dev/dsk1 trong hinh);

e Con tr6 trd vao inode cta thu muc 1a diém ghép (“usr” 1a thu muc diém ghép cho FS

/dev/dsk1 vao FS da ton tai).

Su két hop giita inode ctia diém ghép va root inode ciia FS duoc ghép trong thii tuc mount
gitp cho kernel hoat dong trén FS uyén chuyén va nguoi dung khong can co su hi€u biét gi
dac bigt.
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root F=
bir etc [FE=1g

Truise va sau khi mount

mount()
input:  file name of block special file
directory name of mount point
options (read only)
output: none

Kernal cho phép chi cac TT do super user s& hitu méi thuc hién mount va unmount FS, dé
tranh sy hty hoai FS ghép. Kernel tim inode ctia tép thiét bi c6 FS s& dugc ghép, 1dy ra s6
major va minor dé xac dinh chinh xac phan phan hoach nao ctia dia chira FS d6. Kernel sau
d6 tim inode cua thu muc noi s& ghép FS méi va FS di ton tai. S6 dém qui chiéu cua inode
thu myc khong dugc 16n hon 1, nhung it nhat 13 1 dé tranh cac sy ¢ khong mong mudn cé
thé xay ra (xem bai tip 5. 27). Kernel tim mot dau vao trong trong mount table va danh dau
dua vao sir dung, gan s6 cua thiét bi vao truong nay. Qua trinh nay dugc thuce hién ngay lap
tirc dé tranh c6 hién twgng mot TT khac mount FS 1an nita. S& c6 sy bat thuong xay ra néu
cung mot FS lai dugc phép mount 1an thir hai (xem bai tap 5.26).

Kernel thyc hién thil tuc open nhu d6i véi cac thiét bi block khac: kiém tra su hop li cua thiét
bi, khoi dong cac dit lidu ctia bo diéu khién (driver), goi cac 1énh khoi dong thiét bi cho phan
cting. Céc thao tac tiép theo can c6 1a cip buffer an dé doc va luu lai super block cia FS duoc
ghép, luu con tré ctia thu myc diém ghép FS cua cdy thu muc gde sao cho cac dudng din co
chura “..” ¢ thé di ngang qua diém ghép; kernel tim inode root ctia FS duoc ghép va luu con
tro tro vao inode nay vao trudng tuong ing cua mount table. FS mai lic nay dugc nhin nhan
nhu mot thu muc ctia FS gdc: ddi voi user thu muc ghép nay (ctia FS gdc) va root cua FS
duogc ghép 1a twong duong vé logic va sy twong duong d6 dugc kernel xac 1ap bai su ciing ton
tai trong mount table. Kernel khéi dong cac truong gia tri thude tinh cia super block, mo
khoa (lock) cho firee block list, free inode list, it sd cac free inode trong super block vé 0.
Muc dich cta qua trinh khéi dong nay 1a dé t6i thiéu nguy co hong FS trong khi ghép FS sau
lan hé théng bi su ¢d: Khi dat sb free inode = 0 s& budc kernel thyc hién ialloc() dé tim cac
free inode dia cdp nhat mot cach chinh xac sau khi da mount FS 1én. Xem hinh du¢i day dé
thdy céc cau trac dir liéu khac dugc xay dung vao thoi diém cubi cia qua trinh mount.
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mounted on inode,

martked as mount poi
Ref count=1 nkk"

- —— buffer

™~ meounted on inode
meotinode

dewvice inode notin use, Ref
count =0

\ TP P —
//

F

root inode of mounted FS
Ref count =1

rmount kable

A trde dir ligu sau mount
Inode T able

Do co su thay doi ciu trac cua FS v6i su ghép FS, nén mot sé GHT co su thay d6i dé phu hop
v6i cau trac do. Viée viét lai cac GHT nay 1a dé tong quat cac trudng hop khi ¢6 su “di qua”
diém ghép: tir FS gbc dén FS ghép (di tir root dén nhanh ghép vao) va nguoc lai.

Vi du vé swr dung mount va unmount:

1. Gia str trén may tinh c6 mot hay vai dia ciing véi cac phan hoach khac nhau, moi
phan hoach 1a mét FS;

2. Cac phan hoach c6 thé 1a FAT (16, 32), NTFS, ext2, ext3;
Sau déy 1a cac budc can lam:
login vao voi tu cach root hay su:

a. $ su [ENTER]

b Dung 1énh sau dé biét cac phan hoach c6 trén cac dia clng:

# sfdisk -1
Hay quan st két qua cua 1énh, chon phan hoach s& mount vao FS:
vi du /dev/hda4 0 764 765 6144831 Win95 FAT32

phén hoach /dev/hda4 1a lgpai FAT32 cia MS Windows

b. tao mot thu muc réng (chd dé ghép FS va cdy thu muc chinh):

# mkdir /mnt/hda4 (C6 thé 1iy tén bat ki sao cho ¢ y nghia, d& hiéu).
c. Ghép vao FS gbc:

# mount -t vfat /dev/hda4 /mnt/hda4

Bay gi¢ c6 thé truy nhap (R/W) nhu binh thudng.

Sau khi str dung unount trude khi tit may tinh.
d. umount (phai ra khoi thu muc /mnt/hda4 trudc khi umount ! Xem 14.2)

# umount /dev/hda4

14.2. Ciit (unmount) FS
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umount (special filename),
Trong d6: special filename cho tén cua FS sé& cat khoi FS géc.

Khi cit mot FS, kernel truy nhdp inode cua thiét bi s& cat, tim s6 thiét bi cua tép dac biét, giai
phong inode (iput()), tim du vao trong mount table cc con tro can thiét lién két véi tép thiét
bi. Trude khi thyc su cit ghép FS kernel kiém tra dé chic chin khong c6 tép nao cua FS ghép
van con dang str dung bang cach tim trong inode table tit ca cac tép c6 sb thiét bi bang sb
cua t&p dac biét sé cat ra khoi FS géc. Buffer an co thé con ¢ cac block & ché do ghi
“delayed write”, kernel cap nhat 1én dia, cap nhat super block da co6 su thay ddi, cap nhat cac
ban in - core inode 1én dia...

umount()
input:  special file name of F'S to be unmounted

output: none

15. Lién két tép (link)
GHT lin{c() s€ tao mot tén mai cho m(f)t‘tép da c6 trén cau tric thu muc hé théng, thuc té tao
ra mQt dau vao mdi cho mot inode da ton tai. Cu phap nhu sau:
link(tén tép goc, tén tép dich)
Trong d6: tén tép goc 14 tén cua tép da ton tai,
tén tép dich 1a tén tép s& co sau khi hoan tit GHT link() .
FS chira duong dan cho mdi lién két ma tép c6 sao cho cac TT c6 thé truy nhdp tép bang bé‘t
ki duong dan nao. Kernel hoan toan khong biét tén nao cua tép la tén goc, cho nén khong can
c6 xu 1i gi ddc biét trén tén t&p.
link(““/usr/src/uts/sys”, ”/usr/include/sys”); /*link thu muc*/
link(“usr/include/realfile.h”, ”/usr/src/uts/sys/testfile”);
Sau khi thuc hién hai 1énh trén sé& c6 3 dudng din cung qui chiéu téi mot tép:
"/usr/src/uts/sys/testfile.h”
“/usr/include/sys/testfile.h”
“/usr/include/realfile”
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inode h | testfile.h

Cac lign ket trong FS

Vi du tai console, thuc hién lién két logic:
$In —s /abc/xyz /mnt/yyy
trong d6 /abc/xyz 1a thu muc géc tai /abc/xyz,
/mnt/yyy sé& la dich. Két qua sau d6 néu dung 1énh Is —1 s& c6 dong sau:
$ls -1
I rwx rwx rwx 1 root root XXX -> /abe/xyz
Kernel chi cho phép superuser th}rc hién lién ké{ th~u= mic, va ngay ca superuser cling phai
th"@ﬂ trong khi lién két thu muc néu khong cé the gién deén mdt vong 1ap vo tan. Vi du khi lién
két mdt thu muc vao mot tén bén dudi noé trong cau tric co thir bac.
Vi cac phién ban méi, viéc dua vao lénh mkd;'r() s& hd tro ’cho viéc tao thu muc mdi co ap
dung kha nang cua /ink() va loai trir sy can thi€t phai lién két thu muc.
Thuat toan link()
Input:  tén tép goc (dd c6)
tén tép dich (moi)
Output: none
Cac buoc trong thuat toan nay nhu sau:

- Kernel dinh vi inode cua tep ngudn (namez()) tang sd dem lién két t6i tép, cap nhat moi
ndi dung ctia inode dia dé dam bao sy thdng nhét cua ciu tric FS va giai khoa inode do.

- Kernel di tim tép dich: néu tep dich & noi sé& tao da ton tai (tring tén), bao 131, giam sd lién
két (da lam o blIO’C trude). Néu 1a tep méi, kernel tao chd cho inode cua tép dich, ghi vao
do tén tép mai, s6 inode cua tép goc, ghi nhan inode cua tép mdi trong thu myc dich
(iput(): giai khéa inode ctia tép thu muc gdc cua tép dich), ghi nhan méi tép gbe véi s6
dém lién két tang thém 1 va tép da c6 thém mat tén mai va co thé truy nhap inode gdc
bang tén mai ndy. Sé dém link giit s6 dém cua cac dau vao cua tép thu muc dé qui chiéu
va tép va khac VO’l s6 dém trong inode. Néu khong co6 TT nao truy nhap tép O cuoi qua
trinh link, thi s6 dém qui chiéu cua inode cua tép = 0, va s6 dém lién két cua tép it nhat 1a
2.

Vi du: link(“source”, "dir/target )
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Gia dinh s inode cta “source” 1a 74. Kernel tim ” source”, tang s6 lién két thém 1, nho lai sd
74, huy khod ” source”. Kernel tim inode cua t¢p thu muc ” dir” (1a thu muyc géc cuatép”
target”), tim trong tép nay mot dau vao tréng cho tép méi ” ” ” ” target”, ghi tén ” target” va
s6 inode 74 vao chd nay. Sau d6 giai trir khoa cho tép ” source” qua iput(). S6 dém lién két da
tang thém 1 (néu 1a 1 thi luc nay = 2). Nhu vy ta thdy FS khong mét thém mot inode cho tép
ma chi thém mét tén tép méi trong thu muyc dich ma thoi. Trong thuat todn ndy c6 mot diém
rat quan trong can luu y 12 viéc giai trir lock ctia tép gdc sau khi d ting so lién két dé cac TT
c6 thé truy nhap tép ndy ma khong giy ra tinh trang bi khoa 1an nhau (deadlocking).

Vidw:  TT A: link(“a/b/c/d”, e/f”)
TT B: link(“e/f”,”a/b/c/d/ec”)

Diéu gi s& xay ra khi ciing mét thoi diém (12 trang thai & d6 mdi TT di duoc cap inode cua
tép n6 can truy nhap dé xtr li): TT A ¢o “e/f” dé tim thu muc ndy nhung TT B lai dang khai
thac “f” ma khong giai tror trong GHT /ink(). Tuong tu khi TT B tim inode cta thu muc
“/a/b/c/d” ma TTA lai khong giai trir lock thu muc “d”. C4 hai TT déu bi ket boi da khong
gidi trir lock sau khi da thuc hi¢n cac budce dau trong thuat toan. Kernel loai trur kiéu ket co
dién nay bang cach giai trir khoa inode ctia tép ngudn sau khi ting s6 dém lién két cia tép. Vi
rang inode ngudn dau tién 1a ti do (fiee) khi truy nhap ngudn tiép theo,vay s& khong co
deadlock nira.

16. Huy lién két tép (unlink())

GHT unlink() s& x04 bd dau vao cua tép trong thu muc, tép sau d6 khong ton tai & thu muc do
nita, moi truy nhép sé& cé thong béao 16i. Néu thuc hién unlink() dbi v6i link cudi cuing (twong
duong véi delete tép), kernel s& giai phong cac blocks da cip cho tép. Néu con co céac links
khac (v6i cac tén khac nhau) tép van duoc truy nhap binh thuong.

Cu phép: unlink(pathname)
That toan unlink()

Input:  file name

Output: none

17. Sw trieu twong hoda FS

Tac gia Weinberger da gidi thiéu cdc kiéu tép (file system types) dé hd tro hé thong tép mang
(network FS) va cac phién ban méi nhit ciia System V ciing hd tro y tuong nay. Vi file
system types kernel c6 thé hd trg da hé thong tép dong thoi (network FS, FS cho cac hé diéu
hanh khéc nhau). Trong khi cac tién trinh st dung cac GHT thong dung ciia Unix dé truy
nhap tép thi kernel 4nh xa tap cac thao tac chung trén tép vao cac thao tac xac dinh cho mdi
kiéu FS.

Inode tro thanh chd ghép ndi giira FS triru tugng (generic inode) va FS cu thé. Mot
incorefiinode triru tugng s& chura cac dir liéu (so”' thiét bi, inode number, file type, size, owner,
reference count) doc 1ap véi kiéu FS cu thé va trd vao mét inode cua FS xac dinh. Inode cia
FS xéc dinh nay sé cho cac chi dan cuy thé ap dung trén FS d6 (quyen truy nhap, mo hinh cac
block data, super block cdu triic thu muc). Mot FS khong nhat thiét phai co cau triic tya
inode, nhung FS xac dinh phai thoa man cac ngit nghia cia Unix FS va phai cép inode ctia nd
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khi kernel m& mét inode triru tuong.

M&i kiéu FS c6 mét ciu truc chira dia chi cta cac ham thuc hién cac thao tac triru tuong. Khi
kernel mudn truy nhap tép, kernel thuc hién goi ham gian tiép trén co sé cua kiéu FS va cach
thao tac trén FS d6. Cac thao tac triru twong bao gdm: open, close, read, write, return inode,
release inode, update inode, ckeck permissions, set attribute (attribute), mount, umount.

Linux 1a mét vi du 4p dung FS triru tuong, con goi 1a FS do (Virtual FS: VES), hé tro
truy nhap hau hét cac FS hién co, trong d6 c6 DOS, CDfiROM, NTFS (cia WINDOWS
2000, XP) (Ban Linux Mandrake 8.1 rat hoan hao).

File System operations generic inode

T,

System v ol3e,
read, ey

nurite,

e
b

Remote FS open, y /
system relelase,

mead,
narite

Femate inode

Inode trifu tuong vé inode clia céc F3 xéc dinh

Mo hinh FS trén Linux:
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I
L=er progam
user level I

________________________________________________________________________________ j L e e e e

System Calls interface

WES nt Memory Process Ahbstract Metwork
=] iz ) = management manageneat zervices [(socket)

kermel level F '1 driver
dri TZPAR

b

Ethernet driver

hardware T

MIC

Linux model

18. Bao tri FS

Kernel duy tri sy bén vimg cua FS trong ché d6 hoat dong binh thuong. Nhung khi bi su ¢b
(mét dién) FS c6 thé bi r6i loan: ¢o tép con, co tép méat. Mot GHT cua kernel s& thuc hién
kiém tra khi reboot méay va thuc hién truy nhap tép bo qua cac kiéu truy nhap thong thuong dé
stra lai FS. Mot sb cac tinh huéng s€ duoc fsck() thuc hién:

— MOt blk dia c6 thé 1a thudc nhiéu inode, hay thudc danh séach cac blk tu do hay ctia mot
inode. Vao luc tao FS (nguyén thuy), cac blks dia thudc danh sach cac blks tu do. Khi
duoc cép phat cac blk nay sé bi loai ra khdi danh sach néi trén dé gan cho mot inode. M{t
blk s€ duoc gan lai cho inode khac chi sau khi n6 da tré lai danh sach ty do. Nhu vay mot
blk dia chi c6 thé 1a trong danh sach tur do hay da thuoc mdgt inode. Xem xét cac kha nang
khi kernel giai phong blk cua tép tra lai sO clia no6 vao bang dong (in - core) cua Super
block trong bd nhé va cp no cho tép m&i tao: néu kernel da ghi 1én dia inode va cac blks
clia tép moi tao nhung su ¢d di xay ra trude khi cap nhat méi inode cua tép cii (duoc giai
phong), thi mot blk c6 thé s& thudc 2 inode. Tuong tu: néu kernel da ghi duoc Super block
va danh sach blk tu do ctia n6 1én dia va da c6 su c¢d trudc khi cap nhat inode cii thi blk dia
c6 thé s& hién dién & ca trong danh sach tuy do va trong inode.

— Néu s6 ctia blk khong trong danh sach tu do ciing khong trong inode thi FS dugc coi 1a
nhat quan vi cac blk phai c6 mit & ddu d6. Tinh hubng nay nhu sau:blk da loai khoi tép va
da dat vao danh séach tu do cua Super block. Néu tép cii da dugc ghi dia va sy ) xay ra
trudc khi Super block dugc cap nhat, thi blk co6 thé khong xuét hién trong bat ki danh sach
nao trén dia.

— Néu khuén dang (format) cta inode khong chuén (vi truong file type ¢ gié tri khong duoc
dinh nghia), FS c6 van dé;
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— S0 cua inode ¢6 trong dau vao thu muc, nhung inode 1a tuy do, FS ¢6 van dé; Xay ra la do:

kernel da tao xong t€p mai, da cap nhat thu muc 1én dia nhung chua cap nhat danh sach
inode thi ¢6 su cO.

— Néu s6 cac block tir do va inode ti do ghi nhén trong Super block khong phu hop véi sb

ton tai trén dia, FS c6 van de.

19. Tém tit va bai tip

Tom tit

Chuong nay giai thich vé FS, gi6i thiéu 3 cdu trac quan 1i tép cua kernel:

File table,

Inode table,

user file descriptor table (ufd table),

mount table

cac thuat toan lién quan t6i FS va mbi twong tac giita chung
fsck() dung dé bao tri FS.

Méi quan hé giita cac bang trén c6 thé tom tit & hinh sau day:
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File
descriptar File table Inode table
.......... ..t.al:”e . z
TT -
ho File oftzet Mode
=TT I
Poirter to| Lirk court
irll:lde ....................
i " node
GD
Filezize
1T = /| dizk Data hlock
-File offzet Times
con Ry S
-quﬂertu ; | e o E E
mEdc first 10 block © AT
...... STl
Indirect :
" Diglble™ ¢
T Indirect ey e
n . FEpe e
Il area
................................. Triple
indirect
Double
indirect
Single
indirect
Vidu 1:

/***********************************************************************

* Lé&nh cé d6i dau vao, chuédn C

*

***********************************************************************/

#include <fcntl.h>
#include <stdlib.h>
#include <sys/stat.h>
#include <sys/types.h>
#include <sys/uio.h>
#include <unistd.h>

int main

{

(int argc, char* argvl[])

int fd;

struct iovec* vec;

struct iovec* vecfinext;

int 1i;

/* cdn "buffer" d&& chtta ki tu dong moi.

/*dich nay. */

St dung bién ki tu cho muc*/
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char newline = '\n';

/* Péi ddu tién la tén tép dau ra. */

char* filename = argv([l];

/* Bd qua 2 thanh phdn diu cua danh sach &bi. Thanh phan 0 1la tén
ciia chuong trinh nay, thanh phadn 1 13 tén tép ddu ra. */

argc -= 2;

argv += 2;

/* xin clp mét trudng cac thanh phdn kiéu iovec. Ta cdn 2 cho mdi thanh
phdn cua danh sich déi: mét cho text, mét cho newline. */
vec = (struct iovec*) malloc (2 * argc * sizeof (struct iovec));
/* Xst qua danh sach dbi, xay dung cédc thanh phin cho iovec. */
vecfinext = vec;
for (1 = 0; 1 < argc; ++i) {
/* Thanh phdn diu tién : text clia ban than d&bi. */
vecfinext->iovfibase = argv[i];
vecfinext->iovfilen = strlen (argv([i]):;
++vecfinext;
/* Thanh phdn th® 2 : ki tu dong méi (newline). Céac thanh phédn cua
struct iovec array tri tdi cung mdt vung bd nhd. */
vecfinext->iovfibase = &newline;
vecfinext->iovfilen = 1;
++vecfinext;
}
/* Ghi cac d6i moéi vao tép. */

fd = open (filename, OfiWRONLY | OfiCREAT) ;
writev (fd, vec, 2 * argc);
close (fd);

free (vec):;
return 0;

Vidu 2:
/‘k‘k‘k‘k~k~k~k~k***‘k‘k‘k‘k‘k~k~k~k~k***‘k‘k‘k‘k‘k~k~k~k~k***'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k'k*******************
*Poc ndi dung cta FILENAME vao buffer. Kich thudc cua buffer dé &*
*LENGTH. Trd lai ogr dau ra 1la buffer va phdi dugc giai phéng.
Néu* *FILENAME khéng phai 1& tép thudng (regular), tra lai 1a NULL.

*

***********************************************************************/

#include <fcntl.h>
#include <stdio.h>
#include <stdlib.h>
#include <sys/stat.h>
#include <sys/types.h>
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#include <unistd.h>

/* */

char* readfifile (const char* filename, sizefit* length)
{

int fd;

struct stat filefiinfo;

char* buffer;

/* Open the file. */
fd = open (filename, OfiRDONLY) ;

/* Get information about the file. */
fstat (fd, &filefiinfo);
*length = filefiinfo.stfisize;
/* Make sure the file is an ordinary file. */
if (!SfiISREG (filefiinfo.stfimode)) {
/* It's not, so give up. */

close (fd);
return NULL;

/* Allocate a buffer large enough to hold the file's contents. */
buffer = (char*) malloc (*length);

/* Read the file into the buffer. */

read (fd, buffer, *length);

/* Finish up. */
close (fd);
return buffer;

Vidu 3:

/***********************************************************************
* Ghi tdng sb& byte COUNT tir BUFFER vao descriptor FD. *
*  Returns -1 :error, OK= Tdng sb byté ghi duocc *

***********************************************************************/

#include <assert.h>
#include <unistd.h>

/* */

ssizefit writefiall (int fd, const void* buffer, sizefit count)
{
sizefit leftfitofiwrite = count;
while (leftfitofiwrite > 0) {
sizefit written = write (fd, buffer, count);
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if (written == -1)
/* An error occurred; bail. */
return -1;

else
/* Keep count of how much more we need to write. */
leftfitofiwrite -= written;

}
/* We should have written no more than COUNT bytes! */

assert (leftfitofiwrite == 0);
/* The number of bytes written is exactly COUNT. */
return count;

Chuwong III. Tién Trinh
(process)
A. Tong quan vé tién trinh

1. Tién trinh

Unix 1a h¢ da xtr 1i, tirc kha ndng thyc thi nhiéu tac vu cung mdt luc. Mot chuong trinh
may tinh 1a mot chudi cac chi 1énh (intructions, hay con goi 1a [énh mdy) ma theo d6 may tinh
phai thuc hién. Mat khac tai nguyén may tinh (CPU bo nhd, , 1€p, cac thiét bi...) 1a hiru han va
khi cac chu(mg trinh chay thi cdc chuwong trinh déu ¢6 nhu ciu trén céc tai nguyén do. Dé dap
g nhu cau tai nguyén, can c6 mot sach lugc chay trinh that hiéu qua de dam bao tinh da
nhiém, nhiéu ngudi dung. Cach phd bién nhét 1a cip tai nguyén cho mdi chuong trinh trong
mot luong thoi gian nhét dinh, sao cho céc chuong trinh déu c6 co hoi thue hién nhu nhau va
trong thoi gian thyc hién chuong trinh, can kiém soat viéc thuc hién do6 chat ché. Dé 1am diéu
do, ta dua ra mot khai niém goi la tién trinh (process).

Vay tién trinh (TT) 1a thoi gian thuc hién (instance of execution) cia mot chuong
trinh va viéc thuc hi¢n hién do6 chi xay ra trong mdt khoan thoi gian nhét dinh (goi la slice
time). Tuy nhién dé thuc hién duoc chuong trinh, TT sé& st dung CPU dé chay céc 1énh cta
n6, va bo nhé noi c6 ma 1énh (code hay text), dit lidu (data), va ngan xép (stack). Mot TT khi
thuc hién phai lam theo mdt trinh tu cac chi Iénh trong viung code ciia TT va khong nhay tdi
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cac chi 1énh ctia TT khéc; TT chi ¢6 thé doc/ghi truy nhap data va stack ctia nd, nhung khong
thé trén data va stack cua TT khac. TT lién lac v6i cac TT khac va phan con lai cta hé thong
bang cac Goj Hé Théng (GHT, system call). Hé théng phan chia viéc thuc hién ra 1a hai ché
do, user mode va kernel mode nhu da néi, nhung cho du nhu vay, thi kernel van 1a ngudi thuc
hién mi cta TT (con goi 1a “nhan danh TT ciia ngudi ding”). Can nhan thic rang, kernel
khong phai la tap tach biét cac TT va chay song song voi TT nguoi dung, ma kernel 1a mot
phan cia mdi TT nguoi dung.

2. Moéi truwong thuc hién

2.1. Ché d@é thuee hién

Vié¢c thuc hién mot TT trén Unix dugc chia ra [am hai muc: user (nguoi dung) va
kernel (nhan cua h¢ théng). Khi m¢t TT cua user thyc hién mdt chirc ndng cua nhan (thong
qua goi hé thongfiGHT), ché do thuc hién cta TT s& chuyén tir ché dé nguoi ding (user
mode) sang ché do nhan ciia hé thong (kernel mode): Hé thong s& thuc hién va phuc vu cac
yéu cau cua user, tra lai két qua. Ngay ca khi user tao ra cac yéu cau khong tudng minh, thi hé
van thuc hién cac két toan c6 lién quan t&i TT cua user, thao tac cac ngat, 1ap biéu cac TT,
quan 1i b nho...

Kernel mode 13 mot ché 46 dic quyén, trong d6 khong co gidi han nao ddi véi kernel:
kernel st dung tat ca cac 1énh cua CPU, céac thanh ghi cua CPU, kiém soét bo nhd, lién lac
truc tiép véi cac thiét bi ngoai vi. Kernel tiép nhén va xu li cac yéu cau cua cac TT cua user,
sau d6 goi két qua dén cac TT do.

User mode dugc hiéu 1a ché d6 thuc hién binh thuong cua mot tién trinh. Trong ché
do nay, co nhiéu han ché ap datlén TT: TT chi truy nhap duoc cac 1€nh va dir li€u cua no,
khong thé truy nhap 1€nh, dir liéu cua kernel va cua cac TT khéc, mot s6 cac thanh ghi cta
CPU la cAm. Vi du: khong gian dia chi 4o cua mdt TT duogc chia ra thanh mién chi truy nhap
duogc trong ché do kernel, mién khac & ché do user, hay TT khong thé tuong tic véi may vat
1i, mot sb 1énh cia CPU khong dugc st dung, co thé bi ngét trong bat ki lac ndo. Mot TT
trong user mode khi mudn truy nhap tai nguyén, phai thuc hién qua goi hé théng (GHT).

Goi h¢ thong (GHT hay goi thu’c hién chirc nang hé thong cung cdp) la qué trinh
chuyén thong s (yéu cau qua #én hay sé ctia cac dich vu hé thong) ma TT yéu cau cho kernel
thuc hién. Trong Unix, viéc d6 duoc lam qua mot bay hé thong (trap), sau do kernel s¢& thuc
hién nhu cau ctia TT, d6i khi con noi la: kernel thyc hién TT trén danh nghia cta TT, trong
moi truong cua TT. Kernel khong phal la tap tach biét cua TT chay song song v6i TT ngudi
dung, ma 1a mét phan cia mdi TT ngum dung. Van canh trinh bay n6i “kernel cung cap tai
nguyén” hay “kernel thuc hién ... “ ¢c6 nghia 1a TT dang chay trong kernel mode cap tai
nguyén hay TT thuc hién . . .Ban chét ciia GHT dé thuc hién cac dich vu cua kernel va ma
thue thi cac dich vu @6 da 1la mot phﬁn trong ma cua TT nguoi dung, chi khac 1a ma do chi
chay trong kernel mode ma thoi. Vi du: shell doc dau vao tir thiét bi dau cudi béng mot GHT,
lac nay kernel thyc hién nhan danh TT shell, kiém soét thao tac cua thiét bi dau cudi va tra lai
cho shell ki tuy nhan dugc. Shell sau d6 chay trong user mode, thong dich xau ki tu va thuc
hién céc hanh vi nhét dinh va c6 thé phat sinh GHT tiép theo.

2.2. Méi trwong thuce hign ciia Tién trinh

Nhu d néi c6 rat nhiéu TT dugc thyc hién dong thoi trong hé thong, nhung kernel can lap
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biéu dé dua vao thuc hién. M6i TT chi ¢6 mot TT bé, nhung co nhiéu TT con cta no. Kernel

nhan biét mdi TT qua s6 hiéu ciia TT goi 14 sé dinh danh ciia TT (Procces ID: PID).

Khi dich mot chuong trinh nguc“m, mot tép kha thi (executable) dugc tao ra va nd co cac

phan sau:

Tap cac “headers” mo ta thudc tinh cuia tép;

Ma chuong trinh (code hay con goi 1a text);

Mot thé hién cua ngudn nglr may cac dir licu dugc khdi dong khi trinh bét dau duogc
thuc hi€n va moét chi bao veé kich thude (bd nhd) ma kernel cap phat cho cac dir licu

chua dugc khéi dong.
Va cac thanh phan khac, nhu bang cac biéu tuong.

Vi du: chuong trinh copy tép

#include <fcntl.h>
char buf[1024]; /*la data chwa dwoc khoi dong*/
int version = 1; /*la data dwoc khoi dong*/

main(argc, argv)

/

int arge;

char *argv[];

int fdold, fdnew;
if (arge !=3)
{
printf (“can 2 doi dau vao cho trifuh copy\n”);
exit(1);
/
fdold=open(arg[1], OfiRDONLY);
if(fdold ==-1){
printf(“khong mo duoc tep %s\n”, argv[1]);
exit(1);
/
fdnew=creat(argv[2]. 0666),
if(fdnew ==-1){

printf(“khongtao duoc tep moi %s\n”, argv[2]);

exit(1);
/
copy (fdold, fdnew);
exit(0);

copy(old, new)

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi
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int old, new;
{
int count;
while((count = read (old, buffer, sizeof(buffer))) > 0)
write(new, buffer, count);
/

Trong d6, text 1a ma tao ra cho ham main, dit liéu duoc khoi dong 13 bién version (int version
= 1) va dir 1i€u chua khéi dong c6 kich thude cho trude 1a truong buffer.

Kernel nap mot tép thuc thi (executable) bang GHT exec (Unix c¢6 6 chitc ning exec 1a
execl(), execv(), execle(), execve(), execlp(), execvp()) va TT dugc nap d6 c6 ba phan goi 1a
mién (region): mi lénh (text hay code la xdu lién tuc cdc lénh), div liéu (data), ngin xép
(stack). Hai mién dau twong tmg véi nhimg xac dinh trong tép, con stack thi kernel tao va
diéu chinh dong vao thoi diém chay trinh. Mgt TT trong Unix chay trong hai ché dé néi trén
nén co hai stack riéng biét cho moi ché dé: user stack va kernel stack.

User stack chira cac d6i dau vao, cac bién cuc bo, cac data khac cho cac chire nang
chay trong ché d6 user mode. Xem hinh duéi, bén trai: Khi TT phat sinh goi ham copy()
(frame 2) va ham write() (frame 3) 1a hai khung stack lién tuc trong ham main(), trong khi
framel 1 stack cho main() do khi hé thdng thuc hién exec() dé goi main(); Khi TT thuc hién
mot GHT (writre()), TT thuc hi¢n mdt I€énh dac biét (1énh #rap cai vao ma khi dich qua hop
ngir), 1énh nay tao ra mot “ngit” chuyén CPU vao ché do kernel, TT thyc hién 1énh cta kernel
va stir dung kernel stack.

Kernel stack chira cac khung stack cho cac chirc nang (system calls) thyc hién trong
kernel mode. Céc dau vao ctia ham va dir lidu trong kernel stack qui chiéu vao cac ham va dir
liéu bén trong cua kernel, khong phai cac ham va du liéu cua chuong trinh nguoi dung. Hinh
dudi, bén phai biéu dién khi mot TT goi GHT write(). Tuy vy cach ciu tao stack thi nhu
nhau ¢ cé hai.

Kernel stack ctia TT 1a null khi TT thyc hién trong user mode. Phan nay s& ban ki khi
dé cap t6i boi canh (context) ciia TT.

M&i TT c¢6 mot dau vao (entry) trong Bdng cdc Tién trinh (Process Table). M&i TT lai
duogc cap mot vung dit liéu goi 12 ufiarea (user area) ding dé luu cac dir liéu riéng ciia TT
ma kernel s& xir 1i. Thong tin trong cAu triic ndy gdm c6:

1. Céc thanh ghi ciia CPU. Khi c6 bay vao kernel xut hién, cic thanh ghi (ké ca don
vi ddu phay dong) duoc luu lai tai day.registers (including the floating-point ones, if used) are
saved here.

2. Trang thai goi hé thong: thong tin vé GHT hién tai, bao gdm ca cac thong sb 101 goi
va cackét qua thuc hién 10i goi do.

3. Bang md ta cac tép ctia TT véi fd 14 chi s6 trd vao bang dé dinh vi ciu trac in-core
data (i-node) tuong Ung vai tép.

4. Con tro t&i bang két toan thoi gian str dung CPU ctia mdi TT, cling nhu céc gia tri
gidi han hé thong (max stack size, max page frames, v.v...).

5. Kernel stack. La stack riéng cua kernel

Process table co6 cac thong tin:
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1. Cac thong sb 1ap biéu chay TT, mic wu tlen cua TT, luorng thoi gian hién da dung
CPU, thoi luong & trang thai “sleep”. Cac thong s nay can dé tuyén TT nao sé& chay tiép theo
trong lich trinh.

2. No6i dung bo nhé chtra ma thyc thi. Céac con tro tré to1 bd nhd: text, data, stack ,
bang céac trang by nhéd cua TT.

3. Tin hi€u va mat na (mask) tin hi€u. Mask chi ra tin hi€u nao s€ bd qua, tin hi¢u nao
s& xir 1i, tin hiéu nao tam thoi dé lai va tin hiéu nao TT da gdi di.

4. Céc trang thai hién tai ciia TT, cac su kién dang doi s& xut hién, cic timeouts, cic
s6 hiéu (PID) cta TT, PID cta TT bd, s6 hiéu tién trinh gin véi nguoi ding (UPID) va nhém
nguoi dung (GPID).

Khi TT goi chitc ning dé thoat (exiz), kernel giai phong cac mién TT da st dung.

Vi du chi tiét cac ciu trac dir liéu cia mot TT dang thuc hién:
— Con tré trong Procces table trd t&1 Per procces region table (pregion);

— Con trd tai Per proccess region table (pregion) tro t6i cac dau vao cta Region table dé tro
t&1 cac mién cua text, data, stack cua TT.

— Pau vao cua Process table va u_area (user_area) chura thong tin diéu khién TT. u_area 1a
phan mé& rong cuia dau vao cta Proccess table, ghi mai va cap nhat nhirng thong tin trong
suot cudc doi cua TT.

Frocess table Fregion table Region table

text, data, stack
/r

\lext, data, stack

;
/

Cac truong trong Process table la:

— trudng trang thai;

— céc nhan dang cho biét nguoi sé hitu TT: user IDs, EUIDs, GPID;

— tap mo ta cac su kién khi treo TT (TT & trang thai ngu).

Cdc truong quan trong trong u_area va chi truy nhap dugc khi TT dang dugc thyc hién la:
— con tro tro téi dau vao trong Procces table cia TT d6;

— céc thong so cua GHT hién tai: gia tri tra lai, ma 16i;
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— cac mo ta tép cua tat ca tép mo;

— cac thong s6 I/O bén trong, bang cac khdi dia chua tép trong FS dia;
— thu muc hién hanh va thu muc root;

— cac gi6i han hé thong trén tép va TT.

Kernel c6 thé truy nhap vao u_area ciia TT dang duoc thyc hién, nhung khong thé dugc ddi
v6i cac TT khac. Bén trong kernel qui chiéu t6i bién u (bién tong thé ciia kernel) cua u_area
cua TT dang thuc hién va khi mét TT khéc di vao thuc hién kernel sép Xép lai khong gian dia
chi 4o ctia TT d6 sao cho cdu triic bién u s& tro toi u_area ciia TT mébi (xem context switch
sau nay). Cach thirc nay giup kernel dé dang nhan dang mot TT hién tai béng cach theo doi
con tro tir u_area téi dau vao cua TT trong Proccess table.

3. Boi cinh ciia Tién trinh (Procces context)

Boi cinh (context) cia TT la tdp hop cdc thong tin mé ta trang thdi ciia TT dé. Boi canh
dwoc dinh nghia béi md lénh, cdc gid tri ciia cde bién va cdc cdu tric tong thé ciia user, gid
tri cua cdc thanh ghi cua CPU ma TT dang dung, cdc gia tri trong proccess table va u_area
ciia TT va néi dung cdc stack (ngdn xép) trong user va kernel mode. Phan ma, ciing nhu cac
cau trac dir liéu tong thé cta kernel tuy c¢6 chia sé cho TT nhung khong thudc bdi canh ciia
TT.

Khi thyc hién mot TT, ta néi h¢ thong dugc thuc hién trong bdi canh cua TT d6. Khi kernel
quyét dinh cho chay mét TT khdc, kernel sé chuyén déi boi canh (switch context) sao cho
hé théong sé thwce hign trong béi canh ciia TT mdi. Kernel cho phép chuyén bdi canh chi
dudi nhitng diéu kién nhat dinh. Khi chuyén bdi canh, kernel bao vé cac thong tin can thiét dé
khi tro lai TT trude do, kernel c6 thé tiép tuc thyc hién TT d6. Tuong tw nhu vay cling xay ra
cho qua trinh chuyén tir user mode sang kernel mode va nguoc lai. Tuy nhién chuyén tir user
mode sang kernel mode ciia mot TT la sw thay doi ché do thuce hién, chir khéng phdi chuyén
déi béi canh. Béi canh thuc hién ciia TT khong doi, vi khong co su chuyén déi thuc hién TT
khac.

Kernel phuc vu cho ngit trong bdi canh ciia TT bi ngat cho du TT d6 khong hé gay ra ngit.
TT bi ngét c6 thé da dang dugc thuc hién trong user mode hay kernel mode, kernel bao vé cac
thong tin can dé sau do tré lai thyc hién TT bi ngat va di phuc vu cho ngat trong kernel mode.
Kernel khong phat sinh hay l4p biéu cho mét TT dic biét nao d6 dé xu li ngat. Trong boi
canh do, kernel tao ra mét layer méi trong kernel stack cia TT dé xit Ii ngat, sau khi hoan tat
ngdt, kernel tré vé layer trude dé cia TT dang thiee hién.

4. Trang thdi cua TT

Cudc doi cia TT c6 thé phan chia ra céc trang thai, moi trang thai c6 céc dac tinh mo ta vé
TT. Chuong 6 s€ ndi day du cac trang thai tuy nhién lic nay can hi€u cac trang thai sau day:
1. TT dang chay trong user mode;

2. TT dang chay trong kernel mode;

3. TT khong duoc thyc hién (khong chay) nhung sin sang chay khi bo 1ap biéu chon dé thuc
hién. C6 rat nhi€u TT trong trang thai nay, nhung scheduler chi chon mot TT.

4. TT ngu (sleeping): TT khong thé thuc hién tiép vi nhiing li do khac nhau, vi du dang doi
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dé hoan tat nhu cau tai nguyén 1/O.
Béi vi CPU chi thuc hi¢n mét TT trong mdt thoi diém cho nén nhiéu nhat chi c6 mot TT
trong trang thai 1 hay 2. Hai trang thai nay twong Uing v6i user mode hay kernel mode.

Thuyc t€ s06 cac TT con nhi€éu hon nhu mo ta va s€ deé cap chi ti€t sau nay.

5. Chuyén doi trang thdi ciia TT

Phan trén 13 cach nhin tinh (static) trang thai ctia TT, tuy nhién TT chuyén trang théi lién tuc
va theo mot qui luat dugc dinh nghia rd rang. So dd chuyén trang thai la dd thi ma cac nat
(node) biéu dién trang thai TT s€ di vao, thoat ra, cac canh ndi biéu dién sy kién lam cho TT
chuyén doi trang thai. Sy chuyén ddi giita hai trang thai 1 hop li néu c6 miii tén nbi tir trang
thai thir nhat dén trang thai thir hai. Co nhidu chuyén ddi bt ngudn tir mot trang thai nhung
TT chi theo mdt va chi mot li do, phu thudc vao su kién xuét hién trén hé thong. Hinh dudi
cho d6 thi theo dinh nghia noi trén.

Theo cach phan chia thoi gian (time - shared), vai TT ¢6 thé thuc hién dong thoi trong
kernel mode. Néu TT chay trong kernel mode ma khong c6 cac cudng ché, chiing c6 thé lam
hong céu trac dir liéu téng thé cua kernel. Bing cach cAm chuyén ddi trang thai mot cach tuy
tién va kiém soat nguyén nhan cac ngét, kernel bao vé dugc su nhat quén cua dir li¢u va tat
nhién cd ban than kernel.

Kernel cho phép déi boi cinh chi khi TT chuyén tir trang thdi “dang chay trong kernel”
vao “ngii trong by nho”. Cac TT chay trong kernel mode khong bi chen ngang (preempted)
boi cac TT khac, do d6 doi khi ta noi kernel khong thé chen ngang, trong khi d6 & user mode
TT c6 thé bi chen ngang viéc thuc hién. Viéc khong thé bi chen ngang 1am cho kernel bao tri
su nhat quan dir liéu, va giai quyét duoc van dé loai trir 1an nhau (mutual exclution) - d4m bao
r::ing cac phén nhay cam (critical) cua ma 1a dugc thyc hién béi nhiéu nhat mot TT & mot thoi
diém. (Phan ma goi 1 nhay cam néu viéc thuc hién cac xtr li ngit tuy tién c6 thé gy ra cac
t6n that (1am hong) sy nhat quan di liéu).

Vidu: Xt li ngét cua dia thao tac cac hang doi dém, thi phﬁn ma Iénh ma kernel thuc hién
thao tac trén hang doi d6 1a phan ma nhay cam khi nhin téi su lién quan voi xur 1i ngat dia.

Nhin lai ta thay kernel bio vé sw nhdt quéan bang cdach cho phép déi béi canh chi khi TT tu
dat vao trang thai ngii va ngan chin mét TT thay doi trang . thai cua mot TT khac. Kernel
dong thoi gia tang murc do thuc hién (run level) cia CPU d6i véi cac vung mé nhay cam e
ngin can cac ngit co thé gay nén sy mat nhat quan dix liéu. TT 1ap biéu (scheduler process)
mot cach dinh ki, chen ngang cac TT trong user mode dé loai trir trudng hop cac TT co thé
doc chiém st dung CPU, va tuyén chon mét TT khéc (theo céc tiéu chuin nhét dinh) dua vao
hoat dong.
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user mode runing

return from kermel mode

system call to kemel mode

ernel runing

schedulted process

sleep in memal

context switch permissible
ready to run

Trang thai (gian luoc) va sy chuyén ddi trang thai cua TT

6. TT ngu (sleep) va thirc ddy (wake up)

Mot TT thuc hién trong kernel mode c6 kha ning tu tri trong viéc quyét dinh s¢ lam gi khi
phan tmg voi cac sy kién cua hé thong Céc TT c6 thé lién lac voi nhau, dé xuét cac giai phap
nhung cubi cung tu cac TT s& quyét dinh. C6 mot tap hop cac ludt (rule) ma cac TT phai tudn
thi khi gdp cac hoan canh khac nhau, nhung cac TT sé& theo cac ludt nay dé chu dong xir 1.

Mot TT di ngu vi TT dang doi su xuét hién ctia mét sy kién nao do, chéng han hoan thanh
mot yéu cau I/O cua t/b ngoai vi, hay dgi mot TT két thuc thye hién, nguodn tai nguyén yéu
cau da duogc giai trir khoa... Noi rang TT ngu do mot sy kién c6 nghia rang TT trong trang
thai ngu cho téi1 khi sy kién xuat hién, va vao luc d6 TT thirc ddy va chuyén vao trang thai san
sang chay. Nhiéu TT c6 thé cung chd chung mot su kién (déu ngu) va khi sy kién d6 dén tat
ca cac TT cung thirc day va chuyén tur trang thai “ngu” sang trang thai “san sang chay”, tlrc sé
cho duoc scheduler sap x€p lich chay. Cac TT dang ngt khong st dung tai nguyén ciia CPU:
kernel khong phai kiém tra ¢ xem TT van dang ngu, nhung sau d6 s€ danh thie TT day khi
su kién xuat hién.

Dén day ta c6 mot s6 diém co ban dé mo ta vé mot TT:

e MoOtavé TT (dinh nghia, dac ta cac co s6 dir liéu vé TT);

e Trang théi cua TT (doi séng cua TT, qui luat TT hoat dong);

e Ché d6 lam viéc cua TT (user mode va kernel mode) (ai chay mot chuong trinh, & ché
do nao);

e BAi canh (context) ctia TT va qua trinh chuyén bdi canh ctia TT (cac md ta cua TT
thay doi khi TT chuyén trang thai);

Cac diém nay s& dugc nhic lai chi tiét hon ¢ phan tiép theo

B. Cau truc cua Tién trinh
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Chuong nay dé cap dén:
e md rong céc trang thai ctia TT;
e cic ciu tric dit liéu hé théng quan 1i TT;
e cac nguyén tac quam li bd nhé 4o, bd nhd vat 1i ctia may tinh;

e lam 13 bdi canhficontext ciia TT, thao tac context trong qué trinh TT chuyén trang thai
(save, switch, restore);

1. Cdc trang thdi ciia tién trinh

Céc trang thai ma TT s€ c6 trong sudt cudc doi duoc md ta chi tiét nhu sau, trong do <..>1a
tac nhan gay ra su chuyén trang thai:

S1: TT thyc hién trong ché dd user;

S2: TT dang thuc hi¢n trong ché do kernel;

S3: TT khong thuc hién, nhung san sang thuc hién khi duoc scheduler chon;

S4: TT “ngu” trong bd nhd;

S5: TT san sang thuc hién nhung TT dang & trén swap (dia);

S6: TT “ngu”, nhung TT hién dang trén swap;

S7: TT di chuyén tir kernel moc}e Vé user moﬂe nhung kernel da chen ngang (preempt)
TT, va da tac dong su chuyén boi canh dé lua chon mdt TT khéc;
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S8: TT duoc tao ra (“forked”) va dang & trang thai chuyén doi: TT t6n tai, nhung chwa sin
sang thuc hién, ciing khong phai di ngu. Pdy ld trang thdi khoi dau cia tit ca cac TT,
trr Tién trinh s6 0. Ta ndi rcing TT budc vao mo hinh trang thai khi TT bé thuc hién
fork(): tao ra mot TT;

S9: TT da thyc hién mot exiz, TT do vay khong con ton tai nita nhung TT van con dé lai
ma 1énh return va mot s6 gia tri thoi gian va s& duoc TT bd thu don. Trang thai nay la
trang thai cudi cung cua mot TT, con goi 1a zombie (xac). (zombie: khi mot TT chét,
Unix khong thé loai bo TT d6 mot cach hoan tat khoi hé théng cho toi khi TT bd co
su hiéu biét vé cai chét do. TT bd biét dugc diéu nay khi thyc hién GHT wait()).

-Trén so dd cac mili tén chi ra sy chuyén trang thai con bén canh <...> 13 cic tic nhan giy
ra. Mot TT budc vao mo hinh trén mot khi TT bé thyc hién tao méi (forked) mot TT, sau d6
s& di vao S3 hay S5. Gia sit TT vao S3, va duoc chon dé chay, TT vao S2 (kernel running) va
tai ddy TT hoan tat phan tao TT cua GHT fork().

-Khi TT hoan thanh mot GHT, nd ¢4 thé s& chuyén vao S1 (user running) va chay trong
user mode. Néu lc ndy, dong hd hé théng ngit CPU (sau mot chu ki thoi gian), CPU dI xt li
ngét déng hd, khi két thuc xu li ngét, bo lap biéu (scheduler) c6 thé chon mét TT khac dé
chay, TT trudc d6 khong tiép tuc va ta noi nod bi chen ngang (preempted, S7). Trang thai S7
thue té giéng nhu S3 nhung dugc mo ta tach biét dé nhan manh réng mot TT dang chay trong
kernel mode chi c6 thé bi chen ngang khi né dang van dong vao user mode S1. Hé qua caa
viéc nay la kernel c6 thé chuyén TT & S7 1én swap néu can, hay néu cubi cung dugc chon, TT
s& tiép tuc chuyén vao S1 va thuc hién & user mode.

-Khi TT thuc hién mot GHT, TT di tir user mode S1 vao kernel mode S2. Gia dinh GHT
thudc 16p cac nhu cau /O, TT phal doi két qua, TT di vao S4 va cho t6i khi I/O hoan tat, TT
s& dugc danh thirc va chuyén vao S3.

-TT c6 thé s& vao céc trang thai hoan chuyén fi swap out, swap in (b nhé S4 > dia S6,
dia S5 = bo nhé S3) do kernel can bo nhd dé chay cac TT khéc. Nhu vady mot TT c6 hai hinh
thai cua “san sang chay” tiy thudc vao vi tri ma TT dang “6” dau: trén dia hay trong bo nhé.
Viéc chuyén vi tri nhu vay do TT 0 swapper lua chon, con ban than TT s€ dugc thyc hi¢n hay
chua lai phu thudc vao scheduler. Scheduler chon TT dé chay lai trén co s& ctia cac chinh
sach ma kernel vach ra.

-TT c6 thé kiém soat mot vai su chuyén trang thai ¢ user mode.

1. TT c6 thé tao ra mot TT khac nhung viéc chuyén trang théai vao S3 hay S5 phu
thudc vao kernel: TT khong kiém soat duogc céc trang thal nay;

2. TT co thé phat sinh mot GHT dé chuyén tir S1 vao S2 va vao kernel mode néu
muon, nhung khong thé ki€ém soat vigc ra khoi kernel mode: cac sy kién c6 thé
khién TT khong thé thoat ra va dua TT vao S9 (su phu thude vao cac tin hi¢u
signals);

3. TT c6 thé thoat ra khoi su tu ¥y no6i trén do cac su kién bén ngoai buoc ma khong
thuc hién tuong minh mot GHT exit().

Tét ca cac qua trinh chuyén trang thai déu theo mot mo hinh cting nhic da ma hoa trong
kernel, phan ng trudc cac sy kién theo cach thire da du bao trudce theo cac ludt da hinh

thanh. Vi du nhu lut: khéng TT nao dwoc chen ngang mét TT dang chay trong ché do kernel
nhu da dé cap.
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2. Cac cdu truc dir liéu cua tién trinh
C6 hai ciu truc dir liéu cta kernel ding dé mé ta mot TT, d6 13 cc thanh phin cua Bdng cdc
TT (Proces Table) va mot vung nhé cap cho moi TT u_area (viet tat cua user area).

Process Table co cac dau vao (entry hay slof) danh cho mdi TT khi TT duoc tao ra. Mdi entry
1a mdt cau trac dit liéu cia moi1 TT ma cac truong trong d6 kernel ludn cé thé truy nhap duoc,
trong khi u_area véi cac truong chi c6 thé truy nhap dugc khi TT dang thuc hién. U area chi
phat sinh khi tao ra mét TT. Duoi day la dac ta cac truong cua mdt dau vao (entry) cho mot
TT:

M&i dau vao (entry) cho mdi TT ctia Process Table c6 cac trudng sau:

1. Truong trang thdi: cho biét trang thai hién tai cua TT,

2. Truong dinh vi TT: cho biét vi tri cia TT, ciia u_area cia TT trong bg nhé hay trén
swap. Kernel dung cac thong tin tai ddy deé chuyén doi boi canh cua TT khi TT tir “san
sang thyc hién trong bo nho “vao” thuc hién trong kernel ”:S3 2 82, thuc hién hoan
doi giita bo nhé <» swap, cho biét do dai ciia TT sao cho kernel c6 thé cdp dii khéng
gian bo nho cho TT;

3. Cdc dinh danh vé nguoi sir dung (user IDs hay UIDs) cho biét user ¢é cdc quyén han
khac nhau trén TT;

4. Cdc dinh danh cia TT (PIDs), cho biét méi quan hé cia TT véi cac TT khéc (TT bo, TT
con). Truong nay sé phat sinh khi TT thuc hién mot fork() dé tao ra TT (con) moi.

5. Truong mé td cdc sw kién ma TT hoai vong sé dén khi TT & trang thdi ngii; vi du iing
dung truong nay co trong thudt toan sleep() va wakeup();

6. Cdc théng so ldp biéu gitip kernel xdc dinh thir tw TT chuyén vdo trang thdi ” thuc hién
trong kernel mode” va ” thuc hién trong user mode”.

7. Truong s6 hiéu cdc tin hiéu (signals) da géi cho TT nhung chwa dwoc xir Ii.

8. Cdc s6 dém qui chiéu thoi gian TT dé ding CPU va cdc nguén tai nguyén khdc ciia
kernel. Cdc so lieu nay giup cho viéc ket toan, tinh toan murc do wu tién khi lap biéu
thuc hién TT. Mot bo déem ma user xdc lap gia tri dwoc dung dé goi signal thong bdo
(alarm signal) cho mot TT khac;

U_area (md rong cua entry cua TT) c6 céac thong tin sau:
1. Con tré tré vao dau vao ciia mét TT trong Process table cho biét u_area thugc TT do;

2. Dinh danh nguwoi dung thuc (real user ID) va dinh danh nguwoi dung hiéu dung
(effective user ID), cho biét cac quyén han khdac nhau doi voi ting logi user trén TT (vi
du quyén truy nhdp mot tép);

3. Cdc bé dém ghi nhan thoi gian mot TT (va cac TT con cua no) da troi qua khi thuc hién
trong user mode va kernel mode;

4. Bang chi ra (tro toi) cach thicc TT sé phan vung khi co cac signal;
6. Thiét bi dau cudi (terminal) két hop véi TT néu co;
7. Cdc théng bdo 16i gdp phdi khi thiee hién mét GHT:
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8. Chira gia tri tra lai la két qua (cho ham goi) khi thuc hién GHT;

9. Cdc théng sé vao ra (I/0) cho biét khoi lwong data chuyén déi, dia chi nguon data
trong khong gian dia chi cua user, so dem dinh vi (offset) cia I/O, v.v.v.

10. Thw muc hién tai, thu muc géc cua FS ma TT truy nhdp tép;
11. Cac mo ta tép (file descripters) cac tép TT da mo;
12. Céc gidi han vé kich thuéc ciia TT sé tao hay ciia tép ma TT ¢6 thé ghi vao;

]3.quyén tao tép khi TT tao tép (vi du: tao tép chi doc, hay W/R),

3. T chirc bp nhé hé théng
(Khong dé cap)

4. Hodn doi (swaping)

Vige lap biéu chay TT phu thudc rat nhiéu vao chién thuat quan 1i by nhé. Vi cac TT
it nhat phai c6 mot phan ma trong bo nhé chinh dé chay, tirc 1a CPU khong thé chay mot TT
ma ma ctia né nam toan bd trén bd nhé phu (dia), trong khi d6 bd nhé chinh 1a tai nguyén dat
gia va thuong khong du 16n dé chua tit ca cac TT dang hoat dong. Nhu vy hé quan 1i bo nhé
(Memory Managment Subsystem MMS) s& quyét dinh TT nao s& ton tai (hay thuong tra) trong
bd nhé va quan li cac phan dia chi ciia khong gian dia chi 4o khong nam trong bd nhd cta TT.
MMS kiém soat bd nhé chinh, ghi cac TT vao bd nhd phu goi 1a thiét bi hodn doi (swap
device) ¢ c6 nhiéu bd nhd chinh hon va sau nay khi TT duoc chay lai s& nap lai vao bd nhd.
Unix truyén thong chuyén toan by TT giita b nhé va swap device chi khong chuyén timg
phﬁn cua TT mot cach doc lap, trur phén text chia sé. Sach lugc quan li nhu vay goi 1a hoan
d6ifi swaping. Vi ki thuat nay kich thudc ctia mot TT duge goi gon trong khudn kho sb
luwong bo nhé vat 1i hé c6 (vi du &p dung trén PDP 11). Cho t61 hé¢ Unix BSD phién ban 4.0 va
cho t6i cac phién ban ngay nay da trién khai ki thuat méi goi 1a chuyén trang theo yéu cau
(demand paging), trong @6 MMS hoan d6i cac trang bd nhd thay vi ca TT 1én swap device va
nguoc lai vao b nhd: toan by TT khong thuong tra trong by nhé dé thuc hién, kernel nap cac
trang chi khi nao TT yéu cau, trir khi TT qui chiéu vao mién nhé ma TT can c¢6 dé chay. Ki
thuat niy mang lai cac thuan loi 16n cho phép quan li va sir dung bo nhd mém déo va linh
hoat khi anh xa dja chi 40 cta TT vao dia chi vat Ii ciia hé thong. Chinh nhd vay ma kich
thudc cua TT khong bi han ché, d6i khi con 16n hon ca bd nhd that va cho phép thuong tra
nhiéu TT dong thoi trong bd nhd.

4.1. Thudt todn hodn déi

Thuat toan hoan d6i gdm 3 phan:
- quan li khong gian trén swap device
- chuyén TT ra khoi bo nhé 1én swap device
- dua TT tré lai bd nho
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5. Béi canh ciia TT (context of a Process)

B6i canh cta TT c6 thé hinh dung nhu “méi trudng” trong d6 TT séng va hoat dong. Trong
“mdi truong” nhu vay bat ki sy thay do1 hay céac tac dong 1én TT déu dugc ghi nhan, xu li va
chuyén giao khi TT c6 su thay doi trang thai.
Nhu vay, context ciia TT s& bao gdm ndi dung cta khong gian dia chi cia TT (16p
user) va ngi dung cua cac thanh ghi phan cung (ma TT dang st dung), noi dung cac cau triac
dir 1iéu cua kernel c6 lién quan to1 TT.
Trén co sé dinh nghia trén, vé& mit hinh thuc ta c6 thé chia context cia TT ra thanh:

o User level context: bao gom text, data, user stack, ving nhé chia sé. Cac ving nay
thugc khong gian dia chi 4o cta TT;

e Register context: gdm céc thanh phan sau day:

— B¢ dém chuwong trinh (PC): xéc dinh dia chi tiép theo CPU s¢ thuc hién. Dia
chi do c6 thé 1a dia chi 4o cua kernel hay cua khong gian dia chi do cua user;

—  Thanh ghi trang thai (PS) ciia CPU: trang thai ciia phan cing lién quan t6i
TT, vi du nhu két qua thuc hién cac phép todn voi gia tri am, hay duong, hay
0, co bi tran 6...

—  Stack pointer: dia chi hién tai cta vi trf tiép theo trong kernel stack hay user
stack dugc xac dinh béi ché dd thuc hién;

— General purpose register: cac thanh ghi van nang chtra data do TT tao ra
trong qué trinh thuc hién cua TT.

o  System level context: bbi canh hé théng cé hai phan:

. Static: 14 phan ton tai trong sudt cudc
doicua TT:
—  Céac trudng trong dau vao cho mdi TT cua process table, cho biét trang thai
cua TT va cac thong tin kernel truy nhap dé kiém soat TT;

— U area chia cac thong tin ctia TT chi truy nhap dugc trong bdi canh cua TT;

— Pregion, region table, page table ciia TT dinh nghia c4ch anh xa dia chi do t6i
dia chi vat li. Chti ¥ 1a néu c6 mot mién ndo do chia sé chung cho cac TT, thi
mién dé duogc xem nhu 1a b phan ctia TT vi réng mdi TT thao tdc mién d6
mot cach doc lap.

. Dynamic: TT c6 thé c6 nhiéu phan dong va coi nhu cac 16p (stack layers) ma
kernel day (push), hay lay lai (pop) ndi dung trén su hi¢n dién cua cac su kién
(events):

Kernel stack Iuu cac khung stack cta cac xur li trong kernel mode, mdi khung tng
v6i mot layer (TT phat sinh cua TT d6). Cac TT déu co ban copy cua kernel stack
xac dinh ting kiéu kich hoat céac chuc nang cua kernel. Vi du TT kich hoat GHT
creat(), di ngt doi kernel cip mot ifinode, TT khac kich hoat GHT read(), di ngu
doi két qua doc tur dia xuéng buffer. C4 hai TT thuc hién cac ham churc nang ctua
kernel va mdi TT c¢6 stack riéng dé luu cac trinh ty TT thyc hién. Kernel phai co
kha nang khoi phuc lai ndi dung cta kernel stack va vi tri cia con tro stack sao
cho c6 thé tiép tuc thyc hién TT trong kernel mode. Kernel stack cua TT thuong
duogc dit trong U _area cua TT d6, va rong khi TT chay trong user mode.
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Phan dong cta system level context ciia TT 1a tap cta cac 16p (layers) bdi canh caa TT d6
sap x€p theo LIFO. Moi layer chira cac thong tin can thiét dé tro ve layer trude do ké ca
registerficontext cua layer trudc do.

Kernel déy (thay d6i) layer khi interrupt xuat hién hay khi TT thuc hién mot GHT hay khi TT
chuyén doi bbi canh va l1ay lai (pop) boi canh khi tré vé sau xur 1i ngat, hay khi tré lai user
mode sau khi d& hoan tat thuc hién mot GHT hay khi TT chyén d6i bbi canh. Chuyén bbi
canh thuc té 1a kernel day context layer “cii” (TT cii) vao stack va tao layer mdi cho TT moi.
Kernel quan li cac TT qua cac dau vao cho mdi TT trong Process table. Cau triic stack nay 1a
mot thanh phan cuia mdi TT va dit trong u_area cia TT do.

6. Ghép noi véi GHT

GHT ghép vao kernel da dugc dé cap nhu goi mot chirc ning hé théng. Nhung vai
cach goi nhu vay thi khong thé thay ddi ché do thuc hién TT tir user mode vao kernel mode.
B dich C dung thu vién cac chirc nang da dinh nghia (C - library) c6 tén cia cac GHT dé
giai quyét cac qui chiéu GHT trong chuong trinh ciia user téi nhiing tén da dugc dinh nghia.
Céc chure nang cua thu vién C thong thuong s€ kich hoat moét 1énh (instruction) va 1€nh nay sé
lam thay d6i ché do thyc hién ctia TT tlr user mode vio kernel mode va 1am cho kernel di
thuc hién ma cia GHT. Lénh nay thuong dugc goi la b?ly hé diéu hanh fi operating system
trap. Cac ham thu vién s& chuyén cho kernel sb cia GHT theo cach thirc phu thudc vao timg
loai may tinh, hodc nhu mot thong s6 cho trap qua mdt thanh ghi xac dinh hay dé no & stack.
Tur d6 kernel s€ tim ra duoc GHT ma user da kich hoat.

Thuat toan syscall
Input:  system call number (56 ciia GHT)
Output: két qua thuc hién GHT

find entry in system call table corresponding to system call number;
.determine number of parameters to system call;
.copy parameters from user address space to u_area;
.save current context for abortive return if there is;
.invoke system call code in kernel;
.if (error during execution of system call)

{

.set reg() in user saved register context to error number;

.turn on carry bit in status reg PS in user saved register context;

else

.set reg(, regl in user saved register context to return values from system call;

/
O day reg0 va regl 1a hai thanh ghi van nang ctia CPU.
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7. Chuyén béi canh (context swich)

Qui vao mé hinh chuyén trang thai ciia TT, ta thiy kernel cho phép chuyén béi canh trong cac

hoan canh sau:

S2 =2 S4: TT tu dua vao trang thai ngii (sleep), vi rang s& phai doi 1 khoang thoi gian
tréi qua cho nhu cau c6 duoc tai nguyén (I/O: doc/ghi data <> dia, inode dang
locked chua dugc giai khoa...), thoi gian nay la dang ke, va kernel chon TT khéc c6
thé duogc thuc hién;

S2 > S9: TT thuc hién mdt exit() va viéc chuyén bdi canh s& xdy ra luc két thic exit vi
sau do khong con gi phai lam véi TT do, kernel tuyén chon mot TT khac dé thuc
hién;

S2 - S1: Hoan tit mot GHT hay khi kernel hoan tat xtr li ngat nhung ban than TT khéng
phai 1a TT c6 nhiéu kha nang nhat dé tiép tuc chay, nho vay cac TT khac c6 muc uu
tién cao hon c6 co hdi dé thuc hién;

Kernel dam bao su théng nhét toan ven cua céac co so dit liéu béng cach cAm chuyén ddi bbi

canh mot cach tuy tién: trang thai cta cau tric dir li€u la bén virng trude khi chuyén boi canh

(tat ca cac dir liéu duoc cap nhat xong, cac hang doi lién két chuan xac, cac khoa (lock) dugc

1ap, nham ngan can sy truy nhap boi cac TT khac v.v...).

Céc budc chuyén bbi canh:

{

1.Decide whether to do a context switch and whether a context switch is permissible now;
/*sach lugc*/

2.8ave context of "old” process;

3.Find the "best” process to schedule for execution;
4.If any, restore its context;/*chuyén sang context ciia*/
/*TT dwoc chon: khoi phuc */

/*lai layer cudi cing lic TT*/

/* nay chuyén boi canh */

8. Thao tac khong gian dia chi cia TT

Cho téi day ta da c6 duge mo ta cach kernel thay doi bdi canh thyc hién gitra cac TT
va cach kernel tao cac 16p (hay khungﬁlayer) cta stack. D6i V01 cac mién trong khong glan
dia chi cua TT, kernel cung cap cac GHT dé thao tac cac mién d6. Bé lam duoc viée nay, can
¢6 cac cau trac dir liéu mo ta mién ciing nhu dinh nghia céc thao tac tuong g trén mién. C6
mot thanh phan trong bang cdc mién (region table) cho cac thong tin can thiét d€ mo ta mat
mién, do la:

1. con tré tro vao inode cua tép ma ndi dung cua tép da nap vao mién do;

2. kiéu ctia mién (12 code, hay stack, hay data, hay mién nhé chia sé hodc cia riéng ctia
TT);

3. kich thuéc ciia mién;
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4. vi tri ctia mién trong bo nhé vat li (qua pages table);

5. Trang thai cia mién (da khoa(locked), mién dang yéu cau cip cho TT, dang dugc nap
vao bd nhd; mién hop phap, da nap vao bo nhd);

6. SO dém qui chiéu cho biét tong s6 cac TT c6 truy nhap dén mién (mién c6 kiéu (thudc
tinh) chia sé).

Céc thao tac trén mién bao gom:
9.1. Khoa (lock) va gidi trir khod (unlock) mién (bo nho)

Kernel cho phép thao tac khoa va giai khoa mot mién (twong tu nhu céc thao tac trén inode).
Kernel co thé khoa va cap mot mién sau d6 giai khoa ma khong can t6i giai phong mién.
Kernel thao tac mién da cip, khoa lai dé ngan can cacTT sé& truy nhap vao mién sau do.

9.2. Cip phdt mién (allocreg()).

Khi phéat sinh GHT fork(), exec() hay shmget() (chia sé mién), kernel s& cap mot mién méi
cho TT. Kernel dung bang cac mién (region table) v6i cac thanh phan (dau vao) lién két t6i
mot danh sach cac mién con tu do (free) hay danh sach dang sir dung (active). Khi cip
phatfiallocreg(), mot mién con tu do tim thay dau tién trong danh sach fiee s& dugc dua va
danh sach active va gan cac thudc tinh can thiét. Thong thuong moi TT déu lién két vi mot
tép thuc thi do exec() thyc hién, cho nén allocreg() s€ dat con tr6 inode trong region table trd
Vélo inode cua tép thuc thi d6. Khi mién c6 tinh chia sé, kernel ting sd dém qui chiéu dén
mién khi ¢6 TT khac truy nhap, ngan can mot TT thyc hién giai phong mién khi chay link().
Ham allocreg() tra lai mién dugc cap va da khoa.

9.3. Ghép mot mién vao TT (attachreg())

Khi thuc hién fork(), exec() hay shmat() de ghép mién vao khong gian dja chi ctia TT. Mién
ghép co thé 1a mot mién méi, hay mot mién chia s¢ voi cac TT khac. Kernel mo mot dau vao
trong pregion table ciia TT, xac dinh kiéu cia mién, ghi nhan dia chi 40 cia mién trong
khong gian dia chi 4o cua user.

9.4. Thay doi kich thwéc mién ciia TT (growreg())
Khi TT mé rong mién bd nhé kernel phai thuc hi¢n mot s6 viéc:
- Khong dé chdng chéo dia chi ao (overlaping),

- Mién dia chi tong cong khong vuot qua gidi han cho phép trong khong gian dia chi 4o ctia
hé théng.

9.5. Nap mét mién (loadreg())

Déi vai cac hé dung ki thuat phén trang (paging), kernel s& 4nh xa nodi dung cia mot tép vao
khong gian dia chi 4o ctia TT trong qua trinh thuc hién exec() va sap xép dé truy nhap cac
trang vat li riéng biét khi c¢6 yéu cau (in demand).

Néu hé khong dung paging, kernel phai copy tép thuc thi vao bo nhé: nap cac thong sb cac
mién cua TT vao céc dja chi 40 khac nhau ma tai d6 tép s€ duoc nap. Kernel co thé s& ndi mot
mién & cac vung dia chi 40 khac nhau noi s& nap noi dung cua tép, va do vdy s€ co nhiing chd
cach quang (gap) trong page table Dé nap mot - tép vao mot mién, ham loadreg() sé tinh do
16n cua gap chen giita cac mién dia ch1 a0 s& nbi vao cho TT, dla chi a0 khéi dau ctia mién,
mo rong mién theo luong bo nhé mién can c6. Tiép theo ddt mién vao trang thai “ dang nap
nao bd nhd™, doc dir lidu tir tép vao mién (bang GHT read()).
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Néu mién rext dang nap 1a chia sé cho nhiéu TT, c6 thé mién sé& bi truy nhap vao thoi diém
nay, trong khi noi dung chua nap hoan tt, do vay kernel s& kiém tra cd (ﬂag) trang thai cua
mién, dua TT vao sleep. Vao thoi diém cudi cung cia loadreg(), kernel s& d6i trang thai mién
thanh sin c6 (valid) trong bd nhd, danh thic cac TT doi mién dé cac TT truy nhép.

9.6. Gidi phéng mot mién ciia TT (freereg())

Khi mot mién khéng con ndi vao TT, kernel s& giai phong mién d6, dwa mién vao danh sach
lién két cua cac mién ty do, bao gom:

- Giai phong mién dia chi ao da cap,

- Giai phong cac trang dia chi vat 1i két hop voi dia chi ao.

9.7. Tach mot mién khéi TT (detachreg())

La chtric nang nguoc lai cua attachreg(), thuc hién khi két thic exec(), thuc hién exit(), huy
chia sé shmdt():

- Cap nhat méi cac register, cac dau vao cia pregion table;

- Néu s6 dém qui chiéu vao mién = 0, va khong con li do gi dé ton tai (chia sé ching han)
kernel sau d6 s€ giai phong mién (freereg())

- Néu s6 dém qui chiéu vao mién = 0 thi giai trir lock cho mién va inode twong tmg dé TT
khéc c6 thé truy nhap.

9.8. Nhén ban mién ciia TT (dupreg())

Khi thyc hién fork(), kernel s& nhan ban context ciia TT goi fork() (TT bd) dé tao context cho
TT con.

- Néu mién la chja sé (coq’e, data), kernel s& khong nhan ban dia chi cia mién, chi can ting
s0 dém qui chiéu t&1 mién,
- Néu mién khong chia sé, kernel thuc hién copy mién:
.cap dau vao méi trong region table,
.cap cac dau vao méi trong page table,
.cap ving nh¢ vt 1i méi cho TT.
Vidu: TTA (bd) fork ra TT B (con), ta sé& co:
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proc A

b region regions
code — =hared
d=t= — private —|]
=tEck — private
copy

context tor

TT b&S cho
jalgela: .-"3k private - TT con

p_redion

code

d=ta ]

=tmok —

dupregl) MNhESn dS1 mién, wi du khi fark(

10. Tién trinh ngii (sleep)

Phén trén di dé cap dén cic chiic nang cap co sd lién quan dén su chuyén trang thai ciia TT
tir “san sang thuc hién trong bd nho” dén/hay trd lai “thyc hién trong kernel”. Tiép theo sé la
thuat toan mo ta TT di vao trang thai “ngu trong b nhd”: S2 > S4. Sau d6 sé 1a thuat toan
danh thire TT, dua TT vao trang thai “san sang thuc hién trong bo nhé” S4 > S3 hay S3 >
S5 ”san sang thuc hién“ nhung TT & trén swap (dia).

Khi mot TT di ngt (thuong 1a khi thue hién mot GHT), TT thuc hién mot biy hé thdng (zrap).

11. Sw kién (event) va dia chi (addres)

Noi rang TT di ng do chd doi mot su kién nao do, théng thuong 1a cho t6i khi su kién xuét
hién va vao luc @6 TT thuec tinh va di vao trang thai san sang thuc hién “ hodc trong by nhd
hodc trén swap out. Mic dit hé thdng néi t6i “ngl” mot cach triru twong, nhung cach ap dung
1a dé anh xa tap cac su kién vao tap céc dia chi 4o cua kernel. Dia chi dé biéu dién céc su kén
duoc ma hoa trong kernel, va kernel cho doi su kién dé 4nh xa né vao mét dija chi cu thé.
Tinh triru tuong din dén van dé 1a khong thé phan bi¢t dugc c6 bao nhiéu TT dang doi mot su
kién va dan dén hai diéu khong binh thuong: khi mot sy kién xuét hién, thi tit ca cac TT ngu
doi déu dugc danh thirc, va tat ca déu chuyén vao trang thai  sdn sang chay “. Diéu tht hai 1a
c6 vai su kién lai cung anh xa t&é1 mot dia chi (dich). bé giai quyét, kernel s€ sur dung giai
phap anh xa mot - mot (one to one), va rang thuc té cho thdy anh xa da sy kién vao mot dia
chi rét it xay ra vi mot TT dang chay thuong giai phong tai nguyén da khoa, trude khi co TT
khac duoc 1ap biéu dé chay. TT 1ap biéu néu khong nhan duoc tai nguyén thi lai chuyén vao
sleep.

C. Kiém soat tién trinh
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Phan trudc di dinh nghia context va giai thich cac thudt toan thao tac nhimg gi lién
quan tdi1 context. Phan nay s€ mo ta viéc su dung va ap dung cac GHT dung dé kiém soat boi
canh cua TT, hay ngan gon 1a kiém soat TT.

Cac GHT sé& dé cap bao gdm:
fork(): tao ra mot TT moi,

e exit(): két thuc thuc hién mot TT,

e wait(): cho phép TT bd déng bd viéc thuc hién cua minh voi viée két thae thuc hién
cua TT con,

e signal(): thong bao cho cac TT vé céc su kién (khong déng bo) xuét hién, kernel lai
dung signals d¢ dong bd viéc thuc hién cia exit va wait,

e exec(): cho phép mot TT kich hoat mot chwong trinh “méi”. Ban chét cua exec 12 bién
TT goi thanh TT méi. TT mdi 1a mot tép thuc thi va ma ctiia no s€ “ghi d¢” 1én khong
gian cua TT goi, vi vay s& khong co6 gia tri trd ve khi exec thanh cong

o brk(): TT thué thém bd nhé mot cach linh dong

e cac kién trac chu trinh chinh cta shell() va init().

Syslem Calls li&n quan idi bo nhd Syzlam Calls lign quan 18 ddng ba TT Han hop

fotk [ bk exit it signal kill zetpgrp zetuid

dupray | detachreg raireg
attachreg allocreg
attachreg
growrag
loadrag
mapreq

1. Tgo tién trinh

Tao ra cac TT 1a mot diém manh trong Unix. Vay tao ra cac TT dé lam gi. Nguoi lap
trinh lu6n quan tam t6i kha nang thyc hién nhiéu tac vu ddng thoi trong khi phat trién mot
tmg dung, trong khi d6 cling mudn sir dung lai cac tién ich, cac ham d3 c6 dé nang cao ning
luc, hidu qua tinh toan ctia méy tinh. Tao TT 1a gial phap dép mg yéu cau trén, boi vi mot TT
duogc tao ra sé chay song song véi TT da tao ra n6. Do cling chinh 1a stc manh da nhi€ém ma
Unix c6. Ta hay theo doi qua trinh sau:

‘ Khi thyc hién mot 1énh may, con goi la command (emd), mot qui trinh duoc thuc hi¢n
bao gom:

Giao dién nguoi — may, shell, nhan 1énh (cmd) user dua vao, sau d6 shell tao ra mot
TT (con) dé thuc hién cmd d6. Qua trinh nay xdy ra qua hai budc:
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= lénh do'a
Va0

e

shell

(o (o
Thing Tao Tién
=+ dich l2nh {rinh

Kernal

Thyc thi TT

LT n;l ng

(chay 12k

1. shell tao ra mot TT con dé chay cmd, turc tao ra mot bdi canh sao cho 1énh c6 thé
thuc hién dugc. Qua trinh nay thyc su la viéc sao chép bdi canh cua TT bd (shell)
cho TT méi (TT con) Nhu vay khi thyc hién emd thi cmd nay su dung cac moi
truong cia TT bd da sao chép cho nd. Tuy nhién khong phai tat ca moi truong cla
TT b duoc sao chép cho TT con, ma chi co cac phan tong thé duoc sao chép, va

phan nay bao gom:

-méi truong xudt (exported environment): -UID, GID cta TT bd, cac dau
vao/ra chuén (stdin, stdout), cic tép dd md, thu muc root, thu muyc hién hanh,
va cac thong tin hé thdng khéc, danh sach cac bién tong thé (global variables)
va mot vai bién trong mol truong riéng ciia TT bd ciing c6 thé xuat cho TT

con.

-md chwong trinh.

axported enviroment o

axported enviroment

Frogram code

—
—>

Local envirenment

Program code

fill local environment
when first time
pracess runs

TTchau khac =& dudc tao

Chuyén

thong tin tir TT bd cho TT con, cac phan fork sao chép

TT géc

TT tao mdi

2. Thyc hién cmd trong bdi canh cia TT mai duoc tao (s& do scheduler sap xép:
S8->83 hay S8->S5). TT con s€ tra lai cac két qua khi két thuc thuc hién cmd qua

exit().

Sy tao 1ap mét tién trinh méi thuc hién bang 1énh g01 hé thong fork. F ork() cho phép
mdt tién trinh 1ap mot ban sa0 ctia nd, trir bd dinh dang tién trinh. Tién trinh gdc ty nhan ban
chinh né duoc goi la tién trinh b va ban sao tao ra dugc goi la tién trinh con.

Cu phap nhu sau:
pid = fork(),

Khi thyc hién xong, hai TT n6i trén c6 hai ban sao user level context nhw nhau (exported
environment & mo hinh trén), va véi cac gia tri tra lai pid khéac nhau:
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- trong ban than ma cua TT bd, pid la s6 dinh danh cta TT con;

- trong ban than ma cua TT con, pid = 0 thong bao két qua tao TT 1a tbt;
(Chu y: & day khong phai 1a TT 0 Init nhu da noi, TT duy nhat khong tao ra bang fork()).

Kernel thyc hién cac budc sau khi fork():

Cac budc thuc hién fork nhu sau:

1. Cép cho TT m&i mot dau vao (entry) trong procces table;
2. Gan cho TT con mét sé dinh danh duy nhét;

3. Tao ra ban sao logic bbi canh ctia TT bd cho TT con. Vi mot s6 phan cia TT c6 thé
chia sé (vi du mién text chiang han) gitra cac TT, kernel sé& tang cac s6 dém qui chiéu

vao cac mién do thay vi sao chép mién trong by nh¢ vat 1i.

4. Tang s6 dém qui chiéu trong bang cac tép mo (file table) két hop véi TT (ma TT bd da

m&, TT con thira ké sir dung, tuc 1a cd hai thao tac trén cung mot t€p), bang 1n0de
(inode table) vi TT con ton tai trong cung thu myc hién hanh cta TT bd, nén sb truy

nhép tép thu muc +1.

5. Tra lai sb dinh danh pid caa TT con cho TT bo.

. tma thuc thi cua TT bo

b

h

/ Thoi diem tao
TT con™

tra lai FID tra lai -1: ira lai FID=0
cua TT con exit{}; ferror khong tao TT con duoc*f ra el e
. ma {
. thuc thi
- tiep . ma thuc thi
. then . cuaTT con
.cua 1T
.Bo

Huynh Thtc Cudc,
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Céc co s¢ dir ligu cua kernel sau khi fork() :

contextcla TT b3S

u_area
parent data . —open files
pregion -currentdiredto
-changed ro
parent
user stack File table inode table
kernei stack
Copy
contest text shared
context clia <o
u_area

pregion
~open files
child data -currentdirectony
-changed root
child
user stack

tao context cho TT mdi (forki);

fork() tao ra bdi canh cho TT méi

Thuc té thuat toan fork() khong don gian vi TT méi c6 thé di vao thuc hién ngay va phu thudc
vao hé thong kiéu swaping hay demand paging. Dé don gian chon hé voi swaping va gia dinh
rang hé c6 da bd nhé dé chaa TT con, thuét toan s& nhu sau:

fork()
input:  none
output: - PID for parent process /* Process ID*/
- 0 to child process;
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.check for available kernel resources;

.get free process table entry (slot), unique ID number,

.check that user not running too many processes,

.mark child state is *“ being created*;

.copy data from parent process table entry to new child entry,/*dup ™/

.increment counts on current directory inode and changed root (if

applicable),

.increment open file counts in file table;/*Ref. count of fds = +1%/

.make copy of parent context (u_area, text, data, stack) in memory;,

/*create user level context (static part) now in using dupreg(), attachreg().
Except that the content of child’s u_area are initally the same as of parent’s,
but can diverge after completion of the fork: the pionter to its process table
slot. Note that, if nows parent open new file, the child can’t access to it !!! */

push dummy system level context layer onto child system level context,; /*Now kernel

create the dynamic context for child: copy parent context layer I containing
the user saved register context and the kernel frame stack of the fork system
cal. If kernel stack is part of u_area, kernel automaticlly create child kernel
stack when create the child u_area. If other method is used, the copying is
needed to the private memory associated with chile process. Next kernel
creates dummy context layer 2 for child containing the saved register context
for lauer 1, set program counter . other regs to restore the child context, even
it had never executed before and so that the child process to recognize itself as
child when it runs.

Now kernel tests the value register reg( to decide if process is parent (reg0=1)
or child (reg0=0).%*/;

.If (executing process is parent process)

{

.else

/* After all, kernel set child to “ready to run in memory”, return PID to user
*/
.change child state to “ready to run‘;

.return(child PID), /*from system to user®/

/* and it start running from here when scheduled executing process is the
child process: Child executes part of the code for fork() according to the
program counter that kernel restored from the saved regiter context in context
layer 2, and return a 0 from the fork()*/

initialize u_area timing field;

return(0); /*to user*/
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Trong thuat toan nay can luu y mot sé diém: ddi voi hé swaping can co chd dé tao TT con
hodc trong bd nhd hoic trén swap (dia). D6i v6i hé paging phai cap phat cac trang trong page
table. Néu khong du bo nho, fork() s& khong thanh cong, TT con khong dugc tao ra. S6 PID
1a sb duy nhat cho mbi TT, thuong 1a s6 16n hon 1 so véi sb cudi cung da dung Tuy nhién do
mot sO TT ¢o cudce doi ngan nén PID c6 thé s& duge dung lai. H¢ thong dong thoi dat mot s6
gidi han trén tong s6 TT cho mot user sao cho hé khong bi ket (deadlock) do phai doi tai
nguyeén.

Kernel khai dong cau trac TT ctia TT con bang cach sao chép cac trudng tir cau trac ctia TT
b trong Process Table TT con “thira k&” tir TT bd cac loai user (real user, effective user ID,
group user ID), s6 uu tlen (nice priority) ding dé thong ké sap xép lai mirc wu tién. Kernel
gan PID ctia TT b vao cau trac cia TT con, dua TT con vao cdy pha hé cia TT bd, khoi
dong cac thong s6 1ap biéu (nhu gia tri mirc wu tién khoi dau, thong sb st dung CPU khoi
dau, cac truong thoi gian), trang thal ciia TT lac nay 1a “ dang dugc tao S8,

Kernel diéu chinh lai cac s6 dém qui chiéu vao céc tep TT bd dd mé, +1, vi TT con s& tu
dong két hop téi. Vi TT con ton tai trong thu muyc ciia TT bd, nén téng s6 cac TT truy nhap
thu muc ting 1, trong ty nhu vay s6 dém qui chiéu cta inode ciling ting 1. Néu TT b , hay
mot trong cac t6 tién da thyc hién moét GHT chroot dé doi dudng dan, TT con méi s& thira ké
va so dem inode qu1 chiéu tang 1. Kernel cudi cing tim dén s6 dém qui chiéu cac mé ta tep
ctia mdi tép TT bd di mé trong file table va ting 1. TT con khong chi thira ké ca cac quyén
trén t¢p TT bd d md ma con chia sé truy nhép tép véi TT bd boi ca hai TT déu cung thao tac
cac du vao trong file table. Hiéu qua cua fork() 1a twong tu cta dup() (nhan ban) theo quan
diém m¢ tép, chi khéc 1a c6 hai bang con tro tép (file descriptor table), moi bang trong
u_area cuia mdi TT, déu tro toi cling mot tép trong file table. (Xem hinh dudi).

Luc nay kernel d3 sin sang tao user level context (static) cho TT con (u_area, céc
mién, pages) bang viéc nhan doi timg mién cua TT bd cho TT con bang dupreg() va ghép vao
cho TT con bang attachreg(). Sau d6 kernel tao tiép phan dynamic cta context: copy layerl
context cia TT b, layer nay chira register context ctia user di duoc bao vé, cling nhu cac 16p
kernel stack caa GHT fork()... Co ché thuc hién cac bude lac nay tuong tu nhu khi thuc hién
chuyén bdi canh ciia TT. Khi context ctia TT con d chuan bi xong, TT bd hoan tét fork()
bang viéc thay d6i trang thai ciia TT con thanh “ready to run (in memory)” va tra lai PID cho
user. TT con s€ dugc thuc hién theo cach 1ap biéu thong thuong boi scheduler. Hai TT bd va
con thuc sy 1a hai TT chay doc lap trong h¢, thong thuong ma thuc thi ciia TT con duogc
nguoi 1ap trinh xac dinh khi thye hién mdt kiém tra véi PID=0. Kernel kich hoat ma nay tur bo
dém chuong trinh ma kernel d luu trong khi tao bdi canh cho TT con tir TT b va dé & 16p
saved register context trong layer 2 nhu dd d& cap. Hinh dudi mé ta qua trinh tao bdi canh cho
TT con trong md hinh véi kernel stack 1a mot phan cta u_area ciia mdi TT. Néu 13 mo hinh
khac thi TT b s& sao chép kernel stack cia né vao vung nhd riéng két hop cua TT con. Con
cac mo hinh khac kernel tack cia TT bd va TT con la dong nhit nhu nhau.
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contsxtcla TT b3S

-open files
pregion -currentdire o H
-changed ra H

parent data

parent
user stack

File table inode tahle

text shared

context cla el

u_area
pregion
| -opan filas
child data -currentdirectony
-changed root

child
user stack

tao context cho TT mdi (fork ()

Vidu: TT bd va TT con cing chia sé& tép (do TT bd dd ma): copy.c (Scopy tepl tep2)
#include <fcntl.h>
int fdrd, fdwt;
char c;
main(argc, argv)
int argc;

char *argv[];

if (argc !=3)
exit(1);

if ((fdrd = open(argv[1], O RDONLY)) ==-1)
exit(1);

if ((fdwt = creat(argv[2], 0666)) ==-1)
exit(1);

fork();

/*ca hai TT cung thuc hién code nhw nhau:*/

rdwrt();

close(fdrd),
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close(fdwt);
exit(0),
}
rdwrt()
{
for (;)
{
if(read(fdrd,&c,1)!=1) /*end of file*/
return,
write(fdwt,&c, 1),
/
/

Chuong trinh trén thuc hién copy tép khi user kich hoat v&i hai di dau vao 14 tén tép da co va
tén tép s& tao. Bén trong kernel sao chép context ciia TT bd cho TT con. Mdi TT thuc hién
trong mot khong gian dia chi khac nhau, truy nhip ban copy riéng cia cac bién tong thé fdrd
va fdwt, ¢, va ban copy riéng stack cac bién argc, argv va goi ham rdwrt() doc 1ap. Boi vi
kernel da sao chép u_area ctia TT b6 cho TT con nén TT con thira huong truy nhap t€p ma
TT bd dd mé: & day cac mo ta tép fdrd, fdwt cia ca hai TT déu qui chiéu va cung cac dau vao
trong file table: fdrd (t&p ngudn), fawt (t&p dich), sé dém qui chiéu vao mdi tép tang 1én thanh
2, ca hai TT ding chung cic gia tri cta file offset (thay d6i mbi 1an thyc hién rdwrt()), nhung
cac gia tri lai khong gidng nhau, vi kernel thay ddi gid tri d6 sau mdi 1an goi read() va write()
cia m&i TT va mic du c6 nhitng hai 1an copy tép do thuc hién chung ma 1énh (cac lénh sau
fork(): ham rdwrt()), két qua s& phu thudc vao trinh ty TT nao s€ thuc hlen cudi cung (do
scheduler sap dat): kernel khong dam bao ring tép dich c6 ndi dung gidng hoan toan tép goc
(thtr nghi t61 kich ban nhu sau: hai TT dang thyc hién read() hai ki tu “ab” trong tép nguon.
Gia sir TT b readt() tu “a” (con tro tép file offset ting dé tro vao “b” sau khi xong read()) va
kernel chuyén sang thuc hién TT con, trude khi n6 kip ghi “a” vao tép dich. TT con read() (s&
doc “b” theo gia tri cta file offset hién tai, va sau d6 tang 1) va gia st n6 thuc hién dugc
write() ghi xong “b” vao tép dich. TT bb trd lai chay, nd ghi “a” da doc trudc khi bi treo thuc
hién (theo file ofset TT con da tang. Két qua lic nay trong tép dich s& 1a xau “ba” chtr khong
phal 1a “ab” nhu tép goc 1) Didu gi da xay ra: do la do qua trinh thyc hién hai TT khong luan
phién nhu sy mong mudn ma do kernel sap dat theo hoan canh chung ciia hé thong.
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context, U area (TFRA] """ """ :
- ( : ?i-le descriptor

proces table

TT bd

TT con

context, u_arsa q‘l_l' o)

fdrd

fdut

\fle descriptor

fdrd

fwt

File takle

File co
JO_RDONLY

File count=2

file pages in
memary

inode tahle

directamhz

directony coun.t_——_g__

TT con thiks ké o do TT b3 d& md, hai TT chia & (shared) t&p

Vi du: Tao mét TT con, hai TT b va con cing chia sé phan md thuc thi ngay sau khi fork

thanh cong:

#include <sys/types.h>

#include <sys/wait.h>

#include <stdio.h>
main()

{

printf( “TT b6: “Bdt dau tao TT con”. (Dong lénh nay in ra tir md ciia TT bé)\n”);
fork(); /* Tao TT con, khong xdc dinh md riéng*/
/* Bit dadu ma chung (shared code)*/

printf( “PID= %d \n”, getpid());
execl(“/bin/ls/”,”Is”, “-1”,0);

printf(“Néu in ra dwoc dong nay, execl() khong thanh cong !!!\n”);

Phan in dam 1a shared code cua hai TT, va két qua thyc hién sé€ la:
- In ra hai dong v&i PID khac nhau, 1a PID cua TT bd va PID cia TT con;
- Hai két qua danh sach thu muc do hai TT thyuc hi¢n 1énh “Is —1”.

2. Tin hiéu (signals)

97

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lip Thing Long  KIEN TRUC UNIX/LINUX

Tin hiéu (signals) 13 loai ngat mém, thong bao cho cac TT vé sy xuét hién cua céc su
kién (events) khong dong b, ciing nhur cho mot phuong thie dé xir 1i cac su kién d6. Cac TT
c6 thé goi cho mdi TT khac cac tin hidu bang GHT kill(), hodc kernel goi tin higu bén trong
hé théng. M6 hinh vé signal trén cac hé Unix c6 khac nhau va khong tuong thich (nhu gitra
4.3 BSD va SVR3), tuy nhién véi chuén POSIX.1 cac thu tuc da duge chun hoa va dam bao
c6 d¢ tin cdy cao. Unix System V Realse 4 va 4.3+BSD c6 31 loai signals (dinh nghia trong
<signal.h>) va dugc phén chia nhu sau:

1. signal thuc hién két thic cuia mot TT, dugc goi di khi TT goi exit() hay khi TT kich
hoat GHT signal() voi thong so “death of child”- TT con két thuc;

2. signal thong bao cac truong hop bat thuong do TT gay ra, nhu khi TT qui chiéu vao
mién dia chi 4o khong phai cua no, TT ghi vao mién dia chi “chi doc”, TT thuc hién cac
1énh dic quyén ma TT khong dugc phép, hay cac su ¢b phan cling;

3. szgnal thong bao cac diéu kién khong thé khic phuc duoc khi thyuc h1en GHT, nhu hét
ngudn tai nguyén khi thyc hién exec() ma khong gian dia chi TT gbc khong du dé nap
ma cua chuong trinh dugc kich hoat;

4. signal phét sinh do 16i khong du doan duoc khi thuc hién GHT, vi du thuc hién mot
GHT khong c6 trong hé (s6 hiéu GHT khong ton tai), hay ghi vao mot pipe ma khong
¢6 TT nao doc pipe d6... Hé thong s& bén vitng hon khi thoat khoi cac 161 nhu vay thay
vi phat sinh ra cac signals, nhung sir dung signals dé thoat khoi cac xtr 1i hon tap lai c6
tinh thyc té hon;

5. signal sinh ra tr cac TT trong user mode, chéng han khi TT mudn nhén tin hiéu alarm
sau mot chu ki thoi gian, hay khi TT goi signals bat ki cho moi TT khac bang kill();
6. szgnal lién quan t6i twong tac véi thiét bi dau cudi khi nguoi dung treo may (“hung

p), hay khi tin hiéu song mang dudng truyén (“carrier”) bi mat, hay khi nguoi ding
g0 “break”,“delete* trén ban phim,;

7. signal ding dé theo doi thuc hién TT (tracing).

Dé goi mot signal cho mot TT, kernel 1ap signal bit trong trudng signal tai dau vao ciia
TT trong process table, twong (mg véi kiéu signal s& nhan. Néu TT dang ngu ¢ muc ngit co
uu tién, kernel s€ danh thuc TT. Cong viéc cua ngudi goi tin hi¢u (mot TT hay kernel) coi
nhu hoan tat. Mot TT c6 thé nhé duge cac kiéu signal khac nhau, nhung khong thé ghi lai c6
bao nhiéu signal n6 nhan dugc ctua mdi kiéu. Vi du néu TT nhan tin hiéu “hungup* va “ kill*,
n6 sé& lap cac bits twong tmg véi cac tin hidu d6 trong trudng ndi trén, nhung khong thé biét
¢6 bao nhiéu lan céc tin hi¢u nay da dén.

Kernel kiém tra dé tiép nhan mot signal khi dang chuyén trang théi tir kernel mode vé
user mode (S2 = S1) va khi TT di vao hay ra khdi trang thai ngu (tir S2 vao trang thai ngu S4
trong bd nhé , hay tir S3 = tré lai S2 khi TT duoc chon dé thuc hién) & mot mirc vu tién 1ap
biéu thap thich hop.

Vi kernel thao tac cac signal chi khi mot TT tir kernel mode tré vé user mode, nén
signal khong co hiéu tng tirc thi trén TT dang chay trong kernel mode. Néu TT da dang chay
trong user mode, va kernel dang thao tac mdt ngét s€ sinh ra mot signal goi cho TT do, kernel
s& ghi nhan va thao tac signal y khi két thuc xir 1i ngat. Cho nén mot TT khong bao gio thuc
hién trong user mode trude khi kernel xtr 1i cac signal con dang doi.

Dudi day 1a thuat toan kernel s€ thuc hién dé xéac dinh khi mot TT da nhan mot signal.
Mot TT c6 thé quyét dinh tir chdi nhan signal hay khong bang thuc hién GHT signal(), do vay
trong thuat toan nay kernel s& don gian bo qua céc chi bao ddi véi cac tin hidu ma TT mudn
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b6 qua, nhung ghi nhan su ton tai ciia signals ma TT dé ¥ t6i.

issg() :Kernel thie hién chirc nang ndy ¢ cdc thoi dlém: S2->S4, S3->52, §7->81 va
S$2->81, kiém tra dé biét TT da nhdn mgt tin hiéu: truong signal trong dau
vao cua TT o proces table khac 0.

input:  none
output: true: if process received signal that it does not ignore,

false: otherwise

While(received signal field in process table entry not )
{
find a signal number sent to the process;

if (signal is “dead of child”) /* la kiéu signal TT con da két thiic, “con
zombie” nhdn dwoc*/

if (ignoring “dead of child” signal)
free process table entries of zombie child;
else if (catching “dead of dead child” signals)
return(true);/*khong bé qua, nhdn dé xir Ii*/
/
.else if (not ignoring signal) /*nhdn cdc loal signals khdc™/
return(true);
.turn off signal bit in received signal field in process table;
/*1p lai gia tri ban dau=0 ( reset field)*/
/
.return(false),;/*khong co signal nao da goi den cho TT*/

2.1. X li tin hi¢u

Nhu cach phan loai trén c6 thé thay rang signal 13 16p cac sy kién di bo, xuat hién
ngau nhién doi voi TT. TT do do khong thé kiém tra dé xem signal da dén, ma thay vi TT
“nodi” voi kernel theo cach “néu va khi signal den, thi lam nhw sau ...”. C6 ba viéc khac nhau
dé TT noi cho kernel va dé kernel thuc hi¢n, do 1a “chuan bi” va “hanh dong” két hop véi
signal:
— TT thuc hién mic dinh, tic 14 phan tmg ty nhién ddi v6i mdi tin hiéu, d6 1a dé két thac TT.
— TT bo qua signal, 1a truong hop cho hau hét cac tin hiéu, trir SIGKILL va SIGTOP cung
cap cho superuser biét dé quyét dinh huy diét hay dung chay tiép mot TT. Thém nira néu bo

qua mot vai signal phat sinh tir phan ctmg (qui chiéu sai bd nhd, chia cho 0), thi xir su cta
TT s€ khong dy don duge.
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— Don nhéan va noéi cho kernel goi mdt ham chire ndng xur 1i ma user dinh nghia (user
function). Vi du khi mot TT két thic, tin hiéu SIGCHLD s& phat sinh va gé&i cho TT bd, nhu
vay TT bd s& dung ham churc ndng, nhu waitpid() chéng han, dé don nhan SIGCHLD, tim
PID cua TT d6 va kiém tra ma trang thai TT tra lai. Mot vi du khac, Khi TT da tao ra mét t¢p
tam thoi va néu mudn xo4 tép do di sau khi str dung, can mot tao mot ham dé nhan
SIGTERM khi TT gai kill() dé xo4 tép d6. Nhic lai rang, kernel thao tac tin hiéu trong boi
canh cua TT nhan tin hiéu, do d6 TT phai dugc chay hay dung hon 1a khi TT vira ra khoi
kernel mode bat dau chay trong user mode nhu da néi, dé xu 1i tin hiéu.

Ché d6 mic dinh 1 thyc hién goi exit() trong kernel mode (dé S2->89), tuy nhién TT
c6 thé xac dinh mot hanh dong dic biét dé chap nhan mot sb signals. GHT szgnal() la giao
dién don gian nhat dé tiép can céc signals, ¥ nghia sir dung 13: 1ap ham xt li néu TT nhan
signal.

Cu phép GHT signal() (lam gi khi nhan m¢t signal) nhu sau:

#include <signal.h>

oldfunction = signal(signum, function)

Trong do:

* signum: sO hi¢u cua signal, xac dinh hanh dong s¢€ thuc hién,

vidu: tin hiéu: s6 higu mo ta: phan vng mdc dinh:
#define SIGHUP 1 Hang up ; két thuc TT
#define SIGINT 2 Ctrl C; két thuc ngay tirc khic TT
#define SIGQUIT 3 QUIT;
#define SIGILL 4 Illegal instuction
#define SIGTRAP 5 Ldi phan cing; két thic va tao tép core
#define SIGABRT 6 Crtl-\; Két thiic ngay tuc khac TT
#define SIGIOT 6 asynch; I/O trap két thuc hodc bo qua
#define SIGBUS 7
#define SIGFPE 8
#define SIGKILL 9 kill; Diét TT ngay tirc khic
#define SIGUSRI1 10
#define SIGSEGV 11
#define SIGUSR2 12
#define SIGPIPE 13
#define SIGALRM 14
#define SIGTERM 15 Crtl_DEL; exit(), Cham dut tat ca cac TT dang
chay
#define SIGSTKFLT 16
#define SIGCHLD 17
#define SIGCONT 18
#define SIGSTOP 19
#define SIGTSTP 20 Crtl Z;Tam dung TT
#define SIGTTIN 21
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#define SIGTTOU 22
#define SIGURG 23
#define SIGXCPU 24
#define SIGXFSZ 25
#define SIGVTALRM 26
#define SIGPROF 27
#define SIGWINCH 28
#define SIGIO 29
#define SIGPOLL SIGIO
#define SIGLOST 29
#define SIGPWR 30
#define SIGSYS 31

* function = dia chi ciia ham xtt li cua user ma TT s€ kich hoat, hay cac hang sau day:

=1 (hay SIG_IGN), TT s& bo qua sy hién dién l4n t6i ctia signal, tuy nhién
c6 hai signal khong dugc bo qua la SIGKILL va SIGSTOP);

=0 (hay SIG_DFL), hanh dong két hop vai signal 1a mic dinh (xem man
signal liét k€ ca signal va hanh dong méc dinh). Phan 16n hanh dong la
ket thac TT va ghi tép anh (core) cua TT de degug.

* oldfunction: gia tri trd lai 1a con tré cua function tuong ing hanh dong trudc do cia
signal, thuong dung dé khoi phuc lai chire nang truge do.

* u_area cua TT c6 mot danh sach vi cac trudng cac con tro tro vao cac xu li tin hi¢u
ctia hé théng. Kernel luu dia chi ham xu 1i cta user trong mot trudng tuong g véi s6 hiéu
cua signal d6. Qua trinh xtr i mdt signal khong tac dong to1 signal khac. Thuat toan thao tac
signal nhu sau:

psig() (kernel primitive): thuc hién chtrc ning nay & thoi diém TT vira ra khoi kernel, vao
user mode S2-S1, S7-S1, khi ghi nhan sy hién di¢n cia signal d6 néu xur li, chuan bi
context.

input:  none

output: none

.get signal number set in process table entry,
.clear signal number in process entry;/*cho lan nhdn tiép sau d6*/
.if (user had called signal system call to ignore this signal)

return, /*done®/

if (user specified function to handle signal) /*ldy cdc déi ma signal() cung cép, chudn
bi mal truong deé chay chirc nang xu li
signal®/

.get user virtual address of signal catcher stored in u_area,

.clear u_area entry after get virtual address;
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.modify user level context: (-create user stack, -call function handling signal);

.modify system level context: write address of signal function into program
counter field of user saved register context;

.return,

/

.Iif (signal is type that system should dump core image of process) /*vi du:SiGTRAP
“hardware fault”*/

/*function set=0, default ->exit, dump core image of the proccess, then exit.
Tir tép coe image, nguoi lap trinh ding dé debug néu muén: nhe TT thyc hién
illegal function, hay outside virtual address space (thuéc dién cdc 16i). & ddy
kernel chi dump cac signal lam hong chuwéng trinh ma thol, con cac signal
khdc nhw: user g6 “del:, “break” dé két thiic vinh citu chwong trinh hay
“hungup” théng bdo t/b cudi khéng néi vao hé thong nita, sé khong tic dung

dump®/
{
.create file named * core* in current directory;
.write contents of user level context to “core* file;
/

.invoke exit() immediately; /*default™/

/
Khi TT nhan signal ma trude d6 TT di quyét dinh bé qua, TT tiép tuc chay nhu khi khong c6
signal dén. Vi kernel khong xo04 trudng ghi nhan trong u_area (=1) trude d6, TT s& lai bo qua
néu signal lai xuat hién. Néu TT nhén signal da quyét dinh nhan, TT s& thuc hién ham xr li
twong rng voi signal d6 ngay khi TT tr¢ lai trong user mode, sau khi kernel thuc hién céac
budce sau:
— kernel truy nhap user saved register context, tim lai gia tri cua progam counter va stack
pointer d luu dé tro vé TT cua user;
— xo04 trudng xtr li signal trong u_area, dit lai bang mic dinh;
— tao khung stack méi trong user stack (trong user - context level). Ghi vao d6 gia tri
progam counter va stack pointer néi trén, xin cip ving bd nhd moi néu can;
— kernel thay d6i user saved register context: nap progam counter = dia chi ciia ham xir i
signal, 1ap gia tri tiép theo cho user stack pointer trong user stack.
Sau budc chuan bi bdi canh nay, liic TT tré vé user mode, TT sé thwc hi¢n ham xiv li signal.
Khi két thic xt 1i signal, kernel s& tro vé vi tri trong ma thyc thi ciia user noi mdt GHT hay
mot interrupt da xuét hién.

2.1.1 Bé6 qua, khong xir li tin hi¢u:

signal(SIGINT, SIG_IGN), s& v hiéu hoa t/h, néu c6 t/h ngat dén (vi du gy ra boi
interrupt KEY, “SIGQUIT” do an phim quit, “HUNGUP”); Khi g0 interupt key trén console
deé ket thuc mdt chuong trinh, thi hi¢u img d6 s€ lan dén ca cac chuong trinh chay nén cua
user do. Bé tranh trudong hop nay, st dung SIG_IGN khi c6 SIGINT dén vé1 TT. Vi du sau
minh hoa SIGINT chi ¢ hiéu luc véi TT bo, trong khi TT con van tiép tuc chay:
#include <signal h>
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main()

if (fork() == 0)
{
signal (SIGINT, SIG_IGN);

/
2.1.2 Khéi phuc lai phan @tng mac dinh:
signal(signum, SIG_DFL), x4c dinh xir 1i d6i v6i signum 1a nhu mic dinh.
Vidu:
#include <signal .h>
#include <stdio.h>
main()
{
FILE * fp;
char record [ BUFSIZE], filename [100];
signal (SIGINT, SIG_IGN), /*Sé bo qua interrupt signal trong khi ghi tép*/
fp = fopen (filename, “a”),
fwrite (record, BUF, 1,fp),
signal (SIGINT, SIG_DFL); /*Khél phuc lai phdn g mdc dinh cho ngat*/

2.1.3 Nhén signal dé xir li: xac dinh ham xir li cho tin hi¢u, hay thay doi tir phan @ng
mac dinh sang xw li xac dinh:

#include <signal h>
main()
{
int catch(),
printf{ “ AN Ctrl_C dé dirng chay trinh.\n");
signal (SIGINT, catch); /*Cai d@é nhdn signal va sé xit li theo catch()*/
while(){
/*cac lénh cua trinh™/
/
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/
/*Ham xw li: %/
catch()

{
printf (* Chwong trinh két thiic.\n");

2.1.4 Khoi phuc lai chirc niang cia signal truéce do:

Vi du: Khoi phuc lai chirc nang phu thuoc vao gia tri tra lai cua ham keytest():
#include <signal h>
main()
{
int catchl(), catch2();
int (*savesig)(); /* la con tré ham*/
if (keystest() ==1)
signal(SIGINT, catchl); /*Khi c6 phim interrupt thi catchl hay catch2®/
else
signal(SIGINT, catch2);
savesig = signal (SIGINT, SIG_IGN);/*Néu bo qua, thi ldy lai ham truée do*/
computer();

signal (SIGINT, savesig); /*Pé khol phuc lai phdn vmg véi interrupt key*/

Vi du: Boan ma mo ta hé théng s& vO hiéu hod tat ca céc signal SIGINT va SIGQUIT trong
khi TT con chay, cho t61 khi n6 két thiic, hé s& khoi phuc lai cac chirc nang xu li da xac diinh
cho céc signal do6. Viéc khol phuc dugce thuc hién trong TT bd. Néu wait() tra lai code -1
(khong con TT con nao nita) thi TT bd str dung ludn lam gi tr tra lai ctia nd cho hé thong.

#include <stdio.h>

#include <signal h>

system(s) /*Chay dong lénh™/
char *s;

{

int status, pid,w,
register int (*istat)(), (*qstat)();
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if ((pid = fork()) == 0)
{
execl(“/bin/sh”, “sh”, “-c”, s, NULL),
exit(127);
/
istat = signal (SIGINT, SIG_IGN); /*bo qua khong xu i nhung lay lai con tro ham mdc
dinh*/
gstat = signal (SIGQUIT, SIG _IGN),
while ((w = wait(&status)) != pid && w /= -1)

if(w==-1)

status = -1;
signal (SIGINT, istat); /*Khol phuc lai phan ving cua signal nhu trudc®/
signal (SIGQUIT, gstat),

return( status);

/

2.1.5 D6n nhén vai tin hi¢u

Vi du dung mdt ham xur li d€ nhan nhiéu tin hi¢u, st dung so6 hi¢u cua tin hi¢u do hé¢ thong
chuyén dén nhu la thong so:

#include <signal h>
main()
{
int I;
int catch();
for (i=1; i <= NSIG, i++)
signal (i, catch),

/*
ma lénh chwong trinh
*/

/

catch(sig)

{

signal(sig, SIG IGN),
if (sig I= SIGINT && sig != SIGOUT && sig != SIGHUP)
printf(“Oh, oh. Tin hiéu s6 %d da nhdn dwoc. \n”.sig);
unlink (tmpfile);
exit(1);
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/

Trong d6 hang NSIG 1a tong s6 céc tin hiéu duge dinh nghia trong signal.h. Luu ¥ 1a phan
ung dau tién cua ham catch() dé bo qua tin hi¢u xac dinh da nhan dugc, 1a can thiét vi hé tu
dong llap lai phan tng mac dinh.

2.1.6. Diing signal kiém soat thue hi¢n chwong trinh

Tin hi¢u (t/h) khong nhét thiét chi dung dé két thiic thyc hién mot chuong trinh,mét sb
t/h ¢6 thé dinh nghia lai dé trf hoan hanh dong hay tac dong dé két thac mot phab nao do6 cua
chuong trinh, chir khong phal toan bd. Sau day 1a cac cach dung t/h dé kiém soat thuc hién
chuong trinh.

a) Tri hoan tac dong cuaa signal
Bing cach bat t/h va dinh nghia lai hanh dong ciia t/h qua co (flag) tong thé, sao cho t/h s&
khong 1am gi ca, thay vao d6 chuwong trinh van chay va s& di kiém tra co xem c6 signal nao da
nhan hay khong, trén co s6 d6 sé tra 101 theo gia tri ciia ¢&. Piém co so ¢ ddy 13, nhitng ham
da dung dé nhan t/h sé& tré lai thuc hién chinh xac ¢ chd ma chuong trinh di bi ngat. Néu ham
thoat ra binh thuong thi chuong trinh tiép tuc chay nhu chua hé ¢6 t/h xuat hién. Lam tré t/h
c¢6 ¥ nghia dic biét d6i véi cac chuong trinh khong dugc dimng ¢ bét ki thoi diém nao. Vi du
trong khi cap nhan danh sach lién két, t/h khong thé tac dong lan qua trinh nay bi gian doan,
vi nhu vay s& dan denv1ec danh sach s& bi huy hoal Poan ma sau day dung ham delay() dé
bét t/h ngit s& 1ap lai co tdng thé “sigflag” va tré vé nagy lap tirc diémtrinh bi ngit.

#include <signal .h>
int sigflag,
main()

{
int delay(),

int (*savesig)();

signal(SIGINT, delay) /*Khong xu li t/h, chi lam tre lai*/

updatelist(); /* La chirc nang khéng thé gian doan*/

savesig = signal(SIGINT,SIG_IGN); /* Cam (disable) t/h dé lai trir sigflag thay doi*/
/*trong khi kiém tra */

ifsigflag)
{
/* D ma xie Ii t/h ngat néu da xudt hién*/
f
/
delay()
{

signal(SIGINT, delay); /*M¢t lan nita ddt lai , vi hé dat t/h vé xir Ii mdc dinh: két
thiic*/
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/*thwc hién chuong trinh do INT*/
sigflag = 1; /* Pd c6 t/h xudt hién, set sigflag = 1*/
/

b) Dung t/h tré véi cac ham ciia hé thong

Khi mot chuong trinh dung t/h da bi lam tré trong khi goi cac ham hé théng, chuong
trinh phaI co phan kiém tra g1a tri trd lai cua ham g01 dé dam béo rang 18i tra lai khong gay ra
boi t/h ngat. Diiéu nay can thiét vi khi dung t/h tré dé ngit cac ham hé thong (nhu read(0,
write()), hé théng s& khién cac ham nay két thiic va tra lai 16i. Va van dé 1a néu chuong trinh
dién dat 151 ham h¢ thong gay ra boi t/h tré lai nhur 161 thong thuong, thi s& dan dén sai lan
nghiém trong. Vi du khi chuong trinh doc céc ki tyr tir ban phim ma nhan duoc t/h ngit, thi tat
ca cac ki tw nhan duoc trude d6 s& bi mat (do h¢ tac dong két thic doc ban phim, bao 16i) va
nhu vy giéng nhu chua c6 ki tw nao da gé tir ban phim.

Vi du sau chuong trinh s€ kiém tra gia tri hi¢n tai cua co ngét “intlag” va gia tri tra lai
EOF cua getchar() 1dé khang dinh 1a két thuc tép thuc su.

if(getchar() == EOF)
if (inflag)
/* EOF la do INT gay ra*/
else
/* Day moi la EOF thuc su™/

¢) Dung signal véi cac chwong trinh twong tac (interactive)

Céc trinh tuong tac thuong su dung nhleu 1énh (commmand), nhiéu thao tac (operation) khac
nhau. Vi du trong xtr Ii van ban, dé ngat mot thao tac hién tai (nhu hién thi tép), va tré vé
chuong trinh gbc (doi nhan 1énh), ta c6 thé dung t/h. D& lam duoc diéu ndy, ham dung dinh
nghia lai hanh dong cuia t/h, phal c6 kha nang tra lai viéc thuc hién cia chuong trinh & vi tri
c6 y nghia chtr khong phal vi tri bi gian doan. Hai ham thu vién C setjmp() va longjmp() ho
trg cong doan nay.

setjmp(buffer): bao v€ ban sao trang thal thyc hién cua trinh;

longjmp(buffer): chuyén trang thai dang thyc hién vé lai trang thai d dugc bao vé
trude do voi cac gid tri, cac trang thai cua cac thanh ghi nhu chua c6 gi da xay ra.

buffer: bién dé luu trang thal thuc hién, khai bao theo kiéu jmp_buf trudc khi dung.
Vi du bao v¢ trang thal thyc hi¢n cia mdt chuong trinh vao bién oldstate:

Jjmp_buf oldstate;

setimp(oldstate);

bién oldstate sau d6 s& chira cac gia tri nhu cua bd dém chuong trinh, dir li€u, thanh
ghi dia chi, trang thal cia CPU. Céc gia tri nay tuyét doi khong dugc bién doi.

Vi du:
#include <signal . h>

#inlude <setjmp.h>
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Jjmp_buf sjbuf;
main()

{

int onintr();

setimp(sjbuf);
signal(SIGINT, onintr);

/*Md ciia chwong trinh chinh, ngdt c6 thé xdy ra trong khi thiee hién*®/

/

onintr()

{
printf(“\Interrupt dén day!\n”);
longjmp(sjbuf),

/

2.1.7. Dung céc signal trong nhiéu TT

Vé nguyén tic khi c6 t/h tai mot terminal, thi t/h d6 s& toi tat ca cac chuong trinh da
kich hoat tai terminal do, ké c4 1a trinh chay ¢ ché d§ nén hay cadc TT con. Phan nay sé gial
thich viéc sir dung t/h trong nhiéu TT.

a) Bao vé cac TT chay nén
Cac chuong trinh chay nén tir shell (voi kiu ty & sau 1énh) déu duoc shell bao vé tranh bi
dung thuc hién khi c6 ngat tir terminal. C6 nhitng truong hop TT chay nén cling muodn bat t/h
ctia nd. Néu thuc hién dugc, thi viéc bao vé chong ngat cua shell cho né that bai, t/h ma céac
chuong trinh khac mong dgi s€ ngat dugc nd. B¢ ngan chan dugc duéu nay, bat ki chuong
trinh nao s€ 1a TT chay nén, phal kiém tra trang thal hi¢n tai cua t/h, trude khi xac dinh lai
phan tng cua t/h. Chuong trinh chi cé thé ding nghia lai phan ing cua t/h khi t/h chua bi cam.
Vi du sau cho thay, phan ung cua t/h thay doi chi néy t/h hién tai khong bi bo qua:
#include <signal.h>

main()

{

int catch();

if (signal(SIGINT, SIG_IGN) !=SIG_IGN) /* Néu shell chua thuc hién v6 hiéu t/h
thi*/
signal(SIGINT, catch);

/* Ma cta chuong trinh*/
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b) Bao vé cac TT bo
Mot chuong trinh (1a TT bd) ¢ thé doi TT con két thuc bang wait() chi khi n6 c6 thé tu bao
v¢€ ban than bang cach vo hiu t/h ngat, trude khi goi GHT wait(), Bang cach nay, TT bo ngan
chan cac t/h dén véi TT con ¢o6 thé lam két thac 161 goi wait(). Lam nhu vay ngan can dugc
161 nghi€ém trong c6 the xay ra khi TT bo ti€p tuc thuc hién trude khi TT con két thuc. Vi du:

#include <signal .h>
main()

{

int (*saveintr)();
if (fork() == 0)
{
execl(...);

/
saveintr = signal( SIGINT, SIG_IGN), /*TT bé vé hiéu hod t/h ngdt ngay sau */
/*khi tao TT con™/
wait(&status),
signal(SIGINT, saveintr); /*khoi phuc lai xi Ii ngdt*/

2.1.8. Twong tranh trong xir li ngit

Thuat toan xur 1i tin hi€u cling con c6 mot s6 vén dé, chéng han khi TT dang xur 1i mét
signal thi signal khac dén. Signal nay c6 thé cting hay khac kiéu va c6 thé clng tac dong dén
TT. Ta noi c6 sy tuwong tranh gitra cac signal.

Nhu d3 dé cap, kernel xo4 trudng chira dia chi ciia ham xir 1i ngét trong u_area cta
TT trudc khi TT trd vé user mode dé xir li tin hiéu bang ham da dinh. Vay néu TT mubn nhan
va xtr li signal 1an nita, thi trong ham xu i TT phai goi lai signal() truéc. Nhung néu signal
dén trude khi TT kich hoat signal() thi s& xay ra sy chay dua (twong tranh): trong khi TT dang
trong user mode, kernel c¢6 thé chuyén béi canh dé TT c6 co hoi nhén signal trong khi TT
chua kich hoat dugc signal().

Vi du: TT dung GHT signal() d nhan tin hiéu ngat va thuc hi¢n chirc nang szgcatcher() Sau
d6 TT tao mot TT con, kich hoat nice() dé tu ha thap murc wu tién ciia n6 xuong so voi TT
con va chuyén vao vong 1ap vo tan. TT con dimg thuc hién trong 5 gidy dé TT bé thuc hién
xong nice() va xép lai mirc uu tién. Sau d6 TT con di vao chu trinh, goi tin hiéu ngat bang
kill() cho TT bé trong mbi chu ki twong tac. Néu kill() tra lai 16i (-1), c6 thé TT bd khong con
t6n tai, TT con s& két thuc bang exit(). Y tudong o day 1a TT b c6 thé da kich koat signal()
mdi 1an né nhan tin hiéu ngit: Ham xi 1i ngét in thong bao va goi lap lai signal() dé dén nhan
tin hiéu 1an tiép sau.

#include <signal.h>

sigcatcher()
{
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main()

/

printf(“PID %d caught one \n‘“,getpid());
signal(SIGINT,sigcatcher),

int ppid;
signal(SIGINT,sigcatcher);/* TT bé ldp ham xit li cho tin hiéu ngat SIGINT*/
if (fork() == 0) /*TT b6 tao TT con*/
/*code cua TT con: */
{ /*dé mét khoang thoi gian di cho 2 TT xdc lgp*/
sleep(5),
ppid = getpid(); /* ldy pid cia TT bé, TT con ding kill() géi SIGINIT*/
/% cho TT b6 néu bé con song:*/
for (:;)
if (kill(ppid,SIGINIT) == -1)/* Néu TT bo khong con ton tai*/
exit();

/

/*TT bé ha mirc wu tién ciia minh: */
nice(10);
for(;;); /* TT bé chay long vong dé ton tai*/

Trinh tu cac su kién c6 thé xuit hién nhu sau:
1. TT con géi t/hiéu ngit cho TT b;

2. TT bd bt duoc t/hiéu, thuc hién sigcatcher(), nhung kernel chen ngang va chuyén boi
canh trude khi TT bd c6 thé cho chay sigcatcher() lan ti€p theo;

3. TT con lai duoc chay va goi t/hiéu ngit cho TT bd;

4. TT bb nhén t/hiéu ngit lan thir 2, nhung khong xir 1i dwoc (do két qua ¢ 2.), Khi tiép tuc
chay, TT két thac (exit).

Cic cach giai quyét twong tranh

Dé gial quyét su tranh chap nay, Unix hé cung cip cac ham sau:

Linux:

#include <signal.h>
sigmask();
sigsetmask();

#include <signal.h>
sigprocmask(int how, const sigset t *set, sigset_t *oldset);

Céu trac luu cac t/h ding thém hay loai bo khoi mask, ham dung dé xir 1i bién cau
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tric:
Khai béo: sigset_t mask_set;
Khéi tao bién: sigemptyset (&mask_set);
Thém mét signal vao ciu trac: sigaddset ((&mask_set, SIGTSTP);
sigaddset ((&mask_set, SIGINT);
Loai bo mdt signal khoi cau truc: sigdelset ((&mask_set, SIGTSTP);
Xac dinh signal c6 hay khong trong cau tric:
sigismenber ((&mask_set, SIGTSTP);
Dit tat ca cac signal ctia hé vao ciu tric:
sigfillset ((&mask_set);
Vi du:

Pén s6 1an Crtl-C, dén 1an thir 5, hoi nguoi dung vé y dinh thuc té, va néu ¢6 Crtl Z
s€ in ra s0 lan an Crtl_C:

#include <stdio.h>
#include <unistd. h>
#include <signal h>

int ctrl_c_count = 0;
#defineCTRL C MAX 5

void catch_int(int sig_num) /*ham xw li phan wng cua INT khi co Crtl C*/
{

sigset t mask_set; /* Khai bao*/

sigset told_set;

signal(SIGINT, catch_int); /* Bdt Crtl_C*/
sigfillset(&mask set); /* Khoa cac t/h khac dé xw li INT*/
sigprocmask(SIG_SETMASK, &mask_set, &old _set);

ctrl_c_count++;
if (ctrl ¢ count >= CTRL C MAX) {
char answer[30] ;

printf("\nRealy Exit? [y/N]:");
[fflush(stdout);

gets(answer);

if (answer[0] ==""|| answer[0] =="Y") {
printf("\nExiting...\n"),
fflush(stdout),
exit(0);

/

else {
printf("\nContinuing\n");
[flush(stdout);

ctrl ¢ _count = 0;
/
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/
sigprocmask(SIG_SETMASK, &old_set, NULL);/*Khdl phuc lgi nhw ci*/

/

void catch_suspend(int sig_num)  /* Chan bat Crtl_Z*/
{

sigset t mask_set;
sigset told set;

signal(SIGTSTP, catch_suspend), /* Cac buoc nhw trén™/
sigfillset(&mask_set);
sigprocmask(SIG_SETMASK, &mask set, &old_set);

printf("\n\nSo far, '%d’
Ctrl-C presses were counted\n\n", ctrl_c_count);

[flush(stdout);

sigprocmask(SIG_SETMASK, &old set, NULL);
/

/* Dich va chay trinh nay*/

int main()

{
signal(SIGINT, catch_int);
signal(SIGTSTP, catch_suspend);

printf(“Please random press Ctrl-C or Ctrl-Z”);
while (1) {
sleep(1);
/

return 0;

/

Téng hop xtr li twong tranh bang ham sigaction():

sigaction( int sig, const struct sigaction *act, const struct sigaction *oldact);

trong do cau truc

sigaction cho thong tin vé& ham xir li:

struct sigaction {
void (*) int sa_handler; /*ham xu li t/h*/
sigset t sa_mask; /* Tép t/h can khod*/

int sa_flags, /*trang thal khol phuc sau khi xw I1 t/h*/
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Luu y chung khi xir 1i signal:

1. Ham tao ra phai ngan gon, chay nhanh, dé trach tuong tranh signal;
) Ngin chin twong tranh ngay néu ¢ thé;

3. Khéng bo qua cac signal hé thong bao 16i nghiém trong(SIGSEGV, SIGBUS) theo
tu duy phtt hop vé6i lap luan khi 14 trinh, néu cn don dep tal nguyén va két thuc
(abort()) thyc hién dé tranh gy d6 v thém ¢ céac phan khac.

4. Cén than khi cai timer, mdi TT chi ¢ mot timer, tat bat hop Ii.

5. Xu li signal 1a di bg, don gian, khong co6 su cho doi, chi ¢ xtr 1i hay bdé qua

2.2. Cac GHT bi ngit béi signal
Tropg hé t}léng ¢6 mot s6 cac GHT thudc loai “cham” va trong khi thyc hién, cic GHT

nay c6 thé bi ngat boi signal va GHT s8& tra lai thong bao 18i thudc loai EINTR (error
interupt). HE chia cac GHT thanh hai loai: “cham” va cac GHT con lai. Cac GHT cham c6 thé
bi gian doan thuc hién vinh vién, la cac GHT:

- doc tép, néu chua c6 dit liéu (pipe, terminal, network);

- ghi vao cting mot tép (hay nhiéu tép nhur nhau) néu dit liéu khong duoc chip nhan

ngay;

- m& tép bi ket cho t6i khi c6 diéu kién vao d6 xuét hién;

- pause() va wait(), doi cho t6i khi signal xut hién;

- mét sb thao tac J/O (ioctl());

- Mot s6 IPC;
Dé xir i can viét ma nhu sau:

again:
if ((n = read(fd, buf, BUFFSIZE)) < 0) /*GHT la open()™*/
{
if (errno = EINTR)
goto again,
/

Trong Unix 4.2BSD tao ra cai goi 1a ty dong khoi dong lai GHT bi ngat, gdm c6:
ioctl(),read(),write(), wait(), waitpid(), va writev(). SVR4 khong c6 dac tinh nay, nhung ham
sigaction() v6i tuy chon SA_ RESTART dung dé khéi dong lai GHT bi ngat.

2.3. Nhom cac TT

Hé diéu hanh Unix duy tri cac nhoém tién trinh. Mot nhom tién trinh 12 mot tap hop
gdm nhiéu tién trinh. T4t ca cac tién trinh thudc mot nhom va cac tién trinh con bat ky déu
thudc cung nhom theo mic dinh. Mot tién trinh c6 thé quyét dinh tao ra mot nhom méi va tre
thanh truéng nhom d6. Mot nhom duge nhan biét bai sé nhom cia nd, sé nay bang véi sb cua
truong nhom.

Khai niém nay vé cac nhom cho phép guri cac thong diép dén tat ca cac tién trinh 1a
thanh vién ctia cung nhom dé thuc hién kiém soat cong viéc. Cac trinh thong dich 1€nh (bash,
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esh, ksh, v.v...) sir dung cac nhom nay dé cho phép ngudi ding dinh chi thyuc hién mot tién
trinh va tiép tuc nd ¢ phia trudc hoac phia sau. Cac nhém tién trinh cling duoc st dung & hé
quan ly céc thiét bi dau cuoi.

Céc ky hoat dong

Mot ky hoat dong 13 mot tap hop gdm mot hodc nhiéu nhom tién trinh. Mdi ky hoat
dong dugc gan cho mot thiét bi dau cuoi diéu khién. Thiét bi dau cudi di€u khién nay 1a mot
thiét bi ngoai vi hoac mot gia thiét bi (khi c6 mdt lién két mang dén mat thiét bi dau cudi &
xa). Khi tién trinh tao ra mot ky hoat dong méi:

- no trd thanh trudng qua trinh.

- mot nhom méi cac tién trinh duoc tao ra va tién trinh goi trd thanh trudng cia nd.

- tién trinh goi khong c6 thiét bi ddu cudi kiém tra.

Mot ky hoat dong dugc nhéan biét theo sb ctia no, s6 nay bang vai sb ctia truong tién
trinh. Thong thuong, mot ky hoat dong méi dugce tao ra boi chuong trinh login khi nguoi st
dung duoc ndi két. Tat ca cac tién trinh sau d6 s& tro thanh cac thanh vién cua cung ky hoat

dong. ¢ truong hop céac Iénh duorc lién két (chang han bang cac dng dan), trinh théng dich
1énh (shell) tao ra cac nhom tién trinh méi dé thuc hién kiém soat cong viéc.

Du mét TT duoc nhan biét bang s6 ID, nhung doi khi kernel lai nhan biét cac TT bfmg
“nhom”. Vi du tat ca cac TT phat sinh sau login shell déu c6 lién quan t6i login shell &6, cho
nén khi user gd “break” hay “delete” tit ca cac TT néi trén déu nhan duogc tin hiéu. Kernel
dung procces group ID (GPID) dé nhan biét nhom cac TT (c6 cling thuy t6) c6 thé cung nhan
chung mot tin hiéu cia mot vai su kién nhat dinh. S6 GPID lu trong cau trac cua TT trong
process table, cac TT trong cing nhom déu c¢é cing sé dinh danh nhom.

GHT setpgrp() s& khoi dong s6 nhom TT cia mot TT va dit so d6 bang sé PID cia nd.
grp = setpgrp();

Trong d6: grp 1a s6 nhom TT méi duoc tra lai. TT con giit nguyén s6 nhém cua TT b trong
qua trinh thyc hién fork().

2.4. TT goi tin hié¢u

Ham kill() géi moét signal cho mot TT hay nhom céc TT. Va raise() cho phép mot TT
g61 signal cho chinh minh. Ca phap nhu sau:

1. G6i tir dong 1énh tai console:

#kill — [ SIGNAME] [ PID]
2. Khi 13p trinh:
#include <sys/types.h>
#include <signal.h>

kill(pid, signum);
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raise( signum);

Trong dé: Pid 1a cho biét tap hop cac TT s& nhan signal va dugc xac dinh nhu sau:

néu pid 1a sb nguyén dwong, kernel goi signal cho TT ¢6 sb pid do;

néu pid = 0 kernel goi signal cho tat ca cac TT ¢6 sd nhoém TT (GPID) bang s6 nhom
(GPID) cua TT goi signal,

Khal niém “tit ca” loai trir cac TT hé thong (swapper (PID=0), init (PID=1),
pagedaemon (PID=2)).

néu pid = -1 kernel goi cho tit ca cac TT ma UID thuc (real user ID) bang s ID hiéu
dung (effective user ID) cua TT goi signal. Néu TT goi c6 so ID hi¢u dung 1a cua
superuser, thi signal s€ dugc goi cho tat ca TT, tre TT 0 (swaper) va TT 1 (Init).

néu pid < 0, khac —1, kernel goi signal cho tat ca cac TT c6 sb nhom PID bang gia tri
tuyét doi cua |pid|, voi dieu kién TT gdi c6 quyén gdi signal deén.

trong céc truong hop néu: Eff. UID cua TT gé1 khac Eff.UID cua superuser, hodc

Real UID hodc Eff. UID cua TT goi khac véi Eff. UID cua TT nhan, kill() s€ khong
thue hién duoc.

Vidu:

TT b 1ap sb cla nhom setpgrp() TT (bang chinh pzd ciano) vataora 10 TT con

khac. Sau khi tao, mdi TT con ¢4 cung s6 nhém nhu TT bo tuy nhién voi phép & (bitwise),
cac TT tao ra khi 7 1¢ s& c6 s6 nhom khac (va bang chinh s pid cta chung) khi thyc hién
setpgrp() tiép theo sau. Ham getpid() va getpgrp() cho s6 ID va s ctia nhém ctia mot TT
dang chay, sau d6 TT dung (pause()) thuc hién cho t6i khi TT nhén dugc mot t/hi¢u ma TT
goi. TT bd goi t/hiéu cho cac TT da khong thay d6i nhém (trong nhém cua TT bd): tirc 5 TT
“chan” da khong ddi s6 nhom. 5 TT “1¢” khong nhan dugc tin hi¢u, tiép tuc chu trinh.

#includ <signal>

main()

{

register int i;
setpgrp(); /*lap gpid nhém = 0, TT bo*/
for(i=0; i<10; i++)

{
if (fork() ==0)/* sau fork() TT con c6 grp ID ciia b6*/
{
if (i & 1)/*cho 1,3,5,7,9%
setpgrp();/*dé gpr ID khéc grpID ciia b6 va= PID TT con d6*/
printf(“pid=%dpgrp="2%d\n*, getpid(),getpgrp());
pause(); /*dung thuc hién TT, doi signal™®/
/
/

kill(0,SIGINIT),/*pid=0:TT bé gdi t/h ngdt cho cic TT dd khong doi gpid, */ /*ciing
nhom cua no*/
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Vi du 2: Dung 1énh kill trén terminal: user tao ra hai signal (SIGUSR1 va SIGUSR2) va ham
xt 1i sig_usr() s& don nhan va in ra s6 cua signal nhan duoc:

#include <signal .h>

#include "ourhdr.h" /*tép header do user tao*/

static void ~ sig_usr(int); /* ham xu li dung cho ca hai signal */

int
main(void)
{
if (signal(SIGUSRI, sig_usr) == SIG_ERR)
err_sys("can't catch SIGUSRI");
if (signal(SIGUSR?2, sig_usr) == SIG_ERR)
err_sys("can't catch SIGUSR2"),
Jor (;;)
pause();
/

static void
sig_usr(int signo)/* doi vao la signal number */

{
if (signo == SIGUSRI)
printf("received SIGUSRI\n");
else if (signo == SIGUSR2)
printf("received SIGUSR2\n");
else
err_dump("received signal %d\n", signo),
return,
/

Gia sir sau khi dich, chuong trinh c6 tén sigusr, va cho chay ¢ ché d6 nén (background véi $
sigusr & cudi Iénh), va trén console dung 1&énh § kill(1) va kill(2) dé goi signal cho TT hay
nhom TT. Két qua nhu sau:

8 sigusr & /* cho chwong trinh chay & nén*/

Sjobs /* xem TT chay ngam véi s6 hiéu sé dimg trong kill*/
[1] 4270 /*PID=4270%*

8 kill -USRI 4270 /* goi cho TT 4270 signal SIGUSRI*/

reveived SIGUSR1

8 kill —-USR2 4270 /* goi cho TT 4270 signal SIGUSR2*/

reveived SIGUSR2

$ kill 4270 /*g6i cho TT signal két thiic SIGTERM*/

[1] + Terminated sigusr &

2.6. alarm() va pause()

116

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lip Thing Long  KIEN TRUC UNIX/LINUX

#include <inistd.h>

alarm( seconds): Dat cho dinh thoi (timer) mgt khoan thoi gian, khi hét thoi gian do,
kernel sé phit sinh ra signal SIGALRM. (cgng vdi dp tré @é TT chay ham xit li signal);
Chi ¢é mét dong hé bdo dong (alarm clock) cho mot TT. Néu goi lan tiép theo, ma lin
trudc thoi gian chwa trol qua, gia tri trd lai sé la dinh lwong con lai, gid tri maoi sé dwoc
thay vio. Néu gid tri méi dat =0, alarm() sé huy, gid tri trd lai sé la so thoi gian con lai bé
dé. Hanh dgng mdc dinh cho signal nay la két thiic TT. Nhiéu TT ding dong ho bdo dong
nay dé bt tin hi¢u SIGALRM: vi du don dep truwéc khi TT két thitc sau mot khodn thoi
gian.

Tra lai: 0, hay gid tri nhw noi trén.

pause( void): Treo (tam dirng thuwc hién) TT goi ham cho tdi khi bit dwoc signal. Ham trd
lai thoi gian néu ham xir li signal dwoc thuwe hién va ham nay tro vé. Cac truwong hop khdac
sé la -1 voi thong bao errno=EINTR

Vi du: Ding alarm() va pause() dé tw di ngii trong mét thoi gian. Dich ra véi tén sleepl,
doi vao la thoi lwgng (so thoi gian ngu):

Ssleep1(10) /* ngu 10 s*/

#include <signal -h>
#include <unistd.h>

static void
sig_alrm(int signo)

{
/

return; /* nothing to do, just return to wake up the pause */

unsigned int
sleepl(unsigned int nsecs)

{
if (signal(SIGALRM, sig alrm) == SIG_ERR)
return(nsecs);
alarm(nsecs); /* start the timer */
pause(); /* next caught signal wakes us up */
return( alarm(0) );  /* turn off timer, return unslept time */
/

Vi du con mot sb van dé twong tranh khi 1an dau g01 alarm() va pause(). Trén hé qua ban,
phal doi dé alarm két thiic va ham xtr 1i signal c¢6 thé s& chay trudc khi goi pause(). Néu xay
ra trinh gai pause() ¢ thé bi treo.

Vi du: (readl.c)
#include <signal -h>
#include "ourhdr.h"
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static void sig_alrm(int);

int
main(void)
{
int n;
char line[ MAXLINE],
if (signal(SIGALRM, sig_alrm) == SIG_ERR)
err_sys("signal(SIGALRM) error");
alarm(10);
if ((n = read(STDIN _FILENO, line, MAXLINE)) < 0)
err_sys("read error”);
alarm(0);
write(STDOUT FILENO, line, n);
exit(0);
/

static void
sig_alrm(int signo)

{
J

return; /* nothing to do, just return to interrupt the read */

Vén dé gan gidng nhu vi du trude: chay dua giira 1an goi alarm() dau tién va goi read(). Néu

kernel ngin can mot TT giita 1an goi hai ham & day lau hon 1a chu ki ctia alarm, ham read() s&
bi treo. Vay phal dat chu ki alarm du dal dé tranh bi ket read.
Dé stranh cac hién twong trén , chuong trinh trén viét lai voi sir dung longjmp() dung dé dat

cac gioi han thori gian trén cac xu li I/O. ham dugc dung tu ben trong cac chuc nang xur 1i

signal dé tré vé vong main() ctia chuong trinh thay vi tr6 vé tu chtre ning xtr li. Luu y 14 theo
ANSI C céc chirc nang xir li signal c6 thé trd vé trinh chinh nhung ciing c6 thé abort() (tir bo
ham, két thuc bat thuong) hay exit() va longjmp(), va bang cach nay ta khong con quan tim

trén cac hé chay cham cac GHT c6 bi ngit hay khong.

#include <setjmp.h>
#include <signal .h>
#include "ourhdr.h"
static void sig_alrm(int);

static jmp_buf env_alrm;

int

main(void)

{

int n;
char  line[ MAXLINE],
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if (signal(SIGALRM, sig_alrm) == SIG_ERR)
err_sys("signal(SIGALRM) error");

if (setimp(env_alrm) !=0)
err_quit("read timeout");

alarm(10);

if ((n = read(STDIN FILENO, line, MAXLINE)) < 0)
err_sys("read error”);
alarm(0);

write(STDOUT FILENO, line, n);

exit(0);

/

static void

sig_alrm(int signo)

{

longjmp(env_alrm, 1);

/

3. Két thiic TT

TT trén Unix c6 thé két thiic binh thudng theo ba cach va khong binh thudng theo hai cach va

mo ta nhu sau:

1.

Két thirc binh thuong khi goi

(a)
(b)

(c)

Két thiic mot main(), trong duong voi goi an exit().

Goi exit(). exit() do ANSI C dinh nghia bao ham goi cac xur li cua exit
bang kich hoat atexit() va dong tat ca cac xau I/O (fclose() dugc goi dé
dong tat ca cac xau da mo, ghi buffer 1én tép). Do khong xtr li cac md
ta tép (fd), nén cac TT (bd va cac con), cac diéu khién cong viéc s&
khong hoan tat ( nhu da dé cap khi TT 1a zombie).

Goi _exit(),két thuc va vé kernel ngay. Ham nay s& do exit() goi va co
cac xu li dac biét cua ban than HDH Unix thuc hi¢n. _exit() do
POSIX.1 dinh nghia. exit(3) 1a ctia thu vién C chuan Unix, con _exit(2)
lai 1a mot GHT.

Két thiic khong binh thudng.

(a)
(b)

Goi abort(), bo viéc, tao ra SIGABRT signal.

Khi TT nhan mét sé signal nhit dinh tir ban than no (bang abort()), hay
tir cac TT khéc hay tir kernel (TT chia cho s6 0, qui chiéu dia chi ngoal
khong gian cia TT).

Mot TT két thuc sé di vao trang thal zombie (S9) s& b6 lai cic ngudn tai nguyén TT da dung,
hiy bdi canh ctia nd, chi con luu lai entry trong procces table.
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exit(status)

Status 13 gia tri tra lai cho TT b6 dé TT thuc hién kiém tra. TT c6 thé thuc hién GHT exit()
mdt cach tudng minh hay an. Khi mot chuong trinh thoét ra khoi main() thi déu ty dong cé
exit(). Kernel tu phat sinh exit() cho TT khi TT nhan dugc mot t/hi€u khong ¢ li do “rd rang”
nhu d3 noi va trong trudng hop nay, status s& 1a s6 cua signal do.

Heé thong tuy khong dat gisi han thoi gian cho viéc thyc hién TT, nhung TT sé& két thiic néu
thoi gian d6 qué lau. TT 0 (swapper) va TT 1 (Init) 1a hai TT vinh ciru cua hé.
exit()

input:  return code for parent process

output: none

.ignore all signals;

.If(process group leader with associated control terminal)

{

.send hungup signal to all members of process group;
.reset process group for all member to 0;

/

.close all open files,

.release current directory (iput());

.release current (changed) root, if exists (iput());

free regions, memory associated with process (freereg());

Write accounting record;

.make process state zombie;

.assign process ID of all child process to be Init process;

.if any children were zombie. Send dead of child signal to Init process;

.send dead of child signal to parent process;

.context switch;
/
TT bo qua cac signal vi khong c6 1i do gi dé xu 1i khi TT két thuc cudc doi. Néu TT dang két
thac 1a TT dang dau cac TT (1a TT shell login, két hop v6i terminal), thi kernel s€ goi
SIGHUP cho tat ca TT trong nhém (vi du néu user gdo CTRL-DEL (tizc End of File), tai login
shell trong khi cac TT két hop dang chay, thi cac TT s€ nhén dugc hungup signal); dong thoi
s0 dinh danh nhom s€ do6i thanh O cho tat ca cac TT thanh vién. Kernel sau d6 thuc hién dong
cac t&p TT da mo, tra lai cac inodes cho thu myc (hién tai, ciing nhu thu muc dé c6 chuyén
dbi bang 1énh cd). Tiép theo kernel giai phong cac mién bo nhd TT da dung va dua TT vao
trang thai con xac (zombie). Cac sb liéu két toan thoi gian sir dung cta TT ciing nhu cia cac
TT hau b01 cua no trong user mode va kernel mode dugc ghi lai trong proccess table. Dong
thoi cac sd liéu d6 cling ghi vao tép két toan ctia hé thong (bao gdm: user ID, run time CPU,
sur dung memory, cac 1/0... ¢6 ich cho viée diéu chlnh hoat dong cua hé). Cudi cung kernel

cat TT ra khoi cu triic cdy cia TT, dua TT init(1) tlep nhan cac TT hau bbi ciia TT da ket
thuc. Nhu vay cac TT hau bdi do TT tao ra dang con sdng, s& ¢ bé méi 1a TT init. Co ging
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cudi cung ciia TT dang két thuc 1a théng bao cho TT bd ciia n6 vé su ra di ctia minh, va néu
c¢6 con TT con ndo cua n6 13 zombie, TT s& thong bao cho init dé thu don khoi proccess table,
ban than TT tré thanh zombie, chuyén bdi canh dé kernel tuyén TT khéc vao thuc hién. Trong
thuce té 14p trinh ta dung wait() dé ddng bd TT bd véi TT két thuc cua TT con.

Vi du: TT bd tao TT con, sau d6 TT con tam treo thue hién, con TT bd két thac. TT con con
song va doi signal ngay ca khi TT b da “khuat”:

main()
{
int child;
if ((child ==fork()) == 0)
{
printf(** child PID= %d\n*,getpid),
pause() /* TT con treo, cho signal™/
/
/*parent™®/
printf(“‘ child PID= %d\n*, child),
exit(child),
/

Vi du: Cac gi tri tra lai cta exit()

#include <sys/types.h>

#include <sys/wait.h>
#include "ourhdr.h"
int
main(void)
{

pid t pid;

int status;

if ((pid = fork()) < 0)

err_sys("fork error");

else if (pid == 0) /* child */
exit(7);

if (wait(&status) != pid) /* wait for child */
err_sys("wait error”);

pr_exit(status); /* and print its status */

if ((pid = fork()) < 0)
err_sys("fork error");
else if (pid == 0) /* child */
abort(); /* generates SIGABRT */
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if (wait(&status) != pid) /* wait for child */
err_sys("wait error”);
pr_exit(status); /* and print its status */

if ((pid = fork()) < 0)

err_sys("fork error");

else if (pid == 0) /* child */
status /= 0; /* divide by 0 generates SIGFPE */
if (wait(&status) != pid) /* wait for child */
err_sys("wait error");
pr_exit(status), /* and print its status */
exit(0);

/*pr_exit(status)*/
void pr_exit(int status)
{
if (WIFEXITED (status))
printf(“nornal termination, exit status = %d\n”’, WEXITSTATUS(status));
else if (WIFSIGNALED status))
printf(“abnornal termination, exit status = %d\n”", WTERMSIG (status));
#ifdef WCOREDUMP
WCOREDUMP(status) ? * (core file generarted)” : “”);

Helse
“).
#endif
else if (WIFSTOPPED (status))
printf(“child stopped, signal number = %d\n”’, WSTOPSIG(status)),
/

WIFEXITED (status), WIFSIGNALED (status), WIFSTOPPED (status) la cac macro dinh
nghia trong <sys/wait> theo POSIX.1

4. wait(), pidwait(), dgi mét TT két thiic

Khi mot TT két thiic (binh thudng hay khong binh thuong) thi TT bd ciing s& nhan
duoc thong bao tir kernel bang signal SIGCHLD. Do két thac TT 1a mdt sy kién di b (xdy ra
bat ki luc nao khi TT dang chay), nén tin hi¢u nay mang tinh thong bao cho TT bo. TT bo s€
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bt tin hidu dé xtr 1 hay ciing c6 thé bo qua. Mic dinh 1a bo qua, con néu quan tim dén TT
dung wait() hay pidwait() dé doi TT con két thuc va sau do chay tiép. TT khi dung wait(),
pidwait() c6 thé:

(a) ngan can tat ca cac TT con néu hay con dang chay, hodc

(b) trd vé ngay lap tic v6i thong bao trang thai két thic cia TT con (néu TT con
da ket thuc va dang doi nhan trang thal két thic), hoac

(¢c)  Tré véngay voi thong béo 16i.

Néu TT dang goi wai() do nhan duge SIGCHLD, ta hoal vong wait() dé that ra ngay
1ap ture. Con néu goi wait() tai bat ki thoi diém nao, thi wait() c6 thé sé bi ket.

#include<sys/types>
#include <sys/wait.h>
pid = wait(stat_addr);
waitpid(pid, stat_addr, options)
Trong d6: pid 1a PID ctia TT con da két thuc (zombie), néu OK, -1 c6 15i;
atat_addr 1a dia chi chira ma trd lai cua exit() cuaTT con.
Gia tri cua pid trong waitpid() nhu sau:
pid = -1: doi bat ki TT con nao. waitpid() twong dwong véii wai().
pid >0 : doi TT c6 s6 PID bang pid;
pid == 0: doi bat ki TT nao c6 sé nhém TT (GPID) biang GPID cua TT goi.
pid <-1: doi bat ki TT nao c6 GPID bang |pid|

wait() c6 thé dimg thyc hién trinh goi (TT b6) cho t6i khi TT con két thire ( dung dé
ddng bo thuc hién TT bd va TT con), con véi options trong waltpld() c6 thé huy viéc TT bd
doi TT con déu tién két thiic hay x4c diinh TT con nao né sé& doi két thiic.

waitpid() cho ba dac tinh khac vdi wait() nhu sau:
- cho phép doi nhiéu hon 1a mot TT (wait(0 tra lai trang thal cua TT két thuc);

- cung cap kha ning khong ngin can TT goi tam dung dé doi TT con, dung khi mudn
biét trang thal cia TT con nhung khong dung thuc hién TT bo.

- ho tro kiém soat cong viéc (job).
Thuét toan co ban cua wait():
Input:  none
Output: child ID, child exit code

.if (waiting process has no child process)
return(error);

Jor(;;)

{

.if (waiting process has zombie child)

{
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.pick arbitrary zombie child;

.add child CPU usage to parent;
free child process table entry;
.return (child ID, child exit code);

/
.If (waiting process has child process but none zombie)
{
sleep at interruptible priority(event:child process exit);
/
/

/

Thuat toan cho thay hai truong hop co ban:

» TT bb cd TT con 1a zombie, n6 s& 1am cong viéc “thu don” va thoat ra v6i PID va ma tra
v€ khi TT con két thic su ton tai.

* TT b cd TT con nhung dang hoat dong, chua két thic cude doi, do vay TT bd tu di ngu,
va thuc day bang t/hiéu ngat do TT két thic bang exit. Khi nhan duogc t/h “death of child”
TT s€ co cac phan ung khéc nhau:

- Trong truong hop mac dinh, TT s€ thic tir trong wait. Thuat toan sleep() kich hoat issig()
dé kiém tra nhan signal, ghi nhan truong hop dac bi¢t cua “death of child” va tra lai
“false”. Két qua la kernel tré vé wait, quay lai chu trinh tim thay zombie... va thoat khoéi
wait.

- Néu 1a “death of child” kernel sip xép dé thuc hién ham xi li ngit cua user.
- Néu Tt bo qua “death of child” kernel tai thuc hién wait, giai phong tai nguyén cia
zombie va tim cac TT con khac.

Vi du:

Chuong trinh cho cac két qua khac nhau lac chay khi c6 hay khong c6 dbi dau vao:

1. Khong c6 dbi ddu vao (arge = 1, chi c6 tén cua chuong trinh): TT bé tao ra 15 TT con,
moi TT két thuc bang exit() véi i trd vé. Kernel thuc hién wait(), tim zombie cia TT con
két thuc, Kernel khong chac chan TT con nao n6 s€ tim thay, bién ret_val s€ cho PID cua
TT con tim duogc.

2. Khi c6 ddi dau vao (arge > 1, c6 tén chuong trinh va mot xau khac), TT bd dung signal()
deé bo qua “death of child”. Gia st TT bd di ngu trong wait() trudc khi co6 mot TT con
exit(): TT con gbi “death of child’ cho TT bo, TT bo thic day, nhan thay t/hi¢u goi dén 1a
“death of child”, TT bo loai zombie cua TT con ra khoi proccess table va ti€p tuc thuc hién
wait() nhu khong cé t/hi€u nao xay ra. Cong viéc do 1ap lai cho téi TT bo di qua hét wait()
va khi TT b6 khong con TT con nao, va wait() tra lai —1.

Sy khac nhau cho hai trudng hop 1a: truong hop 1, TT bd doi két thuc cta bdr ki TT con nio;

con truong hop 2 TT bo doi két thac cua tat ca cac TT con.

#include <signal h>

main(argc, argv)

{
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int i, ret_val, ret_code;
if (arge >=1)
signal(SIGCLD, SIG _IGN), /* bo qua *“ death of child*“*/
for(i=0;i<15 i++)
if (fork() == 0)
{ /*TT con o day*/
printf(*‘ child proc %x\n, *“ getpid());
exit(i);
/
ret_val = wait(&ret_code);

printf(* wait ret_val %x, ret_code %x\n*, ret val, ret_code);
/

Néu ap dung thuat toan nay dé “don dep” cac zombie cho procces table thi bat budc TT bd
phai thuc hién wait(), néu khong cac dau vao cia procces table c6 thé s€ hét.

Vi du voi waitpid(): (fork2.c)
#include <sys/types.h>

#include <sys/wait.h>
#include "ourhdr.h"
int
main(void)
{

pid t pid;

if ((pid = fork()) <0)
err_sys("fork error");
else if (pid ==0) { /* first child */
if ( (pid = fork() < 0)
err_sys("fork error");
else if (pid > 0)
exit(0),/* parent from second fork == first child */

/* We're the second child; our parent becomes init as soon
as our real parent calls exit() in the statement above.
Here's where we'd continue executing, knowing that when
we're done, init will reap our status. */

sleep(2);
printf("second child, parent pid = %d\n", getppid());
exit(0);
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if (waitpid(pid, NULL, 0) != pid) /* wait for first child */
err_sys("waitpid error");

/* We're the parent (the original process); we continue
executing, knowing that we're not the parent of the second child. */

exit(0),

5. Su twong tranh

Su chay dua (race) xuét hién khi nhiéu TT c6 thuc hién mot viée gi d6 trén dir liéu
chia sé ma két qua cudi ciing phu thudc vao thir tu trong d6 cac TT chay. Tao TT bang fork()
¢6 v& nhur 12 sy gieo rc twong tranh néu c6 mét logic nao do an hay tuong minh, phy thude
vao TT bd hay TT con s& chay trudce sau khi fork(). Thuc té khong thé dy doan trude TT nao
s€ chay trugc va cho du la biét, thi diéu gi s€ xay ra khi TT bat dau chay lai phu thudc vao tal
hé théng ciing nhu vao thuat toan 1ap biéu cua kernel.

Trong vi du trén (fork2.c) twong tranh ¢6 xu thé xay ra khi TT con th hai d in xong
s6 PID ctia TT b6. Néu TT con tht hai chay trudce TT con thir nhat thi TT bd sau d6 s& 1a TT
con thtr nhat. Ntru TT con thir nhat chay trudc va c6 du thoi gian dé exit() thi TT bd ciia TT
con thir hai s& 1a TT init cta hé théng. Cho du dung sleep() ciing chua c6 gi ddm bao. Niru hé
qua ban TT con thir hai s€ tiép tuc thuc hién sau khii sleep(0 két thic, trude khi TT con tha
nhét ¢6 co hoi dé chay.

M6t TT mudn doi TT con két thuc, s& phal dung wait(). Nuru TT con muén doi TT bd
két thac, (nhu trong vi du fork2.c), vong doi sau day c6 thé st dung dén:

while (getppid() !=1)
sleep(1);
Vén dé ki thuat ¢ day 1a CPU bj dung nhiéu cho quay vong (polling) vi sau mdi gidy, trinh goi
s¢ duoc danh thic 1 1an dé thyc hién kiém tra (!=1). Dé loai trir tuong tranh va quay vong s&
can dén mot kiéu tin hiéu, hay mot kiéu lién lac giita cac TT nao d6 (co ché IPC chang han).
Kich ban thuong dién ra giita TT b6 va TT con nhu sau: sau fork(), ca hai TT s& lam
viée gi d6 (vi du: TT bd cap nhat tép log véi s hiéu méi ctia TT con, TT con dI tao mot tép
cho TT bd). Trong trudng hop nay ta can dé mdi TT ndi cho TT kia viéc né 1am di xong va
mdi TT doi TT kia xong viéc trude khi mdi TT tiép tuc.
M0 hinh d6 nhu sau:

(tellwait2.c)
#include <sys/types.h>
#include "ourhdr.h"

static void charatatime(char *);

int
main(void)
{
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pid t pid;
TELL WAIT(),

if ( (pid = fork() < 0)

err_sys("fork error”);

else if (pid==10) { /*TT con sé lam gi ddy ...*/
TELL PARENT (getppid); /*Néi cho TT bé la di lam xong*/
WAIT PARENT(); /*Dgi TT bé, parent chaytrwéc */
charatatime(" output from child\n"); /*TT con tiép tuc vigc ciia minh*/
exit(0);

Jelse

{ /% TT bé lam viéc ciia minh*/
charatatime(" output from parent\n'’);
TELL CHILD(pid); /*noi cho TT : ... con da lam xong*/
WAIT CHILD(); /*dgi TT con*
charatatime(" output from parent\n''); /*TT tiép tuc cong viéc/*/
exit(0);

/

exit(0);

/

static void
charatatime(char *str)

{
char  *ptr;
int c;
setbuf(stdout, NULL), /* set unbuffered */
for (ptr = str; ¢ = *ptr++; )
putc(c, stdout);
/

Khi chay trinh trén,ta s& c6 dau ra nhu mong mudn, ma khong cé su xen ké khi in ra man
hinh tir hai TT. Néu phan in dam thay doi nhu sau:

if (pid==0) { /*TT con sé lam gi ddy .../
charatatime(" output from child\n"); /*TT con tiép tuc viéc ctia minh*/
TELL PARENT (getppid); /*Noi cho TT bo la da lam xong*/

exit(0);
Jelse
{ /% TT bé lam viéc ciia minh*/
WAIT CHILD(); /*doi TT con™/
charatatime(" output from parent\n'’);
exit(0);
/

thi TT con s& chay trudc.
TELL WAIT(), TELL PARENT(), TELL CHILD(), WAIT PARENT(), WAIT CHILD() la
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cac ham sau, st dung co ché IPC pipe dé trao doi thong diép giita cac TT:

#Hinclude "ourhdr.h"

static int pfdil[2], pfd2[2];

void
TELL WAIT()
{
if (pipe(pfdl) < 0 || pipe(pfd2) < 0)

err_sys("pipe error”);

/
void
TELL PARENT(pid t pid)
{
if (write(pfd2[1], "c", 1) I=1)
err_sys("write error”);
/
void
WAIT PARENT(void)
{
char c¢;
if (read(pfdi1[0], &c, 1) I=1)
err_sys("read error");
if(c!="p)
err_quit("WAIT PARENT: incorrect data");
/
void
TELL CHILD(pid t pid)
{
if (write(pfdl[1], "p", 1) |=1)
err_sys("write error”);
/
void
WAIT CHILD(void)
{
char c¢;
if (read(pfd2[0], &c, 1) I=1)
err_sys("read error");
if(c!='c)
err_quit("WAIT CHILD: incorrect data");
/
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6. GHT system()

Mot cach tién loi dé cho chay mdt Iénh bén trong mot chuong trinh, 1a dung ham
function(). Tuy nhién ham function() c6 mot so dic diém, 1a hoat dong ctia ham phu thude
vao h¢ thong, khong c6 giao dién voi h¢ di€u hanh, chi giao dién voi shell.

#include <stdlib.h>
int system (const char *cmd string);

Néu cmdstring 1a con trd NULL, thi ham s& tra vé gia tri khac 0 chi khi 1énh xéc dinh ton tai.

Mo hinh kién tao khi chay system() nhu sau:

5 . fork ! fork !

. lagin shell L : e fbindsh e fbindzrnd E

E | e¥ec | BXEC !
Nhdm cde TT ndn Nhdm cde TT nén

Eki rhic Ridn syesen)

Thuec té, system() 1a trién khai ap dung ctia fork() va exec() ciing nhu waitpid(), do d6

gia tri tra lai s€ c6 khac nhau:

(a) Néu fork() khong thanh cong hay Waltpld() trd lai error ma error d6 khac véi
EINTR, system(O s& tra lai -1 v6i s6 hiéu errono cho biét 18i do;

(b) Néu exec() c¢6 15i (suy ra 1a shell khong thé thuc hien dugc), gia tri tra lai s&
nhu thé shell thuc hién mot exit(127);

() Trong cac truong hop con lai, ba ham (fork() exec() va waitpid()) déu thuc
hién duoc, gi tri tra vé tir system() 1a két qua két thiic cua shell, theo dinh
dang xac dinh trong waitpid().

Vi du: (system.c)
Str dung system() dé chay mot 1énh trong hé

#include <sys/types.h>

#include <sys/wait.h>
#include <errno.h>
#include <unistd.h>
int
system(const char *cmdstring) /* version without signal handling */
{
pid_t pid;
int status;

if (cmdstring == NULL)
return(1); /* always a command processor with Unix */
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if ((pid = fork()) < 0)

{
status = -1;  /* probably out of processes */
/
else
if (pid == 0)
{ /* child */
execl("/bin/sh", "sh", "-c", cmdstring, (char *) 0);
_exit(127); /* execl error */
/
else
{ /* parent */
while (waitpid(pid, &status, 0) < 0)
if (errno != EINTR)
{
status = -1, /* error other than EINTR from waitpid() */
break;
/
/
return(status);

/

Gia str tén chuong trinh 14 system, tai ddu nhéc ta co:
$ system — Is
thi:

1. shell hé théng tao ra mot TT moi (fork()) dé chay Iénh “system —Is” dua vao;

2. dé chay duogc can c6 mot shell cia nguoi dung, phal exec(“bin/sh”);

3. bin/sh tao mot TT khéc (fork()) dé chay “Is —1” bang exec(*/bin/Is —17).

Vi du trén chua dé cap toi sir li signal. Trong 1énh execl() c6 tuy chon —c 1a dé lay dbi dau vao
tiép theo (-1), (char *) 0) théng bao két thic x4u 1énh dua vao.

C6 gi khac biét khi ta khong dung shell dé chay 1énh? Trong truong hop nay ta phal
dung execlp() ( execlp (const char *filename, const cha *arg0, ...,/* (char *) 0%/)), thay cho
execl() va s& phal dung bién PATH ( tya nhu dung shell), phal xt 1i két thuc xau dé sau do
goi execlp(), va khong thé sir dung cac ki tu metal ctia shell. Cong viéc xem ra c¢6 phan phirc
tap hon !

Tai day, dung _exit() dé loai trir viée tao tép tir ndi dung cua cac cac by dém I/O chuin
da sao chép tir TT b sang cho TT con.

Vidu tiép theo cua system() c6 quan tam t41 xur li signal:, kich hoat Iénh soan thdo van ban
“/ed”, 1a mot trinh tng dung c6 st dung co ché trong tac qua viéc dén signl va thoat khoi
signal khi g0 tir ban phim DEL, Ctrl C:

#include <sys/types.h>
#include <signal.h>
#include "ourhdr.h"
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static void sig _int(int), sig_chld(int);

int
main(void)
{
int status,
if (signal(SIGINT, sig_int) == SIG_ERR)
err_sys("signal(SIGINT) error");
if (signal(SIGCHLD, sig chld) == SIG_ERR)
err_sys("signal(SIGCHLD) error");
if ( (status = system("/bin/ed")) < 0)
err_sys("system() error");
exit(0);
/

static void
sig_int(int signo)
{
printf("caught SIGINT\n");

return,

/

static void
sig_chld(int signo)

{
printf("caught SIGCHLD\n");
return,

7. Kich hoat mgt chwong trinh

GHT exec s& kich hoat mot chwong trinh khac, phu 1én khong gian by nhé cua TT gbe
bang ban sao cta tép thyc thi. Noi dung ctia user - level context c6 trudc exec sau d6 khong
truy nhap duoc nira, ngoai trir cac théng sb clia exec ma kernel di sao chép tir khong gian dia
chi cii sang khong gian dia chi méi. PID ciia TT cii khong d6i va TT méi do exec tao ra s&
nhan PID do.

execve (filename, argv, envp)
filename:tén t&p thuc thi s€ kich hoat,

argv:  trudng cac con tro ki tur trd vao cac xau két thiic bang ki tu NULL. Cac xau
nay tao thanh danh sach d6i dau vao cho TT mdi dugc tao.

envp:  con trd trd vao cac xau ki ty tao thanh moi trudong cia t&p thuc thi.
Trong thu vién C c6 sdu exec nhu sau:

execl (const char * pathname, const char *arg0, ... / * (char *) 0 */);
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execv (const char * pathname, char *const argv[ |);

execle (const char * pathname, const char *arg0, ... /*( char *) 0, char *const envp [ ]

*/ )’.
execve (const char * pathname, char *const argv[ |, char *constenvp [ ] );
execlp (const char * filename, const char *arg0, .../ * (char *) 0 */);
execvp (const char * filename, char *constargv[] ),
Pé d& nhé dung bang sau:
Ham DPuong dan | Tén tép thuc | Danh sach dbi | argv[] | environ | envp [
thi ]
execl V v N
execlp |V \ \ \
execle \ \
execv \ v \
execvp V V \
execve | v \
p 1 \% e

Céc chur cai c6 y nghia nhu sau:

p: ham lay dbi filename va dung bién mméI truong PATH dé tim tép thyc thi;
l: Ham léy mét danh sach cac d6i 1a sy loai trir 1an nhau véi v;

V! ham 1dy déi ¢ argv[ 1;

e: Ham ldy d6i moI trudng tir envp[ ] thay cho méI trudng hién hanh.

Khi mét chuong trinh dung dong 1énh:

main(argv, argv)
thi trudng argv 12 ban sao cta thong sb argv cho exec. Cac xau ki tu trong envp ¢ dang
name = value” va chtra cac thong tin hitu ich cho chuong trinh (chang han user’s home
directory, duong dan tin t¢p thuc thi). TT truy nhap cac bién moi trudng cia n6é qua bién tong
thé environ dugc khéi dong bang chu trinh thyc thi (routine) cua C.

exec()
input: 1. file name
2. parameter list
3. environment variables list

output: none
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.get file inode(namei()),
verify file is executable, user has permission to execute;
.read file header, check that it is a load module;
.copy exec parameters from old address space to system space;
for (every region attached to process)
detach all old region;
for (very region specified in load module)

{

allocate new regions,

attach the regions;

load region into memory if applicable;
/

.copy exec parameters into new user stack regions;
.special processing for setuid programs, tracing;
.initialize user register save area for return to user mode;
.release inode of file;

/
Duéi day 1a dang cua tép thuc thi trong FS thuong dugc tao ra bang hop ngir (assembler) hay
trinh nap (loader):

1. Primary Header: cho biét co bao nhiéu phan (seclzon) trong tép, dia chi dau dé thuc

hién, magic number 13 mot sb nguyén ngan cho biét kiéu cua tép thyc thi, (1a tép kha
nap...) giup kernel phan biét cac dac trung chay trinh (run time) cta tép.

2. Section header: md ta moi phan trong tép, cho kich thudc ciia phan d6, dia chi ao khi
phan do chay trong h¢ va cac thong tin khac.

3. Phan data: chrfmg han 1a text, dugc nap vao khong gian dia chi ctia TT.
4. Other information: cac bang biéu tugng (symbols), cac dit lidu khac (cho debug chang
han).
Béi vi cac thong s6 cho exec 1a dia chi cia cac xau ki tu trong khong gian dia chi cua user,
kernel copy cac dia chi do cling nhu cac xau ki tu vao khong gian cta kernel (thong thuong la
vao kernel stack).
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! magic number
Frirmary Header number of section
imitial register wvalue=s
. secticon twpe
Section 1 Header section size
wirtmal addrae=s=s
Zection 2 Header section twpe
section =ize
wirtual addre==
Section nm Header section twpe
section =ize
wirtual addre==
Sectiam 1 data (v du s best)
Sectian 2 data
Section n data
Other information

Cach don gian nhét dé sao chép cac thong sb vao user level context méi 1a dung
kernel stack, tuy nhién do cac thong sb c6 d6 dai khong biét trudc duogce trong khi stack 6
gidi han, nén co thé s& dung mdt trang nao do dé thuc hién.

Sau khi copy céc thong sb kernel s& giai phong cac mién bo nhé cii ciia TT, cap mién
mai cho chuong trinh méi, nap ndi dung cua tép thuce thi s€ kich hoat vao céc mién do, khoi
dong cac data cta chuong trinh. Cudi cing kernel cip phat mién user stack cho TT, copy céc
thong sb tam luu noi trén vao user stack, chuan bi user context cho user mode. Kernel thuc
hién tiép mot s6 cac xur 1i dic biét dé thuc hién setuid: dit cac truong effective user ID trong
procces table entry twong Gmg v6i TT, va trong u_area vao sd dinh danh cta ngudi sé hitu
tép thyc thi. (Xem setuid() & phan sau).

Cudi cung kernel chuan bi cac gia tri cua cac thanh ghi trong register context cia TT dé sau
nay tré ve user mode. Kernel két thuc thudt toan, exec, TT chuyén sang thyc hién ma cua
chuong trinh méi.

exec thyc té bién d6i TT goi (calling procces) thanh mot TT méi. TT méi duge xdy dung tir
tép thuc thi. Khong gian dia chi cia TT cii bi ghi dé béi TT madi nén TT goi khong co6 return
khi exec thanh cong, ma thyuc hién ma cta chuong trinh méi. Tuy nhién PID khéng thay déi,
ciing nhu vi tri cia TT trong File table ciing khong thay déi, ma chi c6 user level context ciia
TT d4 thay d6i dé phu hop voi méi truong cia chuong trinh duoc kich hoat.

Vi du:

main()
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{
int status;
if (fork() == 0)
execl(* /bin/date”, date*,0),
wait(&status),
/

Ngay lap tirc sau khi TT b va TT con thuc hlen xong GHT fork() chung s& doc 1ap thuc
hién. Khi TT con di vao kich hoat exec() thi mién ma cta né gdm cac 1énh chuong trinh, mién
data c6 xau “/bin/date”, “date”, stack co céac gia tri cho no, s€ bi day di (pushed) dé thuc hién
GHT exec. Tai user level, kernel tim tép thuc thi “date”, kiém tra céc tiéu chi (trong header)
va sao xau ”/bin/date” va “date” vao hé thong, giai phong cac mién nhé TT con da dung, xin
cap phat khong gian mai cho chuwong trinh méi, copy ma cua tép “date” vao mién text, data
vao mién data (= nap chuong trinh méi vao b nh¢). Kernel tai xdy dung danh sach cac thong
s6 va dit vao stack. Cong viéc ma exec can lam dd xong, GHT exec két thuc, TT con khong
thuc hién ma chuong trinh cii nita ma thyc hién chuong trinh méi “date”. Trong khi d6 TT bd
wait() & TT con chay xong “date” va nhan két qua qua bién status.

Céc TT thong thuong kich hoat exec sau khi thuc hién fork. TT con sau fork sao chép
khong gian dia chi cia TT bd, va loai bo dia chi d6 khi exec, thuc hién mot chuong trinh khéc
v6i cai ma TT bd thuc hién. Liéu c6 nén phéi hop hai GHT nay [am mot dé kich koat mot
chuong trinh va chay chuong trinh d6 nhu mot TT méi ? Hay xem thém Ritchie, D. M., “The
evolutzon of Unix Time-sharing System”. Tuy nhién vé chirc ning, fork va exec tach biét lai
rat quan trong. Boi cac TT ¢6 thé thao tac cac mo ta tép vao va mo ta tép ra chuan mot cach
doc lap dé tao pipe thuan loi hon 1a khi hai GHT nay dugc két hop lam mot.

Cho t6i nay ta da gia dinh rang mién fext va data ciia TT dang chay 1a tach biét. Diéu
do mang lai cac thudn loi nhu: bao vé mién va chia sé mién: kernel c6 thé phdi hop voi
hardware (MMU) dé loai trir mién bi ghi dé (do sai trong quan li dia chi). Khi nhiéu TT cung
thuc hlen mdt chuong trinh, chiing s& chia sé text dé chay vdi cac con tro 1énh riéng ciia mdi
TT, tiét kiém bd nhd. Trong qua trinh thuc thi exec, kernel s& kiém tra tép thuc thi kha nang
share qua magic number va share text cho cac TT khéc.

Vi du cua exec: (execl.c)

#include <sys/types.h>
#include <sys/wait.h>
#include "ourhdr.h"

char  *env_init[ | = { "USER=unknown", "PATH=/tmp", NULL },

int
main(void)
{
pid t pid;

if ((pid = fork()) < 0)
err_sys("fork error");

else if (pid == 0) {  /* specify pathname, specify environment */
if (execle("/home/SV1/bin/echoall”,
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"echoall", "myargl", "MY ARG2", (char *) 0,
env_init) < (0)
err_sys("execle error");

/
if (waitpid(pid, NULL, 0) < 0)
err_sys("wait error");

if ( (pid = fork()) < 0)
err_sys("fork error");
else if (pid == 0) {  /* specify filename, inherit environment */
if (execlp("echoall”,
"echoall", "only I arg", (char *) 0) < 0)
err_sys("execlp error");

exit(0),

8. Dinh danh ngwoi dung cia mot TT
8.1. S6 dinh danh nguwoi diing

- Pinh danh cta nguoi dung thyc (real user UID): day 1a ma hi¢u nguodi dung trén hé,
da khoi dong tién trinh.

- PBinh danh cta nguoi dung hi¢u qua (effective UID); day 1a ma hiéu dugc hé théng
st dung dé kiém soat truy nhap, n6 co6 thé khac voi dinh danh cua nguoi dung thuc, dac biét
trong trudng hop cac chuong trinh c6 1ap bit “setuid”.

- Pinh danh ctia nhém thyc (real group user): mdi thanh vién thuc phal thudc mot
nhom thyc, moi nhém cé mot so dinh danh 1a real group user (RGID).

- Pinh danh ctia nhom hiéu qua (effective UID): dy 1a ma hiéu duoc hé thong sir
dung dé kiém soat truy nhép: no6 c6 thé khac véi nhom thuc, dac biét trong truong hop céac
chuong trinh c6 lap bit “setgid”.

- Danh sach cac dinh danh nhom: mét ngudi sir dung dong thoi cé thé thudc nhidu
nhom va kernel giit mot danh sach gdm cac nhom két hop véi mdi tién trinh dé thuc hién
kiém soat truy nhap. ( & hé diéu hanh Linux, mét tién trinh ¢ thé ¢ dén 32 nh(')m)

S6 dinh danh nguoi dung (user ID, viét tat UID) trén hé 1a mot gia tri s6, ma hé dung
dé nhan biét ngu’orl ding. S6 nay phat sinh khi ngu:(n quan tri tao mot nguoi dung mdi va sao
cho khong c6 s6 trung lap, va khong thé thay doi. Kernel sir dung UID dé kiém soat cac
quyén han ma user c6 trén hé théng. Root hay superuser ¢c6 UID = 0 va c6 cac dic quyén ma
cac ngudi dung thong thudng khong co. Thuc té user ¢6 hai sé dinh danh va c6 lién quan khi
chay chuong trinh va kernel két hop hai s6 dinh danh d6 vao cho mot TT ddc 1ap voi s6 dinh
danh cua TT (PID):

real user ID va effective user ID

- s6 dinh danh ngudi dung thuc (real user ID) cho biét ai cho chay mot TT;

- s6 dinh danh ngudi dung c6 hiéu luc (effective user ID) dung dé xac dinh quyén so
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hiru cho mét tép méi tao, dé kiém tra quyén truy nhap, quyén goi tin hiéu cho mot

TT bang kill().
Kernel cho phép mot TT thay ddi effective UID khi TT kich hoat (exec) chuong trinh setuid()
hay thyc hién GHT setuid(). Thong thuong effective user ID = real user ID.
setuid() 1a mot tép thyc thi thuc hién dua bit setuid trong truong quyén truy nhap ctia TT 1én:
kernel 1ap trudng effective user ID trong proccess table cua TT va u_area cua TT thanh ID
cua nguoi s¢ hitu té€p. PE phan biét hai trudong nay, hay goi trudng trong proccess table 1a
saved user ID va thuc hién minh hoa:

setuid(uid)
Trong d6: wid 1a mot user ID m&i va két qua phu thudc vao gia tri hién tai cua effective UID:
- Néu effective user ID cua TT goi 1a superuser, kernel s& lap lai truong effective user va
real user trong proccess table va u_area.

- Néu effective user ID cua TT goi khong phai 1a superuser, kernel sé& 1ap effective user ID
trong u_area la uid néu uid c6 gia tri cua real user ID hodc cac gia tri cua saved user ID;

- Céc truong hop khac bdo 16i.

N6i chung TT con thira ké real user ID va effective user ID tir TT bd trong qua trinh fork va

duy tri cac gia tri cua TT qua GHT exec.

effective user ID trong u_area 1a két qua ctia GHT setuid() hodc cua viéc thuc hién setuid

trong exec va setuid() chiu trach nhiém dinh doat quyén truy nhap té€p. Cac TT dung gia tri &

saved user ID dé khoi phuc lai effective user ID.

Trinh login ding dé vao hé 1a chuong trinh dién hinh sir dung GHT setuid(). Login 1ap user

root (superuser) va chay bang root effective user ID, sau d6 doi user bat ki gd tén login va

mat khau, ti€p theo do kich hoat setuid() dé lap real user 1D va effective user ID cho user

dang login vao may (user d6 c6 trong danh sach /etc/passwd). Cuoi cung trinh login dung

exec d¢ chay shell bang real user 1D va effective user ID da lap cho user do.

Trinh mkdir() cing dung setuid(), nhung chi cho effective user ID superuser ma thoi. Dé cac
user khac c6 kha nang tao thu muc, thi mkdir 1a mot trinh c6 setuid s& hiru bdi root, khi chay
s& ding quyén han cta root tao thu muc cho user, sau d6 thay doi nguoi so hiru, quyén truy
nhép thu muc cho user do (real user).

Hay thir voi trinh sau ddy bang hai user khac nhau, mot ngudi tén maury cé tép cua
minh 12 tép maury, ngudi kia mjb c6 tép 1a mjb va déu 1a tép c6 thudc tinh “chi doc”.
Chuong trinh dugc dich boi maury va la ngudi so hiru trinh do.

#include <fcntl.h>
main()
{
int uid; /*value of real user ID*/
int euid; /*value of effective user ID*/
int fdmjb, fdmaury, /* file descriptors™/
uid = getuid(),;/*get real UID*/
euid = geteuid(); /*get effective UID*/
printf(“uid = %d euid = %d \n ", uid, euid),
fdmjb = open(“mjb”, O RDONLY);
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fdmaury = open(“maury”, O_RDONLY),
printf(“‘fdmjb = %d fdmaury = %d \n”,fdmjb, fdmaury);
setuid(uid);
printf(“after setuid(%d): uid = %d euid = %d \n”, uid, getuid(), geteuid());
fdmjb = open (“mjb”,0_RDONLY),
fdmaury = open(“maury”,O_RDONLY);
printf(“‘fdmjb = %d fdmaury = %d \n”,fdmjb, fdmaury);
/*reset effective UID*/
setuid(euid);
printf(“after setuid(%d): uid = %d euid = %d \n”, uid, getuid(), geteuid());
/
Gia st ID cua abce la: 5088, ID cua xyz 1a 8319.
Khi user tén 12 mjb chay trinh, két qua nhu sau:
Uid = 5088, euid = 8319
fdmjb = -1 fdmaury = 3 /*=-1 khéng c6 quyén truy nhdp tép*/
after setuid(5088). uid = 5088 euid = 5088
fdmjb = 4 fd fdmaury = -1
after setuid(8319): uid= 5088 euid = 8319
Khi user tén 13 maury chay trinh, két qua mhu sau:
uid = 8319  euid=8319
fdmjb = -1 fdmaury = 3 /*=-1 khéng c6 quyén truy nhdp tép*/
after setuid(8319). uid = 8319 euid = 8319
fdmjb = -1 fdmaury = 4
after setuid(8319): uid= 8319 euid = 8319
Chuong trinh cho thay hiéu tng do setuid() tao ra trén cac tép c6 ché do s hiru khac nhau, va
c6 ich khi chia s€ cac t¢p cho ngudi khac sur dung.
8.2. 86 dinh danh nhém ngwoi diing
Nhom trong Unix duoc ding dé noi 1én su lia chon hay tap hop cia mot sé nguoi dung co

kha nang chia sé tai nguyén (tép, tu liéu, tng dung . . .), sau d6 hé thong s& gan cho mot gia
tri s0.

9. Cdc Iénh lién quan t6i sé hivu va quyén trén tép
91. Thay d6i quyén trén tép:
# chmod u+x féntép
# chmod g+wx o+wx téntép
# chmod g-rwx téntép
9.2 Poi twgng truy xuit tép: u (user), g (group), o (other)
Nhém cta dbi twong: khi ngudi quan tri tao mot user méi, thi ngudi d6 s& gan user
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vao mot nhém nao d6 bang cac cach sau day:
# groupadd tén_nhom_mdi_tao
# useradd tén_user moi
# useradd tén_ciia_user -g tén_nhém -d tén_thw muc_home ciia_user -p mdt_khdu
1. Cap quyén sir dung thu muyc cho user, tac dung cho tit ca user
# chmod o-w /home/abc
2. Chia s¢& thu muc cho nhom céc user, tdc dung: chi cho mot nhém
# chgrp tén_nhom /home/abc
3. Thay d6i nguoi so hiru, tac dung: duy nhat mot user cu thé

# chown tén_user /home/abc

10. Thay déi kich thwéc ciia TT
TT c6 thé diéu chinh mién dif liéu (data region) bang

brk(endds)
Trong d6: endds 1a gia trj dia chi 4o cao nhit cia mién dit liéu cua TT.
Phién ban khéc cta 1€nh nay la:

oldendds = sbrk(increment)
Trong do: increment s& xac dinh sb bytes thay doi,

oldendds gia tri trude khi thuc hién sbrk();

brk()
input:  new break value

output: old break value

lock process data region,
.If (region size increasing)
if(new region is illegal)
{
.unlock data region,
.return(error);
/
.change region size (growreg()),
.zero out addresses in new data space;

.unlock process data region;

11. Shell
Chung ta d4 c6 cac ham chirc ning dé thao tic mot TT, va ciing c6 nghia c6 thé mo ta
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hoat dong cua shell. Shell da c6 dé cap & dau phan vé TT, tuy nhién shell trong dbi phtc tap.

Hay tim hiéu qua vi du: Shell doc dong 1énh tir diu vao chuan (stdin, stdout 13 cac tép c6 cho
moi TT trong file descriptor cia mdi TT, va gan cho terminal dé thyc hién shell login), thong
dich theo luat cd dinh. Néu x4u dau vao 1 cac 1énh bén trong ctia hé (built - in commands),
shell tao TT dé thuc hién, néu khong phai, shell gia dinh do6 1a tén ctia mét tép thuce thi cua
user, shell ciing tao TT dé thuc hién.

shell tao TT con (fork()), TT con nay s€ goi mdt trong cac execs, kich hoat 1énh user dua vao.
TT b0, ttrc shell, ma user st dung s€ wait() cho to1 khi TT con exit va vong 1dp nhan 1€nh bat
dau tir dau.

Unix Shell

L!J/

Carrmand —I
|o|1:r|—|u| d H t . 1 .
= y fREGINRM F—r interpreter . :r'::e; . Hrbesnac)
ser
enter cmds
Vi du:
Shell x1r 1i 1énh dua vao voi pipe: dau ra cua Iénh Is chuyén qua pipe téi dau vao cua lénh we:
$is-1|we
Fixd|we
(creat= apipe]
Im = 11 ] T* = xhall
wirita ko plpe read from gt uralt

plpe lo we

Chu trinh chinh cua shell: mo6 ta qua trinh thuc hién dong 1énh trén
/* shell doc dong lénh do user dwa vao cho toi khi co End of File*/
/* shell lam phan tich dong lénh dwa vao dé ¢ stdin:*/
while (read (stdin, buffer, numchars))
{
/*phdn tich lénh*/
if (/* dong lénh co chira &, chay background®/)
amper = 1; /*c6 &, bién amper dit = 1, shell sé start tir*/ /*dau*/
else
amper = 0;
/*lénh khong thudc ngon ngu cua shell:*/
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if (fork() ==0) /* tao TT con dé thirc hién cdc bude tiép theo*/
{
/* 1. Lénh co doi hwong vao ra I/O?: */
if (/* redirect output */)
{
fd = create (newfile, fmask),
close(stdout);
dup(fd);
close(fd),
/* dau ra da doi huéng*/
/
if (/* piping */) /*lénh co dung pipe: Is -l | we */
{
pipe(fildes),
if (fork() == 0) /* tao TT chau dé thuc hién lénh */
/*ddu: Is -1%/
{
close(stdout);
du(fildes[1]);
close(fildes[1]),
close(fildes[0]),
/*ddu ra stdout ciia 1énh thir nhdt chuyén vao pipe*/
/*TT con kich hoat exec dé thuc hién Iénh:*/
execlp(commandl, commandl,0),
/
/ *TT bo tiep tuc lénh thir hai we*/
close(stdin),
(fildes[0]),
close(fildes[0]);
close(fildes[1]),
/*dau ra cua pipe -> stdin*/
/
execve(command2, command?2, 0); /* thuc hién lenh we */
/
/*TT bo tiép tuc chay tai day... hay doi TT con (wc) két thiic néu can™/
if (amper ==0) /*khong phai lénh co &*/
retid = wait(&status),
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/

/*shell quay vé ddau nhdn lénh khdc ciia user*®/

12. TT boot va init

Pé dua hé vao hoat dong cin qua budc khai dong, goi 1a “bootstrap™:

bat nay,

nap chuong trinh méi (hardcoded bootstrap: vi 1énh ¢6 ma & phan ctng);

bootstrap chay, mdi mot chuong trinh khéc (loader) (Unix: doc boot block: 0 ciia dia va
nap vao

bo nho);

loader thyc hién: nap Hé diéu hanh tir FS Xuéng (Unix: “/unix”);

bootstrap hoan tat, chuyén diéu khién cho HPH (Unix: kernel chay):

. kernel khoi dong cac cdu truc dir liéu hé thong: buffers, inodes, page table, file table,
process table, region table,...;

. mount FS trén root (“/”);

. tao moi trudng cho TT s6 0 (tao u_area, khoi dong dau vao cho TT 0 trong procces
table, root 1a thu muc cua TT 0...;

. chuyén sang chay TT 0 trong kernel mode, tao TT 1 véi context cia nd (user va kernel
context), TT 1 chay trong kernel mode, copy ma cua kernel, tao user - level context cho
no; TT 0 di nga va thanh swapper.

. TT 1 “return” tr kernel sang user mode, thuc hi¢n ma vira sao chép tur kernel. TT 1 tro
thanh TT & user level, TT 0 1a kernel level chay trong kernel; TT 1 goi exec thuc hi¢n
chuong trinh “/etc/init”. Tu day TT 1 c6 tén 1a 7T init.

Boot system start

Input:  none

Output: none

init all kernel data structures;
pseudo - mount of root;
hand - craft envirinment of proccess 0;
fork proccess 1:
{
/XTT 1 o day*/
allocate regions;
attach region to init address space;
grown region to accommodate code about copy;
copy code from kernel space to init user space to exec init;

change mode: return from kernel to user mode,
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/*init khong quay lai ddy nita vi da chuyén mode, */
/*init thiee hién “ /etc/init* bang exec va tro: thanh user process*®/
/*binh thuong®/

/

/*TT 0 tiep tuc*/

fork kernel processes,

/¥TT 0 kich hoat swapper dé quan Ii b nhé va thiét bi nhé (dia)*/

/*TT 0 thuong la ngii néu khéng cé gi dé lam*/

execute code for swawapper algorithm;

TT init 13 mot TT diéu vén (dispatcher), khéi dong cac TT khac qua “/etc/initab”, khai dong
cac ché do chay may (vi du: multi-user state (2)), khoi dong cac TT gettys, login shell... init
con thuc hién wait() ki€m soat cac TT da chét, thu hoi tai nguyén...

Céc TT trén Unix:
- thong thuong 13 TT cua user, két hop véi user tai terminal
- hay daemons (céc trinh dich vu khong két hop véi user nao chay ngdm) nhung ciing

giéng nhu cac TT user khac, chay ¢ user mode thuc hi¢n cac GHT dé truy nhép cac dich
vu hé thong,

- hay TT kernel chi chay trong kernel mode. TT 0 phat sinh ra cac TT kernel dé sau d6
chuyen thanh TT swapper. Cac TT kernel tuong tu cic TT daemon & chd chiung cung
cap rong rai cac dich vu hé thdng, nhung cac TT nay lai c6 kha ning kiém soat dugc mirc
d6 uu tién thyc hién boi ma ciia chiing 1a mot phéan cia kernel. Chung c6 thé truy nhap
tryc tiép vao cac thuat toan va co so dir liéu cta kernel ma khong dung GHT, chinh vi
vay cac TT kernel rat manh. Tuy nhién mdi lan stra d6i kernel, thi phai thyc hién dich lai
kernel, trong khi cac TT daemon khong can dich lai.

init (TTsé 1)
Input:  none

Output: none

fd = open (“/etc/init”, O _RDONLY),
while (line_read(fd, buffer))
{
/*read every line of file*/
if (invoked state != buffer state)
continue; /* loop back to while*/
/*state matched™/
if (fork() == 0)
{
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execl(“process specified in buffer”);

exit();

/
/*init process does not wait™*/
/*loop back to while*/

/

while((id = wait((int *) 0)) |=-1)

{
/* check if spawned child died;*/
/*consider respawning it*/
/*otherwise, just continue*/

/

/

Vi du init véi qué trinh login tai t/b dau cudi:

Feitfork mat TT wa thuc
hien exec (" ishin/getty)

¥

goatty wai for
user

¥

qedty read user name
exec"hindogin

¥

fogin read passward

fogin exit() k- do they match

Yes
L 3

logir exec("hinizh'")

¥

&R read and execute
uzer's commnads

¥

&k exitl)

tao TT thuc
hien getty:
doc stdin

Hich hioat
loging)

kiem tra ten va
mat ngu

kich host
uzet's shell

zhell thue hien cac
lenk cus user
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13. Tém tdit va bai tip

Tom tit

Chuong nay dé cap cac GHT thao tac bdi canh cta TT va kiém soat qué trinh thyc hién (chay)
mot TT.

fork() tao ra mot TT méi bang cach nhan ban tit ca cic mién ctia TT bd cho TT con. Phan
tinh vi hon cé cua fork() 1a dé khdi dong saved register context cua TT con sao cho no
khoi dong thuc hién bén trong GHT fork() va ghi nhan rang né 1a TT con.

exit() dung dé cac TT két thic, tra lai cac mién (dia chi, bd nhd) cho hé thong ma TT da
dung va géi tin hi¢u “death of child” cho TT bo.

TT bb c6 thé ddng bo thuc hién véi TT con bang wait();

exec() cho phép mot TT kich hoat mdt chuong trinh, ma (ndi dung) cua chu’orng trinh xac
dinh trong exec() phu 1én khong gian dia chi cua TT gbc: kernel gidi trir cac mién trude
doé cua TT, cap phat cac mién morl tuong Ung cho chuong trinh dugc kich hoat, sau khi
thuc hién xong, khong thé tro vé chuong trinh goc duoc. Vi du:

#Hinclude <stdlib.h>
#include <stdio.h>
int main()

{
printf (““ chay lénh ps bang GHT execlp()\n”);

E TS EZ T

execlp (“ps”, “ps”, “—ax”,0);
printf (““ Sé khéng bao go thue hién dén 1énh nay niva !!!”\n);
exit(0);

Kernel cho phép mot user binh thudng thuc hién chuwong trinh bang cac quyén han ciia cac
user khac bang setuid().

Céc TT kiém soét viéc thyc hién ciia chiing qua GHT signal(). Khi TT chap nhan (xu 1i)
mot tin hiéu, kernel thay doi user stack va user saved register context dé chuyén t6i dia
chi ciia ham chirc nang xir 1i tin hi¢u. Cac TT c6 thé dung kill() dé goi tin hiéu di dén timg
TT hay nhom céc TT qua GHT setpgrp().

Shell va init dung cac GHT chuén dé tao ra cac chirc ning tinh xdo co trong kernel ctia hé.
Shell dung GHT dé thong dich 1énh dau vao, chuyén hudng céc stdin stdout stderror, sinh
ra cac TT, tao pipe giita cac TT phat sinh, dong bo thuc hién véi cac TT con, ghi nhan
trang thai khi cac I¢nh két thic. Init tao ra cac TT khéc nhau, dat biét 1a vai tro kiém soét
két thuc thuc hién cua TT.

Bii tdp
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1. Chay chwong trinh sau tai terminal va sau d6 d6i hudng dau ra tir man hinh thanh tép, so
sanh két qua:
main()
{
printf(“hello\n™);
if(fork == 0)
printf(*“ Bady la ma cua TT con”\n”);
/
2. Liéu c6 thé xay ra truong hop mét cac thong bao néu TT nhan nhiéu signals tirc thoi trude
khi TT c6 co hoi dé phan timg ? (Vi du bang chuong trinh TT dém cac signal ngat n6 nhan
duoc). Li¢u c6 cach giai quyét dé loai bé tinh huong do6 ?

3. Khi TT nhén signal ma khong x1r 1i, kernel tao ra mot t€p toan canh (image) cia TT do
(dump image cia TT: dump core), t€p do goi 1a “core” tai thu muc hién hanh cia TT.
Kernel copy cac mién u_area, code, data, stack cua TT vao tép nay. User sau d6 dung dé
debug TT. Hay tao thuat toan (cac budc) kernel thuc hién dé taora tép nay. Phal lam gi
néu tai thu muc hién hanh di c6 tép “core”? Kernel sé phai 1am gi néu c6 nhiéu TT ciing
dump core ¢ cung mdt thu muc ?

4. Vi du duéi cho thady mot TT “ tAn cong” mot TT khac bang cac signal ma TT kia sé chin
bat. Hay thdo luan xem di€u gi s€ xay ra néu thudt toan xu li tin hiéu thay doi theo méot
trong hai cach sau day:

. kernel khong thay d6i ham xir 1i tin hiéu cho t6i khi user yéu cau ro rang phai thay doi;

. kernel tac dong dén TT dé TT bo qua tin hiéu cho t&i khi user thuc hién GHT signal()
mot lan nira.

#include <signal h>
sigcatcher()
{
printf(“PID %d caught one \n“,getpid());
signal(SIGINT,sigcatcher),
/
main()
{
int ppid;
signal(SIGINT,sigcatcher),;/* TT bo nhdn tin hiéu ngcft*/
if (fork() == 0) /*TT b6 tao TT con*/
/*code cua TT con: */
{/*dé mét khodng thoi gian di cho 2 TT xdc lap*/
sleep(5);
ppid = getpid(); /* ldy pid ciia TT bé*/
/*TT con dung kill() goi SIGINIT*/
/* cho TT bé néu bé con song:*/

146

Huynh Thic Cuéce, Vién CNTT, VKHCN VN, Ha ndi



Pai hoc Dan Lip Thing Long  KIEN TRUC UNIX/LINUX

Jor (:)
if(kill(ppid, SIGINIT) == -1)
exit();
}

/*TT bé ha mire wu tién cia minh: */

nice(10);

for(:;); /* TT bo chay long vong dé ton tai*/
/

5. Mot TT di kiém tra signals khi TT di vao hay ra khoi trang thai ngu, va khi tré vé user
mode tir kernel mode sau khi hoan tat mot goi hé thong hay sau khi hoan tat thao tac ngat.
Tai sao TT khong thé kiém tra signal trong khi dang chuyén vao thyc hi¢n mot goi hé
thong ?

6. Cho mot GHT méi: nowait(pid) trong d6 pid cho sé hiéu ciia TT con cta TT phat sinh ra
GHT nay. Khi thyc hién nowait(pid), TT goi (bo) s€ thong bao cho kernel dung bao gio
doi TT con két thuc (exits), do vay kernel sé don dep ngay slot dau vao cia process table
khi TT con chét (khong dé lai “zombie”. Hay thdo luan gia tri cua nowait() va so sanh véi
viéc dung “death of child” signal. Kernel st dung gial phap nay nhu thé nao?

7. wait() s& tim thiy thong tin gi khi TT con kich hoat exit() ma khong c6 thong sb ? (Tuc 1a
khi TT con dung exit() thay vi dung exit(n)). Néu nguoi lap trinh dung exiz(), thi gia tri gi
wait() cho doi dé kieém tra?

8. Superuser 12 ngudi duy nhét dugce quyén ghi 1én tép “/etc/passwd”. Chuong trinh passwd()
cho phép user thay d6i mat khau ciia minh, va khong cho thay d6i mat khau cta user khac.
Vay chuong trinh nay lam vi¢c nhu thé nao?

9. Khi shell tao ra mot TT méi dé thuc hién mot 1énh (command), 1am thé nao shell biét dugc
do 1a t€p thuc thi? Néu 1a tép thuc thi dugc thi lam theé nao shell ¢6 thé phan biét dugc do
1a tép loai shell script va té€p do comliler tao ra ? Trinh tu chuan xac dé kiém tra cac truong
hop trén 1a nhu thé nao?

10. Khi user go “delete” hay “break’ trén ban phim, thi terminal driver sé gbi interrupt signal
cho tat ca cac TT trong nhom cua login shell. User thuc té da két thiic ca cac TT phat sinh
boi shell nhung lai khong mudn logoff. Vay chuong trinh shell trong chuong nay phai cai
tién thé nao?

11. Chi ¢6 mot TT init 1a TT s6 1 trén hé. Tuy nhién system adminitrator c6 thé thay ddi trang
thai hé thong bang phat dong init. Vi du lic khoi dong hé thong chay ¢ ché do single user
(console hoat dong, cac terminals bi khoa), do vdy adminitrator dua vao 1énh:

# init 2
dé chuyén sang multi-user mode. Shell s& forks (tao TT m&i) va execs (kich hoat) init v&i
thong so 1a 2. Bicu gi xay ra véi mot hé néu chi c6 mot TT init duge phép kich hoat ?
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Chuong IV. Lap biéu va thoi
gian

Trong céac hé phan chia thoi gian, kernel s& phan phdi CPU cho cac TT trong mot khoang
thoi gian nhat dinh (goi 13 fime slice). Khi luong thoi gian nay két thuc kernel s& 1ap biéu
(schedule) chon TT khéc va cap CPU cho TT d6. Chirc ning lap biéu cua Unix dung thoi
gian tuong d6i dé thuc hién mé (code ) ciia mot TT, 1am thong s6 xé4c dinh TT nao s& tiép
theo s& duoc chay. Mdi TT hoat dong déu c6 mirc lap biéu wu tién. Khi kernel thuc hién
chuyén béi canh, kernel s& chuyén bdi canh tir TT dang chay sang bdi canh cta TT c¢6 mirc uu
tién cao nhat. Kernel s& tinh toan lai mirc wu tién coa TT dang thuc hi¢n khi TT ra khoi kernel
mode dé vé lai user mode va kernel thuc hién déu din viéc diéu chinh murc wu tién cua céc
TT trong user mode khi TT dang & trang thai “ready to run”.

Khi ban vé 1ap biéu, cac TT dugc phéan ra lam hai 16p theo nhu cau thoi gian, 1 :

“hidéng I/0” (1/0 bound) c6 nghia TT sir dung nhiéu toi /O va sir dung nhiéu
thoi gian dé doi két qua I/0;
—  Lop thir hai 12 “ huéng CPU” (CPU-bound), 14 16p TT yéu cau nhiéu thoi gian
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CPU.

Tuy nhién ciling c6 cach phan biét khac theo 16p trng dung nhu:

— L&p TT tuong tac (interactive), trong tac thuong xuyén voi user, do do chi phi
nhiéu thoi gian cho nhan ban phim, hay chudt. Khi c6 dau vao TT phal thic day
that nhanh, thoi gian tré trung binh 1a 50 dén 150 ms, néu qua chan, user co hé co
van dé; Cac ung dung nhu soan van ban, shell, dd hoa (tal tao hinh anh) thudc 16p
nay;

— Lép TT xtt 1i 16 (batch), khong can ¢ su can thiép cta user, va thuong chay nén
(background). Do khong can phal c6 dap tng nhanh, nén thudng khong dugc xép
wu tién cao, Vi du loai ndy 14 céac trinh dich (compiler) hay co cdu tim dit liéu
(database search engine), cac tinh toan khoa hoc;

— TT thoi gian thuc (real time), c6 yéu cau rat khic khe, khong bao gitri bi can tré
boi cac TT muc vu tién thip, can dap tng thoi gian that nhanh, va quan trong hon
ca 13 thoi gian dap tmg chi duoc thay d6i & muc tdi thiéu. Cac tng dung nhu
video, 4m thanh, diéu khién robot, thu nhit s6 liéu vat li thudc 16p nay.

Cac chuong trinh thoi gian thyc thuong dugc nhan biét 4n trong thuat toan lap biéu, chir
khong co cach nio phan biét gitia ing dung twong tic va ing dung xur 1i 16. Dé c6 dap tng tot
vé thoi gian cho cac img dung twong tac, Unix thién vé huéng I/O.

Cac TT trong Unix co6 dac thu chen ngang (preemptive), nén khi TT di vao trang thai “sin
sang chay”, kernel s& kiém tra néu sb uu tién ctia nd 16n hon cta TT dang chay, thi TT dang
chay sé& bi ngat (bi chen ngang_preempted), scheduler s& chon TT khac trong cac TT nhu trén
cho chay. TT bi chen ngang khong c¢6 nghia bi treo, chi don gidn 1a TT khong dugc dung
CPU, vi TT van con trong danh sach cac TT chay. Nhiéc lai ( nhu md hinh céc trang thai), TT
chi bi chen ngang khi chay trong user mode. (Tuy nhién trong h¢ thoi gian thuc real time
kernel, TT chay trong kernel mode c6 thé bi chen ngang sau bét ki chi 1énh nao, giéng nhu
trong user mode).

Mot s6 cac TT lai can biét vé thoi gian, vi du 1énh time, date cho thoi gian ngay thang va
gid ctia ngay. Cac chirc ning lién quan ti thoi gian s& ho tro cho cac TT khi ¢6 nhu cau cap
nhat thoi gian ( TT can dat hay tim lai cic gia tri thoi gian TT da st dung CPU v.v ...). Dong
hd thoi gian thue s& ngit CPU trong cac khoang 50 hay 100 lan/gidy (PC intel 14 18,2 1an/s =
54.9 ms). Mbi lan c6 mot ngit nhu vay goi 1a mét clock tick.

Chuong nay sé dé cap t6i cac hoat dong c6 lién quan t&i thoi gian trén Unix, xem xét cach
1ap biéu cho TT, cac ham thao tac thoi gian va ngit dong ho.

1. Lap biéu cho tién trinh

Lap biéu chay trinh trong Unix phai giai quyét cac van dé sau ddy: dap tng thoi gian
nhanh cho TT, thong sudt cho céac xir li nén (background jobs), loai trir mot TT bi ket khong
duoc chay, diéu hoa muc vu tién cta cac TT cd mirc wu tién cao va cac TT cd mirc wu tién
thép va cac van dé khac nita. Tap cac qui luat sir dung dé xac dinh khi nao va lya chon mot
TT nhu thé nao dé chay, g01 1a sach luoc 1ap biéu (scheduling policy). Sach lugc 1ap biéu con
dat nén tang trén sy sap xEp va muc uu tién cua cac TT. Cac thuat toan phirc tap dugc sur
dung dé lay ra dugc muc uu tién hién tai cua mot TT, do 1a gia tri két hop vo1 TT cho biét
viéc TT sé& duoc tién chon dé st dung CPU (TT chay). Trong khi d6 mirc wu tién cta TT lai
c6 tinh dong, duoc thudt toan diéu chinh lién tuc. Nho ¢o vay cac TT bi tir chdi str dung CPU
trong thoi gian dal s& duoc day 1ém murc wu tién cao, nguoc lai TT da dung CPU lau s&
chuyén xudng murc thap. Lap biéu dong thoi ciing xem xét t6i su xép loai TT (nhu néu trén)
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va dic thi chen ngang dé chon TT chay.

Luong thoi gian chay TT ciing 1a mot thong s anh huong rat 16n t6i nang luc thuc thi
(performance) cua toan hé théng. Su lua chon d6 16n (time slice duration) sau d6 c¢6 tinh nhan
nhuong, véi luat 1a chon du 1au néu c6 thé (dé giam thiéu tiéu tén thoi gian cho viée thuc hién
chuyén béi canh tir TT nay sang TT khéc), nhung phal dam bao dép (mg nhanh cho cac TT
(ttrc cac TT cho du 1a 16p nao cling c6 co hoi thuc hién mau chéng). Trén Linux, cac TT khac
nhau c¢6 lugng thoi gian khac nhau, nhung khi TT d4 hét thoi gian ciia n6 thi TT khac sé thay
the.

Mtic vu tién cho mot TT ¢6 hai kiéu:

—  Mic uu tién tinh : ngudi ding c6 thé gan cho cac TT thoi gian thyc va khoan xac
dinh tir 1 dén 99, va b 1ap biéu s& khong bao gio thay ddi gia tri nay;

— Mt vu tién dong: cho cac TT thong thuong; 13 tong ctia cac luong thoi gian (base
priority ctia TT ) va tong s6 tick ciia CPU di troI qua cho TT trudce khi lwong thoi
gian cho TT két thuc.

— B0 lap biéu s& chon TT thong thuong néu khong cé TT thoi gian thyc nao trong
hang doi thyc hién. C6 nghia murc vu tién tinh cho TT thoi gian thuc dét cao hon
TT thong thuong.

Mot macro dinh nghia luong thoi gian co sé (base time quantum) nhu sau:

#define DEF_PRIORITY  (20*Hz/100)

Hz do dong ho ding thoi trong may tinh (timer, timer interrupt) xac 1ap, va dat = 100 cho IBM
PC, do d6 DEF _PRIORITY = 20 tick, tirc khoan 210 ms.
Nguoi dung c6 thé thay doi thoi luong nay bang ham nice() hay setpriority().

Bo lap biéu trong Unix thudc 16p co sé cua cac bo lap biéu cia HPH va lam viéc theo
cach ludn chuyén quay vong da mirc (round robin with multilevel feedback) , co nghia 13
kernel s& cap cho TT mot luong thoi gian, khong cho TT sir dung qué thoi gian da cho, dua
TT vao trd lai mot trong cac hang doi uu tién, sau do lai chon TT néu du diéu kién dé chay
trd lai. Do d6 TT c6 thé c6 nhiéu 1an twong tac qua “vong ludn hdi “ ndy, trude khi nd két
thiic cudc doi ctia minh. Khi kernel thuc hién chuyén doi va khéi phuc béi canh, TT lai chay
tiép tai vi tri TT da bi treo trudce do.

Dudi day 1a vi dy mo hinh kién tric ciia module 1ap biéu va moi quan hé véi cac
module chitc nang khac trong nhan h¢ Linux. Cac module nhé hon bao gom:

1. Module chinh sach 1ap biéu (scheduling policy) nim quyén lya chon TT nao s& st
dung CPU. N6 duoc thiét ké dé thuc thi chinh sach chay TT sao cho tat ca cac TT déu
c6 co hdi su dung CPU.

2. Module kién tric dic trung (4drchitecture-specific) duoc thiét ké dé triru twong hod cac
chi tiét ctia bat ki kiéu kién triic may tinh nao. Module nay chiu trich nhiém lién lac
véi CPU dé treo hay tiép tuc chay mdt TT. Céc thao tac ¢ day thuc hi¢n tdp cac ma
may dé chuyén doi bbi canh ctia mdi TT (procces context) khi TT bi chen ngang
(preempted) cling nhu s€ chay tr¢ lai.

3. Module kién trac doc 1ap (architecture-independent) 1ién lac véi module chinh sach
lap biéu dé xac dinh TT nao s& chay trong thoi gian toi, sau d6 goi module
architecture-specific ¢ phuc hoi lai TT d4 chon, dong thoi module nay s& goi
module memory manager dé dam bao rang viéc khoi phuc lai bé nhd cho TT 1a chuan
Xac.

4. Module ghép ndi Goi Hé thong (System Call Interface) cho phép TT ngudi ding chi
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c6 thé truy nhap t6i cac tai nguyén ma nhan HDH cho phép. Diéu nay s& han ché su
phu thudc cua TT nguoi dung vao cac giao dién da dinh nghia chat ché va it khi stra

d6i bat chip cac sira d6i & cac module khac cuia nhan HDH. Nhu vay TT nguoi ding
(hay chuong trinh ma ngudn C) c6 thé chay trén céc nén tang khac nhau (tinh

portable).
| Programmatic Scheduler Interface |
+ QIS Services
Process Scheduler
M:;:;E; :' Systemn Call Interface IPC
F 5
rYy
"E Architecture Independent !
E Scheduler f |
i 3 | Hetwork
e I " ittt it
H | i
File Systemj+ Architecture Specific Scheduling Palicy
; Schedulers
FY
Kernel
s I J
CPU Hardware

H¢ thong con Lip biéu tién trinh

Vi cac module trén, bo 1ap bicu s€ thyc hién cac thao tac:
- nhan céac ngat, chuyén cac ngat dén cac module twong ung cua kernel dé xu li;

1.1

- g6 signal t61 cho cac TT cua user;

- quan li bd dinh thoi gian (timer) phan cing;

- x4c dinh TT nao sé& chay tiép theo;

- thu don tai nguyén khi mét TT da két thiic hoan hao;
- Cho phép mdt TT nhan ban khi goi fork();

Thuét toan lap biéu cho TT
Duéi tac dong ctia ngat timer, thuat toan s& hoat dong

input: none
output: none

while (no process picked to execute)

{

for (every process on run queue)

r————————————————_—__l

Hon- Kamel
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Kernel Sub-

System

hadule

Multiple
Madules
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pick higest priority process that is loaded in memory;
if (no process eligible to execute)
idle the machine;
/* interrupt takes machine out of idle state™/
/
remove chosen process from run queue;
switch context to that of chosen process, resume its execution,

Ta nhén thay cac TT c6 xu huéng duge chon dé chay phai & cac trang thai “ready to
run in memory” va “preempted” nhu da dé cap trudc day, va TT duoc chon 1a TT c6 muc uu
tién cao nhét. Con cac TT & cac trang thai khac déu khong c6 ¥ nghia dé lua chon. Néu co
nhiéu TT cling ¢6 mirc wu tién nhu nhau, kernel s& chon TT da c6 thoi gian doi lau nhat va
tuan tha theo sach lugc luan chuyen (round robin). Néu khong ¢6 TT nao du diéu kién chay,
h¢ s& nghi cho t6i khi co ngit tiép theo xuat hién xay ra, nhiéu nhét 13 sau mét tick ctia dong
hd. Sau khi thao tac ngit ndy, kernel lai thir sap xép cho mot TT chay.

Linux 2.4.7-10 (Version 7.2), Xem trong mi ngudn.
/*

* /usr/linux-x.y.x/kernel/sched.c
%k

* Kernel scheduler and related syscalls
%

*

Copyright (C) 1991, 1992 Linus Torvalds

* 1996-12-23 Modified by Dave Grothe to fix bugs in semaphores and
* make semaphores SMP safe
* 1998-11-19  Implemented schedule timeout() and related stuff
* by Andrea Arcangeli
* 1998-12-28 Implemented better SMP scheduling by Ingo Molnar
*/
/*'sched.c' is the main kernel file. It contains scheduling *primitives
*(sleep_on, wakeup, schedule etc) as well as a number of simple system
* call functions (type getpid()), which just extract a field from
* current-task
*/

2 Cac thong s 1ap biéu

Mdi dau vao cho timg TT trong proces table c6 mot truong ghi nhan mirc wu tién dé
1ap biéu chay TT. Mtrc wu tién ctia mot TT trong user mode 14 ham s6 cta viée TT hién sir
dung CPU. Cac TT vira st dung CPU xong thi xép loai c6 mirc wu tién thap hon. Khoang xac
dinh muc wu tién c6 thé phan ra lam hai 16p: user priority va kernel priority. Mdi 16p c6 mot
vai gia tri, mdi muc vu tién c6 mot hang doi cho cac TT két hop véi hang d6. Cac TT véi
murc wu tién ctia ngudi dung (user_priority) danh quyén wu tién khi tir kernel mode tré vé user
mode, con cac TT v6i muc wu tién trong kernel (kernel priority) danh dwoc uu tién an co
trong thuat toan ngu (sleep). Mirc user_priority nam dudi mot gia tri ngudng, con mirc
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kernel priority thi trén gid tri ngudng dé va con dugc chia nho nhu sau: TT vdi murc
kernel priority thip s& duoc danh thirc (wake up) trén co s& nhan duoc tin hiéu (signal), con
murc kernel_priority cao hon thi tiép tuc ngi.

Hinh duéi cho thdy ngudng uu tién giira user mode va kernel mode, ranh gigi & day la
“waiting for Child exit” va “user level 0. Cac uu tién c6 tén “swapper”, “waiting for disk
/O™ ... véicac TT di cung 1, 3, 2, v&i muc vu tién dé duoc thé hién trén hinh. C4c mirc user
priority dwgc phén biét 1a “user level 0, “user level 17 ... v&i mirc 0 14 cao nhét.

kernel mode
. 1011 Praccezes
oricrity Friarity levels
awapper - _@
. = iti i P N A WY
KhOﬂg ngat waitingfar disk 110 N v e g
duac
' waiting for buffer  p————— -@--.@
waiting for inode pe——— .@__.@
waiting for TT% input @ @ O @
Ngat ﬁLﬁﬂC waiting for TTY output
waiting for Child exit e @__@
e om e ¥ .. .-
MguEng o tién
A user lewvel 0
user lewel 1 G O O G
uzer level n~~ pe——— _@
user mode
priority

Sap xEp thirtu v tién clia cac TT

Kernel tinh mtrc wu tién cuia TT trong céc trang thai xac dinh nhu sau: Gén mirc vu
tién cho TT dang di vao trang thai ngtl twong Gmg véi mot gia tri cd dinh lién quan t6i 1i do
ma TT di ngu. Su uvu tién khong phu thudc vao céc dac tinh thoi gian chay TT , thay vi, d6 1a
mot hing gia tri ¢ ma hoa cing cho mdi GHT sleep() twong tng voi li do 1am TT ngu. Céc
TT di ngu khi chay cac thuat toan mirc thap va khong tro lai hoat dong trong thoi gian cang
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lau cang c6 xu hudng tao nén su tic nghén hé théng. Vi thé cac TT loai ndy nhan mirc uu tién
cao hon cac TT it c6 kha ning gy tic nghén. Vi du, cac TT ngi va doi hoan tat truy nhap dia
( disk I/O) ¢6 mirc wu tién cao hon la cac TT doi dé c6 dugc buffer (vi 1i do nao d6). Pé 1a vi
cac TT /O nay di c6 buffer, va mot khi thire ddy chiing ¢ du diéu kién dé xu 1i (data tir dia)
va giai phong buffer ciing nhu, ¢6 thé ca cac tai nguyén khac. Hon nita néu cang nhiéu tai
nguyén ma TT sé& giai phong (tra lai cho hé thng), thi cang ting thém co hdi tét cho cac TT
dang doi tai nguyén, lam giam di xu thé hé bi nghén, kernel cang it phai thuc hién chuyén bdi
canh cta cac TT, dap Gmg thoi gian cho TT nhanh hon, hé thong thong sudt hon. Con c6
truong hop 1a mot TT dang doi c6 buffer ma buffer do lai dang st dung boi TT khéac dang doi
hoan tat truy nhap dia, ca 2 TT déu dang ngu, véi li do: can buffer, con TT kia chua xong
viéc. Khi I/O hoan tit ca 2 thiic ddy vi chung ctng trong doi vao 1 dia chi (buffer). Néu TT
doi buffer chay duoc trude thi TT nay s€ lai di ngu cho tdi khi TT kia tra lai buffer. Vi vay
murc wu tién cta no s& thap hon.

Kernel dong thoi diéu chinh e wu tién cia mot TT khi TT chuyén tir kernel mode vé
user mode. Mot TT da vao trang thai ngii trude d6, dang thay d6i mirc uu tién ctia nd vao mirc
wu tién trong ché d6 kernel thi TT phai ha thip muic vu tién cta né trong ché do user khi tré
vé user mode. Kernel 1am vay 1a dé dam bao sy cong bang cho tat ca cac TT khi cac TT ¢6
nhu ciu cac ngudn tai nguyén co6 gia tri cua hé thong.

. Bo xtr i dong ho ( clock handler) diéu chinh mirc wu tién cua tat ca cac TT trong
user mode déu dan sau 1 gidy (trén Sytem V) va khién kernel phai di qua thuét toan schedule
va nhu vay s€ ngan chan mot TT doc chiém CPU.

Clock c6 thé ngat mot TT vai lan trong khoan thoi gian cdp cho né. Va mdi lan nhu
vay clock handler s€ tdng thém 1 vao gia tri cua truong thoi gian cua TT d6 trong process
table d¢ ghi nhan thoi gian TT da st dung CPU va dicu chinh viéc sit dung CPU theo ham so
sau:

decay(CPU) = CPU/2

Khi tinh toén lai viéc str dung CPU, cloc}< handler ciing tinh lai mirc wu tién cta mdi
TT dang & trang thai “da bi chen ngang nhung san sang chay” (S3, S7) va thuc hi¢n theo cong
thurc:

priority = (“recent CPU usage” / 2) + (base level user priority)

Trong d6 base level user priority 1a ngudng uu tién da ndi trén. ¢ ddy gia tri sd cang
thap twong tng voi muc wu tién cang cao. Hai cong thiic trén cho thiy mbi lién hé giita viéc
sir dung CPU va mtc wu tién ciia mot TT va rang khi ti 1¢ suy giam ding CPU (decay(CPU))
thap hon, TT cang lau dat dugc muc co ban. Hau qua cac TT & trang thai “ready to run” s&
c¢6 xu huéng danh duoc nhiéu muc wu tién hon.

Tac dong cua viéc tinh lai mic wu tién mdi lan trong 1 gidy 1a & chd TT véi user level
priority s& chuyén dich giita cac hang doi wu tién (hinh duéi).

Trong hinh, mot TT chuyén tir hang doi cho mirc wu tién user level 1 1én user level 0.
Trong cac hé thuc t& , c6 nhidu TT chuyén sang cac hang doi ciia cac mirc, nhung hinh vé& chi
biéu thi 1 TT. Kernel khong thay d6i muc wu tién cua TT trong kernel mode, ciing khong cho
phép cac TT cd mirc uu ti€n trong user mode vuot ngudng sang muc uu ti€n trong kernel
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mode. TT chi c6 thé thay ddi khi phat sinh GHT dé di vao trang thai nga (nhu da noi trén).

Kernel tinh toan lai mirc uu tién cua tit ca cac TT hoat dong mdi 1an / gidy, nhung
khoang thoi gian c6 thé thay doi it nhiéu. Néu ngat clock dén vao lac kernel da va dang thuc
hién mot mién ma nhay cam (critical codes: mirc xtr li ¢4 nang cao hon nhung chua du dé bo
qua ngit clock), kernel s& khong tinh lai mirc wu tién , thay vi kernel s& ghi nhan va sé& thuc
hién & ngit clock ngay tiép theo khi ma muc thuc hién xir li trudc d6 da thip. Viéc tinh lai
muc uu tién dinh ki d4am bao chién Iugce luan chuyén viéc thyc hi¢n cac TT trong user mode.
Kernel phan Gng tu nhién dbi véi cac yéu cau tuong tac, chang han khi mot TT ¢6 ti s thoi
gian nghi ding CPU cao, thi mirc wu tién ctia TT s& nang 1én khi TT san sang chay. Khoang
thoi gian cia co ché 1ap biéu c6 thé thay doi tir 0 gidy dén 1 gidy tuy thudc vao tai (nhiéu hay
it TT hoat dong) cia h¢ théng.

kernel mode

priority Friority levels HrocCesEs
amapper e @
Khéng ngét waitingfor disk 10 O O O
Autge waiting for buffer  ————— @___@
waiting for inode fm—eeee @--.@
waiting for TT input O O O O
Ngat dudc wiaiting for TTY autput
waiting for Child exit ~ fFo———e @--.@
“NgiBHg e T
F 3 user levelD | —————
user lewel 1 O O O

.
.
.

userlewel n~ fee— _@

user mode
priority

TT chuy@n dich trong hang ddi Lu tign

1.3 Vidu viéc lap biéu

Gia st trén System V ¢c6 3 TT: A, B va C, hoat dong v6i cac tinh huéng nhu sau:
Chtng dong thoi dugc tao ra véoi mure uu tién khoi dau 1a 60, mac uvu tién cao nhat cua
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user-level 1a 60, dong hd ngit hé thong 60 1an/gidy, cac TT khong phat sinh ra GHT, khong
c6 TT nao khéc ¢ trang thai “ready to run”.

Kernel tinh gi4 tri suy gidm dung CPU:

CPU = decay(CPU) = CPU/2;
va mu uu tién cia TT:

priority = (CPU/2) + 60;
Gia str A chay dau tién va A bit dau chay & dau cua khoang thot gian cta no, A chay trong 1
giay: trong khoang 1 gidy nay hé bi ngt 60 1an va xur li ngét ting s6 s dung CPU 1én t6i 60.
Kernel chuyén béi canh sau 1 glay va sau khi thyc hién tinh toan mrc vu tién cho tit ca cac
TT, chon B chay. Su viéc ciing dién ra nhu trén ... Qua trinh lip lai va cac TT lan luot duoc
chay.

TTA TTB TTC
Priarity Priarity Priority
Time  (CPUZHED ropy2) (CPU)+ED (CPL2) (CPU2y+B0  (CPUZ)
0 __ﬁﬂ g B0 0 B0 0
3
1 B0
75 30 B0 - B0 0
3
e — B0
B7 15 75 30 B0 -
3
3 — 7 60
63 : B7 15 75 30
e
4 — &7
76 33 B3 : B7 19
9
5 —r» 87
18 7h 33 B3 7
L J
Lap bidu chay céc TT

Hay quan sat cac TT trong hinh tiép theo:
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ur tien
="
han

[=3 A
re
A
(b2 [{=¥]
60 = A = A duide chay

trusc B

[4=¥] [ 4]

wang luan chuwdEn va moee oo tiesn cua cac

Héco TT A, (a), va sau d6 c6 TT khac 1a B, (b). Kernel c6 thé chen ngang cho A, dat
A vao “ready to run” sau khi A nhan duoc luO’ng thol gian chay ké tiép trén CPU, va mtc uu
tién & user-level co thé thip (a). Thoi gian tién trién, B vao “ready to run”, va mirc uu tién &
user-level cua B cao hon A (b). Néu kernel khong 1ap biéu cho A va B ( ma cho méot TT khéc
nao do), thi ca A va B c6 thé s& ciing mirc cho du B d vao mirc nay trude vi murc khoi dau
ctia B gn véi mirc noi t6i hon (c) va (d). Tuy nhién kernel c¢6 thé chon A trudc B, vi A dd &
trong trang thai “ready to run” da 1au hon (e). Piéu nay goi la quyét dinh ai khi ma cac TT co
murc wu tién & user-level nhu nhau (tie-breaker). Nhic lai 1a kernel 14p biéu cho TT vao luc
két thic ctia chuyén bdi canh: TT phai chuyén bdi canh khi TT di ngti hodc khi TT thuc hién
exit va TT ¢6 co hoi chuyén bdi canh khi tir kernel mode vé lai user mode. Mot TT ¢6 mitc vu
tién cao trong user mode khong thé chay duoc néu co6 TT c6 mirc vu tién cao hon dang &
kernel mode. Xir li clock cho biét TT da ding hét thoi gian ctia no, va c6 nhuéu TT da thay
d6i murc uu tién, nén kernel thuc hién chuyén bdi canh dé tai 1ap biéu cho cac TT.

1.4 Kiém soat mirc wu tién

TT c6 thay d6i viéc lap biéu ctia n6 bang GHT nice(): nice(value); trong d6 value s&
cong vao gia tri lap bicu:

priority = (“recent CPU usage”/constant) + (base priority) + (nice value)

GHT nice() tang hay giam truong nice cua mdi TT trong process table bang gia tri clia
thong sb value, va chi ¢ superuser co thé cho gid tri nice dé ting priority ciia TT 1én ciing
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nhur gia tri duéi mot ngudng nhit dinh. User phat sinh ra nice() dé giam mirc wu tién cua
minh khi thuc hién cac tinh toan doi hoi nhiéu sy wu tién thi user d6 duoc wu tién hon cac
users khac (gi4 tri nice cang cao, gia tri priority cang cao, muc uu tién cang thap). Cac TT con
sau fork() thira ké g1a tri nice tir TT bd, va GHT nice() hoat dong chi cho céac TT dang chay,
va mot TT khong thé dat lai (reset) gia tri nice ciia TT khac va dléu d6 ndi 1én rang néu
adminitrator muon glam mirc wu tién cua cac TT do dung qua nhiéu thoi gian may (CPU), thi
con dudng can lam 1a giét (kill) cac TT d6 di.

1.5 X li thoi gian thue

Xur li thoi gian thuc 1a viéc 4p dung kha ndng mang lai dap g ttrc thi cho nhiing sy kién bén
ngoai riéng biét va lap biéu cac TT riéng biét dé chay trong mot gidi han thoi gian nhat dinh
sau khi sy kién xuét hién. Thuat toan lap biéu da dé cap dugc thiét ké cho méi truong phan
chia thoi gian va khong thich hop cho mai truong thoi gian thyc, vi khong thé bao dam rang
kernel c6 thé lap biéu cho mot TT nhét dinh trong mot khodng thoi gian gidi han ¢d dinh.
Mot can tré khac 1a kernel khong thé chen ngang mot TT : kernel khong thé 1ap biéu mot TT
thoi gian thyc trong user mode néu dong thoi dang c6 TT khac dang thuc hién trong kernel
mode. Dé ho tro thoi gian thuc, cin c6 cac stra d6i: ngudi lap trinh can dua cac TT thoi gian
thuc vao kernel dé co dugc dap tmg thoi gian thyc. Giai phap thuc sy 1a dé cho phép cac TT
thoi gian thuc két thiic mot cach dong, va kha ning thong bao cho kernel vé nhitng rang budc
ctia TT thoi gian thyc. Cho t6i nay cac hé Unix chuan khong c¢6 kha ning nay, ma OS thoi
gian thyc 13 loai OS twong dbi khac biét.

2. Cac GHT dung véi thoi gian

Céac GHT lién quan t6i thoi gian bao gom:
1.stime(): cho phép superuser dit cac gia tri vao cac bién tong thé dé co thoi gian hién
tai:
stime(pvalue),
trong d6 pvalue tro toi mot sb nguyén dai (long integer) cho thoi glan ting bang gidy tinh tir
nira dém (1 00:00:00), GMT. Xu li ngat dong ho sé ting bién nay bang +1 mot gidy mot lan.
2. time(): hién thi lai thoi gian :
time(tloc),
tloc tré vao vi tri ciia TT user danh cho gia tri tra lai: time() tim lai thoi gian tich Iy trong
user mode va kernel mode ctia TT goi di sir dung va thoi gian tich lu§ ma tit ca cac TT con
dang ¢ trang thai zombie da thuc hién trong user mode va kernel mode. Ct phap dé goi nhu
sau:
times (tbuffer)
struct tms *tbuffer;
& day cAu trac sms chira thoi gian cin tim va duoc dinh nghia boi:
struct tms {
/* time_t la cat tric dir liéu cho time*/
time t tms_utime; /*user time of process™/
time t tms_stime; /*kernel time of process*/
time ttms_cutime;  /*user time off children*/
time t tms _cstime;  /*kernel time off children™/
}’.
times tra lai thoi gian da troi qua, thuong 1a tir e boot hé. Thuc té chung cho tat ca cac GHT
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lién quan t6i thoi gian 14 sy trong cay vao dong hd hé thong (system clock): kernel thao tac
cac bo dém thoi gian khac nhau khi x1r 1i ngat dong ho va khoi dong cac hanh dong thich hop.

3. Pong ho tao ngit

Clock hay con goi 1a timer 1a hét stic cAn trong céc hé phan chia thoi gian. C6 hai
kiéu clock dugc tao ra trén hé: loai 1ap trinh dugc bao gé)m mot xung ngén (one short) duoc
tao ra bang cach dém Iui mot gia tri khi c6 mdi xung ciia thach anh (crystal) trong may, cho
t6i khi hét s6 dém thi phat sinh ra xung hep (one short), kich hoat mot ngit cting. Sau d6
dirng 1am viéc cho t6i khi phan mém khoi dong lai. Kiéu thir hai 1a tao ra mot xung vudng
déu dan (square wave): sau khi bo dém vé 0, ngat duogc tao ra, bd dém nap lai gia tri va tu
dong nhéc lai qué trinh dém 1ui va qua trinh d6 13 khong doi. Ngét tuan hoan nhu vay goi 1a
clock tick. Gia tri ctia bo dém 14 1ap trinh duoc. Thuan loi cta kiéu tao clock nay 1a ngat phat
sinh kiém soat dugc bang phan mém. Loai thir hai 1a ding ngay dau ra ciia thach anh, dua va
bd dém. BO dém s& dém cho toi 0 thi tao ngat CPU, qua trinh ndy thuén tay dién tu voi do
chinh x4c rit cao.

Chte ning cua bo xir 1i ngat dong hd 1a dé:

— khoi dong lai dong ho,
— lap biéu kich hoat cac chirc ning bén trong ctia kernel trén co s& cac dinh thoi gian
(timer) bén trong,

— cung cép kha nang dinh hinh sy thuc hién cho kernel va cho cac TT cua user,

— thu thap cac sb liéu két toan cua hé théng vacua TT,

— gilt nhip thoi gian,

—  g06i cac tin thiéu thong bao cho cac TT khi c¢6 yéu ciu,

— dinh ki danh thuc TT swap,

—  kiém soat viéc 1ap biéu TT.
Mot sb céc thao tac (operation) dugc thuc hién trong mdi ngét déng hd, cac thao tac khac sau
mot vai ticks. Xir 1i ngét déng hd thue hién trén CPU véi muc cao wu tién cao, ngan cac sy
kién khac ( nhu ngét tir cac thiét bi ngoai vi) xay ra trong khi né dang chay. X li ngat dong
hd phai nhanh sao cho thoi gian cdm céc ngat khac nho nhat néu dugc.

Thuat toan xtr 1i ngat ddng ho (clock handler) nhu sau:

Input: none
Output: none
{
restart clock; /*so that it will interrupt again®/
if (callout table not empty)
{
adjust callout time;
schedule callout function if time elapsed;

/
if (kernel profiling on)

note program counter at time of interrupt;
gather system statistics,
gather system statistics per procces,
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adjust measure of process CPU utilization;
if ( 1 seconde or more since last here and interrupt not in critical region of

code)
{
for (all procceses in the system)
{
adjust alarm time if active;
adjust measure of CPU utilization;
if (process to execute in user mode)
adjust process priority,
/
wake up swapper process is neccesary;
/

3.1  Khéi dong lai dong hd

Khi dong hd d3 ngit hé théng, thi hau hét cac may (tinh) déu c6 yéu cau sao cho dong
ho s€ lai ngat h¢ sau mot khoan thoi gian thich hop. Cac 1énh thuc hién yéu cau nay phu thudc
vao phan cung, va s€ khong dé cap ¢ day.

3.2 Timeout bén trong hé thong

Khi kernel chay, c6 mot s6 cac hoat dong can kich hoat nhitng churc nang cua kernel
trén co s¢ thoi gian thuc, vi du chirc nang quan li thiét bi, cac giao thirc mang va mat s6 thao
tac khac. Vi du : TT dit terminal vao ché 6 doc mot khéi dat vao sao cho théa man yéu cu
ctia read() & mot khoan thoi gian ¢b dinh thay vi doi dé user gd phim xudng dong. Kernel
lru céc thong tin can thiét trong bang goi 1a callout, bang cho mot ham sé& kich hoat khi khoan
thoi gian da hét, cac thong sb cip cho ham, luong thoi gian tinh theo ticks.

function timetafire  function  time to fire

an -2 an -2
b 3 iy 3
o) 10 10 2
) g

trudc sau

Bang callout wa diu vao mai cho chic
n&ng )

User khong thé kiém soat callout table duogc, cac thult toan cta kernel sé tao ra céac dau vao
ctia bang khi can thiét. Kernel sip xép phén loai cac dau vao ciia bang trén su t6n trong “thoi
diém phét hoa” (time to fire), doc lap vai thir tu cac chure ndng da dugce dat vao bang. Theo
trinh ty thoi gian, trudng thoi gian cho mdi dau vao luu lai lvgng thoi gian dé phat hoa sau
khi thanh phan truéc d6 di khai hoa. Tong thoi gian dé phat hoa cho mot thanh phan trong
bang 13 tong cua thoi gian dé phat hoa cua tat ca dau vao tinh 18n trén, ké ca thoi gian cia
thanh phéan do.

Hinh trén cho vi du tac thi cta callout table trudce va sau khi thém mot dau vao méi
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trong bang cho chirc nang f. Khi tao méi 1 dau vao méi, kerenl tim thiy vi tri chinh xac
(timed) cho ddu vao d6 va diéu chinh thich hop trudng thoi gian ctia dau vao ngay lién phia
sau d6. Trong hinh, kernel sip xép dé kich hoat chirc ning f'sau 5 ticks dong ho:nhu sau: -tao
dau vao cho f sau dau vao cho b véi thoi lugng =2 (t6ng thdi lugng cho b va £ =5), -diéu
chinh thoi lugng cho ¢ =8 (¢ s& phét hoa sau 13 ticks). Cach thuc hién qué trinh nay c6 thé
ding danh sach lién két cho mdi ddu vao hay dléu chinh vi tri cac dau vao trong bang khi thay
d6i bang ( cach nay khong dét gia néu kernel khong ding nhiéu t6i bang).

& mdi ngat dong ho, xir 1i dong ho sé& kiém tra xem cé dau vao nao trong bang callout va néu
c6, thi giam trudng thoi gian cta dau vao dau tién. Theo cach ma kernel quan i thoi gian
trong bang, viéc giam thoi luong cua dau vao dau tién ciing giam thoi luong cia tit ca cac
dau vao khac. Néu luong thoi gian clia dau vao dau tién 1a bé hon hay bang 0 thi chirc ning
tuong ung s& da kich hoat. Xir 1i dong hd khong kich hoat chirc nang truc tiép, sao cho churc
nang khong tinh co can tré ngat ddng ho sau nay: Mirc uu tién ctia bo xir 1i hién dugc dat dé
ngan ngét dong ho dén, tuy vay kernel lai khong thé biét 1a chirc nang s& hoan thanh trong bao
lau. Néu chirc ndng ma lau hon 1 tick dong ho, thi ngit dong ho (va cac ngit khac) toi sé bi
ngan la1 Thay vi 1am nhu vy, xt li ddng hod thong thuong sap xEp chay chirc nang bang cach
tao “ngit mém” (soft interrupt) hay cong goi la ngat duogc lap trinh, vi no6 tac dong de thuc
hién céc lenh may dic biét. Nhu di néi ngit mén ¢ muc wu tién thap hon la cac ngat khac,

cho nén ngat mém s& bi chin lai cho téi khi kernel két thiic thao tac cac ngat khéc. Co mot sd
ngit , ké ca ngit dong ho c6 thé xuat hién vao giita khoan thoi gian kernel san sang dé kich
hoat mot churc nang trong bang callout va thoi gian ngit mém xuét hién, do d6 trudng thoi
glan ctia dau vao dau tién trong bang c6 thé ¢6 gia tri 4m (xem hinh). Cudi cung, khi ngit
mém xay ra, xir li ngat s& lai trir cac dau ma trudng thoi gian cia nd da hét han khoi bang va
kich hoat chirc ning tuong tng. Vi rang truong thoi gian cta cac dau vao dau tién 1a 0 hay gia
tri Am, xtr li ngat ddng ho phal tim dau vao dau tién c6 truong thoi gian 1a duong va giam gia
trj d6. Chirc ning a c6 gia tri thoi gian 1a -2, c6 nghia rang hé di bat dugc 2 ngat dong ho sau
khi a c6 co hoi kich hoat, kernel bo qua a va giam thoi lugng cua b.

3.3  Lam lwgc si (profiler)

Bang cach theo dbi lich st (profiling), kernel ¢6 duoc thude do mirc dd hé chay trong
ché d6 user hét bao l4u so v6i ché d6 kernel, ciing nhu timg thu tuc (routine) chay trong ché
d6 kernel hét bao nhiéu thoi gian. Kernel kiém soat thoi gian tuong ddi thyc hién cac module
ctia kernel bang cach 1dy mau su hoat dong cuia hé vao liic c6 ngit ddng hd. Bo diéu khién
lugce st (profile driver) c6 danh sach cac dia chi ctia kernel dé 14y mau ma théng thuong 1a
dia chi cua cac chirc ning cua kernel. Néu chire ning profile dugc phép hoat dong (enable),
xtr li ngat ddng ho sé& kich hoat xt li ngat cua profile driver va profile driver s& xac dinh &
thoi diém ngét nay bo xir 1i dang 1a ché do user hay kernel. Néu 1a ché do user, profile driver
s€ tang bo dém thuc hién trong ché dd user, néu la ché d6 kernel, thi tang mot bd dém bén
trong twong tmg véi bd dém chuong trinh (program counter). Cac TT ctia user c6 thé doc
du’oc cac thong sb cua profile driver dé 13y cac gia tri &ém cua kernel va thuc hién cac s6 liéu
thong ké.

Vi du cho céac dia chi gia dinh cta cac chirc nang cua kernel va cac gi tri d€m tuong
ung:
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Algoritms Addres Count
bread() 100 5
bread() 150 0
bwrite() 200 2
User() - 2

Nguoi dung (user) c6 thé thuc hi¢n goi hé thong ké c6 céc gia tri & muc user nhu sau:

profil(buff, bufsize, offset, scale);

buff: dia chi cua mdt mang trong khong gian cua user,

bufsize: kich thudc mang;

offset: dia chi (40) cua chuong trinh x1r 1i ctia user;

scale: 1a mot hé sb (factor) dé anh xa di chi 4o cua user vao mang.

3.4  Két toan va thong ké

Khi clock ngit hé, hé co thé dang chay trong ché do user hay kernel, hay khong 1am gi
cd (idle: khong chay mot TT nao, cac TT dang ngu doi sy kién hoai vong). Kernel Iuu cac
(gla tri ) cua cac bg dém (cho biét mdi trang thai caa CPU), diéu chinh céc gia tri nay trong
moi lan ngét dong ho, ghi nhan ché d6 may (user/kernel) va TT cua user sau d6 c6 thé ding
cac s0 liéu nay dé lam phan tich. M&i TT ¢6 2 truong trong u_area ctia minh dé luu thoi gian
da troi qua trong ché d6 user va kernel. Khi thao tac ngit dong hd , kernel s& cap nhat cac gia
tri moi cho TT dang duoc thuc hién va tuy vao TT dang & ché do nao. Cac TT bé tip hop céac
sb liéu cua cac TT con trong khi thyc hién wait() doi TT két thic (exit).

Kernel ting bién thoi gian (timer) & mdi ngit ddng hd dé luu lai thoi gian ké tir khi hé
khoi dong. Gia tri cua timer s& 1a dau ra cua chirc nang time() va dé tinh tong thoi gian (thuc)
thuc hién mot TT. Kernel luu thoi gian bat dau ciia TT trong u_area khi TT duoc tao ra bang

fork() va trir di gia tri thoi gian luc TT két thuc.

Chtic nang stime() s& cap nhat mdi gidy mot 1an dé tinh thoi biéu lich.

4. Tém tit vé TT va sw lap biéu chay TT

Trong Unix, chi c6 TT la cac thuc thé hoat dong. M6i TT chay mot chuong trinh va
c6 mot ludng (thread) kiém soat. Noi mot cach khac, TT c6 mot bo dém chuong trinh, cac
thanh ghi cia CPU va khong gian dia chi v6i cac thanh phan: text (md chuong trinh), data
(user data va kernel data), stack (user stack va kernel stack). Cac thanh phan d6 tao ra boi
canh (context) cua TT.

M&i TT trong Unix c6 khong gian dia chi gdbm ba segment: text, data stack. Text
segment chira cac Iénh may tao thanh chuong trinh (tép thuc thi) voi trang thal chi doc (read
only). Data segment chira data bao gdm cac bién cta chuong trinh, xau, trudng (da chleu) va
cac dir liéu khac. Data c6 hai phan. data da dugc khoi dong (cac bién, hang can thiét khi
chwong trinh bat dau chay) va dit liéu chua khoi dong (BSS: Block Started by Symbols).
Unix c6 kha ning chia sé ma thyc thi khi c6 nhiéu nguoi dung cting chay mét trinh Gng dung.
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Vi du nhu trén hinh, TT A va TT B cung chia sé text segment, viéc anh xa tir khong gian nhé
ao cta timg TT dén text dung chung do HPH va phan cimg thuc hién.

La hé da trinh, nén c6 vo s6 cac TT doc 1ap chay déng thoi, mdi user ¢ thé co vai TT
hoat dong, do vay con sd ¢o thé 1én dén hang trim hay hang ngan. Ngay ca khi user chua thuc
hién gi thi trén h¢ cling da c6 cac TT hoat dong , goi 1a daemon, dugc khoi dong tu dong khi
boot mdy. Cron daemon 1a mot vi dy, n6 dugc danh thirc ctr sau 1 phut dé kiém tra xem c6
cong viée gi phal 1am, néu khong thi di ngil, daemon khac ding dé dinh thoi gian 1ap biéu cho
cac TT chay, v.v...

TT duoc tao ra bdi GHT fork(), fork() tao ra mgt ban sao chinh xac cua TT géc. TT
duoc taorala TT con va TT thuc hi¢n GHT fork() 1a TT bd. Hai TT ¢6 khong gian bo nho
riéng biét, nhu vay néu TT bo thay doi cac bién ciia n6 thi TT con khong thé biét dugc, va

ngugc lai.
Frocess A, Frocess B,
khong gian Bo nho vat |i Khong gian
nho ao nho ao
St@d‘( Stack - Stack
pointer Stack
unused memary Stack X
/ pointer
stack
BSS
Data
unused memory
BES
peta 24K
unused memary Bss
20k -
BEs [zhared)
Dt
Dpetating
&l Bisia System 8K
Text
Text
Interrupt vectars Ok
Ok

Cdc tép di mo la chia sé giita hai TT, c6 nghia néu c6 tép mé trude khi TT bd fork,
thi tép tiép tuc mo cho cé hai sau d6. Moi thay doi trén tép thuc hién bdi TT nao déu duoc TT
kia nhén biét, va cac TT khac khong huyét thong tham gia mé tép nay ciing déu (phai) biét
dén cac thay doi do.

Su gidng hét nhau (identical) ctia anh b nhé, cac bién, cac thanh ghi, ciing nhu cac
cac gia tri khac & TT bd va TT con, dan dén mot khé khian: Cac TT 1am sao biét duoc, TT nao
chayma cua TT bd va TT nao chay ma TT con. Diéu bi mat 14 & chd fork() trd lai gi& tri O
cho TT con, va gié tri khac 0, con goi 13 PID cho TT bé. Ca hai TT do d6 thudng kiém tra gia
tri tra vé va thuc thi hanh dong thich hop, nhu vi du sau:

pid = fork(); /* Néu GHT fork() thanh céng, pid > 0 trong TT b6*/
if (pid < 0)
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{ /* fork () khong dwoc: thiéu b nhé, Process Table hét dau vao...*/

SEMaxwli...*/

exit(n);

/
else
if(pid>0)
{/*mad TT bo o day*/
/
else /*twong dwong voi if (pid == 0)*/

{/*mad TT con o day*/

TT dwoc nhdn biét bang PID, mot TT c6 thé biét PID ciia nd bang GHT getpid(). PID
duogc dung trong nhiéu hoan canh, vi du khi TT con két thiic, TT b s& nhan dugc PID ctia TT
con vira két thuc (TT bd ¢6 thé c¢6 nhidu TT con). Cac TT con c6 thé tao ra cac TT con khéc,
TT bd s& ¢6 TT chau, TT chit, v.v... Diéu d6 din dén sy hinh thanh cay TT (tree of process).

Cdc TT trong Unix lién lac véi nhau bang co ché trao doi thong diép (message) va qua
kénh truyén data goi 13 dng dan (pipe). Nguyén tic 1am viéc ctia pipe 1a mot TT ghi mot xau
cac bytes vao pipe va TT kia doc cac bytes d6 va no chi duogc doc khi pipe khong rong, kernel
s& treo (khong cho chay tiép) TT ghi néu pipe da day. Qua trinh nay goi 1a sy dong bo khi
thuc hién pipe.

Céc TT con lién lac qua ngat mém ma thyc chét 1a TT s& goi mot tin hiéu (signal) cho
mot TT khéc. Dé xir li cac signal, cac TT néi cho kernel biét, cic TT mudn gi khi c6 cac
signal dén va su Iya chon 1a dé bo qua signal hay dén nhén signal hay TT sé& hily diét signal
d6. Néu don nhan, TT phai xac dinh mot thi tuc dé xtr 1i signal, sao cho diéu khién s& chuyén
dén thu tuc nay. Qua trinh sau d6 giéng nhur xtr 1i ngét I/O da biét. TT chi goi signal dén duoc
cac TT thanh vién cung nhom (process group) ctia n6 : TT bd va cac tién bdi t6 tong, anh chi
em rudt, cac con va cac chau. TT ciing c6 thé goi signal t6i tit ca cac thanh vién trong nhom
ctia minh bang mot GHT don géin.

Signal con duge dung cho myc dich khac, chang han nhu trudng hop xur li 16i : chia
cho s6 0 trong phép tinh diu phdy dong. Cacsignal ma POSIX yéu cau bao gom:

SIGABRT Sent to abort a process and force a core dump
SIGALAR | The alarm clock has gone off

M
SIGFPE A floating point error has occurred

SIGHUP The phone line the process was using has been hung up
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SIGILL The process has excuted an illegal machine instruction
SIGINT The user has hit the DEL key to interrupt the process
SIGQUIT The user has hit the key requesting a core dump
SIGKILL Sent to kill a process (cannot be caught or ignore)
SIGPIPE The process has written on a pipe with no readers
SIGSEGV The process has referenced an invalid memory ddress
SIGTERM | Used to request that a process terminate gracefully
SIGUSRI1 Available for application-defined purpose

SIGUSR2 Available for application-defined purpose

Céc ban Unix c6 cac signal ctia minh song khong thé st dung trén cac hé Unix khac
(not portable).

M&i nguoi dung trong Unix duoc nhan biét boi mot s6 nguyén goi 13 sé nhdn dang
ngueoi dung uid (user identification), sé nay dugc dat trong tép /etc/passwd. Khi mot TT
duogc tao, thi TT s€ ty dong léy uid cua ngudi da tao ra né. Voi uid = 0, thi do 1a superuser
hay con goi 1a root. Root c6 quyén truy nhap (R/W/X) tét ca cac tép trén FS cho du ai di tao
ra t&p cling nhu rép dugc bao vé nhu thé nao. Cac TT v6i uid =0 ¢6 quyén tao ra mot s6 GHT
dugc bao vé va cac GHT nay sé tu chéi thuc hién d6i véi cac user binh thuong. Do c6 su
khéc biét vé hiéu luc trén Unix gifra superuser va cac nguoi dung khac, va dé tao diéu kién
cho nguodi dung c6 mot s6 kha nang nhét dinh, Unix c6 mot ham chire nang gan cac bit dac
biét két hop véi cac tép thuc thi, d6 1a setuid bit. bit nay 1a mot phan ctia cac ché do bao vé
trén tép. Khi mot chuong trinh véi setuid bit = ON, dugc thuc hién, thi effective uid (uid
hi¢u luc) cho TT do6 s€ 1a uid cua nguoi sé hiru tép thuc thi, thay cho uid cua nguoi dung da
kich hoat chuong trinh d6. Bang cach do, superuser cho phép cac nguoi dung binh thuong
chay nhiéu chuong trinh trén hé bang chinh quyen luc ctia minh, nhung theo cac muc do gioi
han va kiém soat dugc. Co ché setuid dung pho bién trén Unix dé han ché mot s6 cac GHT
c6 kha nang truy nhap sau vao hé thong va tai nguyén ma kernel quan li.

M&i TT trong Unix c6 hai phan, phan user (level) va phan kernel (level). Phan kernel
chi hoat dong khi c6 mot GHT kich hoat, n6 c6 stack va bo dém chuong trinh riéng, va diéu
nay rat quan trong, vi mdt GHT co6 thé lam dung thuc hi¢n TT, dé thuc hién mét cong viéc
khac (nhu doi doc s6 liéu tir dia). Kernel duy tri hai cAu trac dit liéu lién quan téi TT: bang
cac TT (process table) va cdu tric ciia ngudi ding (user structure u_area). Process table
thudng tri trong hé théng va chira cac thong tin can thiét cho tat ca cac TT cho du TT c6 hay
khong (swap out) trong bo nhé. User structure ciing duogc hoan d6i khi TT két hop véi cau
trac khong trong bo nhé (dé st dung bo nhé hiéu qua hon). Cac thong tin trong process table
gdm cac hang muc sau:

1. Céc thong sd 1ap biéu (scheduling parameters): muc vu tién ciia TT, lugng
thoi gian da dung CPU. Céc thong so nay dung dé chon mot TT dua vao chay.
2. Anh b0 nh¢: cac con trd vao cac phan doan text, data, stack, cac bang cac con

tro tro vao dia chi vat li trong bd nhd (néu 1a co ché cap phat theo phan
trang_paging). Néu text segment la chia s€, thi cac con trd trd vao cac trang
chia s€. Khi TT khong trong bo nhé thi cac thong tin can dé tim lai TT cling

chura ¢ day.
3. Tin hi€u: Mat na signal cho biét tin hiéu nao s& dugc bod qua, tin hiéu nao s€
tiép nhan, tin hi¢u nao tam thoi s€ ngén lai va tin hiéu nao TT dang géi di.
4. Céc thong tin khac: trang thal hién tai cua TT, su ki¢n dang hoal vong, PID
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cuat TT, PID caa TT bé, UID va GUID cua TT.
Thong tin trong user structure u_area bao gom:

1. Céc thanh ghi ctia CPU: khi TT bi ngit, cac thanh ghi TT dang dung luu ¢ day
Trang thai cia GHT. Khi mot GHT c6 phéat sinh theo m§t mo ta tép (file
descriptor fd) thi fd 1a chi s6 dé tim dén con tré ma tir d6 (qua file table) dinh
vi inode trong incore-inode table.

3. Con tro chi dén bang c6 cac thong tin vé thoi gian CPU, thoi gian hé théng ma
TT da dung, dé 1am két toan, do dal tdi da cua stack cho TT, téng sb trang bd
nhé TT c6 thé duoc cap.

4. Kernel stack: 1a stack c¢b dinh dé phan kernel ciia TT st dung.

La hé phén chia thoi gian, thuat toan 1ap biéu (scheduler) duoc thiét ké dé dap tng
vé6i cac TT tuong tac. Thudt toan ¢ hai mirc: mike thdp s& chon mot TT trong cac TT trong
bd nhd san sang chay dé chay tiép theo. Mitc cao ciia thuat toan thyc hién hoan doi cac TT
gitra b nhd va dia (swap), sao cho cac TT cé co hodi trong bd nhd dé chay. Thuat toan mirc
thap khai thac cac hang doi khac nhau ma mdi hang két hop véi mot gia tri (muc) vu tién nhat
dinh. Cac TT thyc hién trong user mode c6 gia tri duong, con TT thuc hién trong kernel
mode (TT thyc hién mot GHT) ¢6 gia tri am. Céc gia tri cang 4m thi muc vu tién két hop véi
né cang cao, gia tri dwong cang 16n mirc wu tién cang thap. Chi cac TT dang trong bd nhd va
sdn sang chay ma&i dat trong hang doi vi d6 1a noil TT s€ dugce chon. Khi scheduler chay, no
tim cac hang doi bt dau v6i mirc vu tién cao nhét, va tir dc') “nhat” ra TT dau tién cua hang va
cho TT d6 chgay. TT s& chay trong mot lu(mg thoi glan t6i da nhat dinh (100ms chang han,
khoang 5 tics v4i tan s6 50 Hz) cho t6i khi hét. Mdi 1an c6 mot tics, bd dém str dung CPU cua
TT trong process table tang 1én 1. Gia tri nay s€ cong vao muc uu tién cua TT dé chuyén TT
xubng mirc thap hon. Khi hét thoi gian ctia minh, TT s& duoc dit vao cudi hang doi va qua
trinh s& tai dién. Chinh vi vay ta goi thuat toan chia s&¢ CPU la luan chuyén (round robin). Cir
sau mdi gidy murc vu tién ctia cac TT s& duoc tinh lai mot lan:

mirc wu tién moi = (thoi gian da dung CPU)/2 + murc co ban + nice valule
trong d6 muc co ban thudng 1a 0. Tuy nhién nguoi dung s& diéu chinh thanh sé duong qua
GHT nice().

Thapnhat —mn75- 7 —77—7—7— e e P
TT trong
hiang doi
3 Us=er prioity 3 -
T — hang doi (pr|arity queue)
2 Uzer pricity 2 —— * trong user mode
1 User prioity 1 -
] User prioity 0
| weaiting for child exit i "
- weaiting for terminal ot
2 iting for terminal output
-3 weaiting for disk bufferr hana doi (grierity gueus]
trong kgrnel mode
-4 walting for disk 11D |
-5
Cao nhat ¥
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Khi TT bi treo (TT thuc hién mot GHT lién quan t6i tai nguyén nhu I/O dia), TT sé bi loai ra
khoi hang doi. Cho t6i khi sy kién TT hoai vong dén, n6 s€ dugc dat vao hang véi mat gid tri
am Vi¢c chon hang nao s€ phu thudc vao su ki¢n ma TT hoai vong (I/O dia thuong cao nhét).

an y cta thudt toan nay 1a 1am cho TT thoat ra khoi kernel mode that nhanh, tra TT vé user
mode (két thuc GHT).
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Chuong V. Lién lac giira cac tién
trinh

(Inter Process Communication_IPC)
1. Giéi thiéu

Chuong trude da dé cap cac chirc nang co ban dé kiém soat TT, tir viéc tao ra TT,
déng bo hoat dong gitra cac TT, st dung co ché tin hiéu dé cac TT thong bao cac sy kién. Tuy
nhién cic co ché d6 vAn méi chi 1a co ban. Chuong nay s& d& cap dén cac phat trién cao hon
va kha niang tmg dung khi phat trién cac tng dung tir don gian dén phuc tap.

System V IPC c6 cac co ché nhu sau:

-pipe (dudng 6ng): khong tén, FIFO: c6 tén;

-théng diép (message): cho phép cac TT goi cac khudn dit kiéu co khudn dang toi bat

ki TT nao;

-viing nhé chia sé (shared memory): cac TT chia sé mot phan khong gian dia chi a0

cua minh;

-danh tin hiéu (semaphore): cac TT dung dé déng b0 viéc thuc hién.

Dugc sir dung thong nhat, cac co ché trén chia sé cac thudc tinh nhu sau:

1. MBJi co ché c6 mot bang v6i cac dau vao mo ta (con goi la cac descriptor) tat
ca cac thoi diém (instance) ctia co ché do;

2. M&i dau vao chira mot khoa s6 (key) ma tén cua khoa do user chon;

3. M3i co ché chira mot goi hé thong “get” dé tao ra mot dau vao méi hodc dé

tim lai mot ddu vao di 6 , va cac thong s cho “get” ké ca khod (key) va cd
(flags). Kernel tim bang twong (mg dé tim mot dau vao c6 tén xac dinh bang
khod. Cac TT GHT “get” voi khoda IPC_PRIVATE dé dam bao nhan duge mot
dau vao chua su dung. Cac TT ¢6 thé dung bit IPC_CREATE 6 truong chira
co (flag) dé tao mot dau vao moi khi dau vao nay v6i khod trao cho ma chua
ton tai, hay dung cd IPC EXCL va IPC_CREAT dé c6 thong bao 15 mot khi
dau vao voi khoa trao cho da ton tai. GHT ¢ ‘get” tra lai mdt mo ta kernel lya
chon dé sir dung trong cac GHT khéc.

4. Dbi voi mdi co ché IPC, kernel dung cong thirc sau day dé tim chi sb trong
bang cau trac dit lidu ctia mot mé td noi trén:

index = descriptor modulo (number of entries in table)

5. Mdi dau vao c6 cdu trac dé quan li quyén truy nhap bao gom user ID (UID) va
group ID (GID) ctia TT d4 tao ra dau vao d6 (twong ty nhu khi thuc hién lam
R/W/X trén t&p cho u(user), g(group), o(other).

6. M&i ddu va con c6 cac thong tin trang thai, vi du PID cta TT cubi cing da cap
nhap méi dau vao d6 (TT da goi / nhan thong diép, da ghép vung nh¢ chia sé,

..) va thoi gian TT da truy nhdp, cap nhat dau Vao.

7. M01 co ché co hé thong kiém soat dé truy Van trang thai ciia mot dau vao, dé

dit trang thai, huy dau vao. Khi TT truy van trang thal ciia mot dau vao, kernel
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kiém tra TT ¢ duoc phép doc hay khong va sau d6 copy dit liéu tir dau vao do
cia bang vao khong gian dia chi cua user. Tuong tu, khi 1ap cac théng sé vao
dau vao, kernel kiém tra UID ciia TT, xem c6 tring hop véi user ID (hay UID
ctia nguoi da tao ra dau vao) hay khong, c6 phai superuser chay TT ? Kernel
sao chép dii liéu ctia user vao dau vao ciia bang, 1ap cac UID, GID, quyén
R/W/X ciing nhu cac truong khac cia dau vao do, tuy thudc vao timg kiéu co
ché. Kernel khong thay ddi truong ID cia ngudi di tao ra du vao, va GID ¢6
user do, vi vay nguoi da tao ra dau vao van kiém soat dau vao nhu trude. User
c6 thé huy dau vao néu do 1a superuser hodc néu UID tring hop véi truong
UID cua dau vao do, kernel sau d6 ting sé cua descriptor sao cho 1an tao dau
vao mdi tiép theo s& c6 dugc s6 descriptor khac. Chinh vi vay néu TT truy
nhap dau vao bang sb descriptor cii, s& co thong bao 15i.

Vi du mé hinh hé théng IPC trén Linux:

File IPC
System-Call
—————
Irterface fifo pipes
System ¥ IPQ
Mezzage
Aueues
=hared
Memary Semaphares
: Legend
: resource
:  dependency
¥
4 Kernel IPC subsystem
Het IPC
pomai VST source module
Sockets P Signals

2. Ki thuat lién lac gitra cac TT trong Unix System V

Phan nay s€ dé cap cac ki thuat ap dung cho moi co ché da néu va cac phién ban Unix
ho tro , véi bang tém tat sau:

Kiéu IPC

SVR4 4.3 BSD 4.4+BSD

pipe (no named, half
duplex)
FIFO(named pipe

stream pipe (full duplex)
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naned stream pipe o . o
message queue o
semaphore °
shered memory o
¢amocket ° ° °
stream o

2.1.1. PIPE, nguyén tic

Co ché lién lac gitta cdc TT cho phép cac TT bét ki lién lac va dé)ng bo viéc thuc hién
v6i nhau. Ching ta cling da xem xét mot vai phuong thirc, chang han

-pipe (bdn song céng halff duplex) la logi pipe v6 danh (unnamed pipe) c6 han ché 1a
chi dung voi cac TT thuoc con chau cua TT phat sinh ra GHT pipe, do vdy cac TT khong co
cung quan hé huyét thong sé khong thé lién lac qua pipe doc.

-pipe c6 tén (named pipe: FIFO) mé rong pham vi st dung, loai trir han ché & pipe
vO danh;

- han ché chung cua pipe: cac TT lai khong thé lién lac voi nhau qua mang, ciing nhu
khong hé trg d& dang lién lac da duong dan cho cac tp hop khac nhau cta cac TT tham gia
lién lac: khong thé thyc hién mot qua trinh don kénh (multiplex) trén mot named pipe dé tao
ra cac kénh riéng cho cac doi TT lién lac.

user process TT bé TT con

fork
RO 4Pl L P )

SREZC /
kernel kermel

1.TT b tao pipe[2] trudc 2. sau d6 tao TT con: pipe sau khi fork()

Sau khi fork, cac mo ta tép fd[0], va fd[l] ctia TT bd sé& c6 trong TT con va diéu gi s&
xay ra phu thudc vao hudng thong tin mong mudn. Dé ¢6 chidu tir TT bd dén TT con, TT bd
dong fd[0] _read ciia TT bd, TT con dong fd[1]_write ciia TT con. Két qua TT con doc théng
tin tir fd[0] cta TT con, TT bd ghi thong tin vao fd[1] cua TT bd. Nguoc lai tir TT con dén
TT bd: TT bd déng fd[1], TT con dong £d[0].

Khi c6 mot dau cudi cua pipe dong, hai luat sau s& ap dit:
Néu doc (read()) pipe ma dau ghi (fd[1]) da dong sau khi tat ca dir liéu da doc hét, thi

read() s& tra lai 0, dé thong bao hét tép (EOF). C6 thé nhan ban fd (mb ta pipe) cho nhiéu TT
c6 thé ghi vao pipe, tuy thong thuong chi mot doc/mot ghi.

Néu ghi (wrlte()) vao pipe ma dau doc (fd[O]) da dong, thi tin hiéu SIGPIPE sé& phat
ra. Néu bo qua hay bét va xur 1i signal va tré vé tir ham xur 1f signal, thi write() sé tra lai 15i
EPIPE.
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Bién hang PIPE_BUF xéc dinh d6 16n ctia pipe trong kernel, cho nén néu mot TT ghi s bytes
nho hon do 16n cua pipe thi s€ khong cé sy cach quang dit liéu khi nhiéu TT cung ghi vao
pipe. Nguoc lai dir 1iéu cta cac TT s€ bi dan xen cach quang.
Cu phép tao pipe vo danh:

#include <unistd.h>

int pipe (int ﬁledes[Zl);

return:=0 néu thanh cong,= -1 khi khong tao dwoc.
Vi du: tao pipe dé goi dit liéu tir TT bd dén TT con. (pipel.c) va goi dit liéu cho nhau.
#include "ourhdr.h"

int main(void)

{
int n, fd[2];
pid t pid;
char linef[ MAXLINE],
if (pipe(fd) < 0) /* tao pipe[2] trucc khi fork()*/
err_sys("pipe error");
if ( (pid = fork()) < 0) /* 1. kiém tra xem fork() OK !*/
err_sys("fork error");
else if (pid>0) {  /* 2. Cho code ciia TT bé: TT bé (parent) dong fd[0] cia né */
close(fd[0]), )
write(fd[1], "hello world\n", 12);  /* sau do ghi mot dir liéu vao pipe™/
/ ,
else { /* 3. (pid==0) Cho code TT con:, TT con (child) dong fd[1] cia no */
close(fd[1]),
n = read(fd[0], line, MAXLINE); /* va doc dit lieu tir pipe */
write(STDOUT FILENO, line, n); /*va hién thi ngi dung ra stdout™/
/
exit(0);
/

Vi du: TT bd doc dix liéu & stdin va chuyén vao pipe, TT con doc dir li¢u tir pipe va xur 1i.
Hoat dong cua pipe: mot chiéu: TT bé > TT con.

#include <stdio.h>

#include <unistd.h>

/* Ham xut li cua TT con™/

void do_child(int data_pipe[]) {

int c;
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/

int re;

close(data_pipe[l]);

while ((rc = read(data_pipe[0], &c, 1)) > 0) {

putchar(c);
/

exit(0),

/* Ham xw I cua TT cha™*/

void do_parent(int data_pipe[])

{

/

int c;
int re;

close(data_pipe[0]);

while ((c = getchar()) > 0) {
rc = write(data_pipe[l], &c, 1),
if (re==-I) {
perror("Parent: pipe write error");
close(data_pipe[l]);
exit(1);

close(data_pipe[l]);
exit(0),

int main()

{

int data_pipe[2];

int pid; int re;

rc = pipe(data_pipe);

if (re==-1){
perror("pipe create error ");
exit(1);

/

pid = fork();

switch (pid) {
case -1:
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perror("fork error”);
exit(1);

case 0:
do_child(data_pipe);

default:
do_parent(data_pipe);
/

return 0;

/

2.1.2. Cac ham nang cao

#include <stdio.h>

FILE *popen ( const char *cmdstring, const char *type)

return: con tré tép néu OK, NULL néu khong thanh cong;

int pclose(FILE *fp);

return: trang thal két thac cua cmdstring, hodc -1 néu 15i.

Ham thuc hién tao pipe, tao TT con, kich hoat exec shell dé thyc hién “cmdstring”, 1a

mot dong 1énh cua shell s& thuce hién bang /bin/sh, sau d6 doi 1énh két thic.

TT b TT con

TT b

F

fp stdout

fp

TT con

-

forki), exec{"cmistring™)

Két qua ciia fp = popen (cmdstring, “r”) Két qua ciia fp = popen (cmdstring, “w”)

Vidu: Copy tép vao mot chuong trinh more (hay con goi pager) & (/ustr/bin/more). Lénh

¥

stdout

-

forki}, exec("cmudstring™}

shell ${PAGER:-more} ndi rang hiy dung gia tri ctia bién shell PAGER néu duoc dinh nghia

va khac NULL, con thi dung bién more.

(popen2.c)

#definePAGER

int

main(int arge, char *argv[])

{
char linef[MAXLINE];
FILE *fpin, *fpout;

if (argc !=2)

err_quit("usage: a.out <pathname>");

"${PAGER:-more}" /* environment variable, or default */
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if ( (fpin = fopen(argv[1], "r")) == NULL)
err_sys("can't open %s", argv[1]);

if ( (fpout = popen(PAGER, "w")) == NULL)

err_sys("popen error”);

/* copy argv[l1] to pager */
while (fgets(line, MAXLINE, fpin) /= NULL) {
if (fputs(line, fpout) == EOF)
err_sys("fputs error to pipe");
/
if (ferror(fpin))
err_sys("fgets error");
if (pclose(fpout) == -1)
err_sys("pclose error");
exit(0),
/

Dich va chay:

$popen2 /../../téntép
Két qua giong nhu khi dung “... | more”

2.1.3. Pong Tién trinh (coprocess): Tao pipe hai chiéu

Mot ddng TT 1a TT chay & ché d6 nén (background) tir mot shell ma dau vao chuin
(stdin) va dau ra chuan (stdout) ctia n6 ndi téi mot chuong trinh khac bang mot pipe. Trong
khi popen() cho két ndi mot chidu téi stdin hay tir mot stdout ctia mot TT khac, thi coprocess
s& cho hai pipe mot chiéu nbi téi mot TT khac: mét ndi vao stdin ctia coprocess, mot ndi t6i
stdout ctia coprocess. Ta co thé ghi vao stdin ctia nd, dé ddy cho coprocess xtr li, sau d6 doc &
stdout cua nd.

Xem vi du sau:

1. Mot TT tao ra hai pipe: mot pipe 1a stdin ctia coprocess, va pipe kia 1a stdout cua
coprocess do;

2. Thao tac: ghi vao stdin va doc tir stdout cua coprocess

TT con:
COpI0Cess

TT bé
pipe

pipe?

Vi du 1: minh hoa qué trinh trén:
1. Tao mot chuong trinh (coprocess) thuc hién mdt cong viéc, vi du cong hai so: doc hai
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s6 & stdin, tinh téng, ghi ra tai stdout cua no.
2. Tao mot trinh khac s€ st dung coprocess noi trén.
Chuong trinh tao hai pipe véi fd1[ ] va fd2[ ]. Mot cho stdin, va mdt cho stdout cia ddd2. TT
con goi dup2() dé chuyén cac mo ta ciia pipe vao cac stdin, stdout cia TT con trude khi goi
execl(“add2”) dé coprocess 1am stdin, stdout ctia n6.Dich chuong trinh v&i tén pipe4 va chay.
Nrtru kill add2 trong khi pipe4 chay, thi signal s€ phat sinh.

1.Tao coprocess: (add2.c: cong hai sb). Dich ra thanh tép thuc thi voi tén add2

#include <stdio.h>
#include <unistd. h>
#include "ourhdr.h"”

int
main(void)
{
int n, intl, int2;
char linef[ MAXLINE],
while ((n = read(STDIN FILENO, line, MAXLINE)) > ()
{
line[n] = 0; /* null terminate */
if (sscanf(line, "%d%d", &intl, &int2) == 2)
{
sprintf(line, "%d\n", intl + int2);
n = strlen(line);
if (write(STDOUT FILENO, line, n) !=n)
err_sys("write error");
}else
{
if (write(STDOUT FILENO, "invalid args\n", 13) |=13)
err_sys("write error”);
/
/
exit(0);
/

2. Tao mot trinh khéc. dat tén la piped.c, s€ sir dung add2:

#include <signal .h>

#include "ourhdr.h"

static void ~ sig_pipe(int); /* our signal handler */
int

main(void)

{

int n, fd1[2], fd2[2];
175
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pid t pid;
char line[ MAXLINE],

if (signal(SIGPIPE, sig _pipe) == SIG_ERR)/* cai xu li signal*/
err_sys("signal error"”);

if (pipe(fdl) < 0 || pipe(fd2) < 0) /* Tao ra hai pipe*/
err_sys("pipe error");

if ((pid = fork()) < 0)
err_sys("fork error");
else if (pid > 0) { /* parent.: dong cac fd khong dung**/
close(fd1[0]);
close(fd2[1]);
while (fgets(line, MAXLINE, stdin) !|= NULL) {
n = strlen(line);
if (write(fd1[1], line, n) !=n)
err_sys("write error to pipe");
if ((n =read(fd2[0], line, MAXLINE)) < 0)
err_sys("read error from pipe");

ifn==0){
err_msg("child closed pipe"),
break;

/

line[n] = 0; /* null terminate */
if (fputs(line, stdout) == EOF)
err_sys("fputs error");
/
if (ferror(stdin))
err_sys("fgets error on stdin");
exit(0),

Jelse { /* child : dong cac fd khong dung*/
close(fdl[1]),
close(fd2[0]);
if (fd1[0] != STDIN FILENO) {
if (dup2(fd1[0], STDIN FILENO) |= STDIN FILENO)
err_sys("dup?2 error to stdin");
close(fd1[0]);
/
if (fd2[1] != STDOUT FILENO) {
if (dup2(fd2[1], STDOUT FILENO) !=STDOUT FILENO)
err_sys("dup?2 error to stdout");
close(fd2[1]);
/

if (execl("./add2", "add2", (char *) 0) < 0) /* Child kich hoat add?

coprocess™/

err_sys("execl error");
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/

static void

sig_pipe(int signo)

{
printf("SIGPIPE caught\n");
exit(1),

/

Vidu2 Pipe hai duong

#include <stdio.h>
#include <unistd.h>
#include <ctype.h>

void user _handler(int input_pipe[], int output pipe[])
{

int c; int re;

close(input pipe[l]);
close(output pipe[0]),

while ((c = getchar()) > 0) {
rc = write(output _pipe[l], &c, 1);
if re==-1){
perror("user_handler: pipe write error");
close(input_pipe[0]);
close(output pipe[1]);
exit(1);
/
rc = read(input_pipe[0], &c, 1);
if(re<=0){
perror("user_handler: read error");
close(input_pipe[0]),
close(output _pipe[l]);
exit(1);

putchar(c);
close(input_pipe[0]),
close(output pipe[l]);
exit(0),
/

void translator(int input_pipe[], int output _pipe[])
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{

/

int c;
int rc;

close(input_pipe[l]);
close(output pipe[0]),

while (read(input pipe[0], &c, 1) > 0) {
if (isascii(c) && islower(c))
¢ = toupper(c);
rc = write(output_pipe[l], &c, 1);
if (re==-1){
perror("translator: write");
close(input_pipe[0]);
close(output _pipe[l]);
exit(1);
/
/

close(input_pipe[0]);
close(output_pipe[l]);
exit(0),

int main()

{

int user_to_translator[2];
int translator to_user[2];

int pid;
int rc;

rc = pipe(user_to_translator);

if (re ==-1){
perror("main: pipe user_to_translator error");
exit(1);
/
rc = pipe(translator to_user);
if (re ==-1) {
perror("main: pipe translator _to_user error");
exit(1);
/
pid = fork(),

switch (pid) {
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case -1:

perror("main: fork error "),
exit(1);

case 0:
translator(user _to_translator,
translator _to_user);

default:

user_handler(translator to_user,
user to_translator),

return 0;

2.2 FIFO

FIFO 461 khi con goi 1a named pipe. V61 FIFO, cac TT khong c6 cung huyét théng van
dung chung dugc. Vi FIFO la tép ddc bict, nén cach tao cling giong nhu khi tao tép. Ca phap
tai FIFO nhu sau:

#include <sys/types>
#include <sys/stat.h>

int mkfifo ( const char *pathname, moe_t mode);
return: 0 néu thanh céng, -1 c6 I6i.
mode: O _RDONLY,
O _WRONLY,
O RDWR
Pathname: tén tép sé tao trong FS
Khi da tao dugc FIFO, cac thao tac thuc hién béng cac ham I/O trén tép : close(), read(),
write(), link(), unlink(), ...
Co6 hai cach st dung:

1. cac 1énh shell st dung dé chuyén dit liéu tir pipeline ctia né cho pipeline cua 1énh
shell khac ma khong can tao ra t&p tam thoi;
2. cac ung dung client/server dung dé chuyén dir liéu voi nhauauCce vi du:
Vidu:

1.Tao ra mot FIFO c¢6 tén fifol,
2.Chay chuong trinh c6 tén prg3 ché dd nén, vai dir li¢u vao lay tir fifol ( dung redirect),
3.Cho chay chuong trinh c6 tén prgl, voi dir liéu vao lay tu tép infile, I¢nh tee s€ copy stdin
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ctia no6 cho cd stdout ctia n6 va cho tép co tén trong dong 1énh.

$mkfifo fifol
$prog3 < fifol &

$progl <infile | tee fiol | prog2

infile —

w  progl

Str dung FIFO va tee dé goi mot xau t6i hai TT khac nhau.

FIFD

g
¥

tee

Client/server sir dung FIFO:

zerver ghitra loi

prog2

/ SETF'ET

N

server ghi tra lai

‘/ server doc YEU Cau \‘

FIFO
client

server FIFO

FIFO
client

client doc tra laii

/

client

SN

client doc tra lai

cliert ghi yeu cau  client ghi yeu cau E

client

Client — server lién lac qua FIFO

2.3  Hang thong di¢p (message queue)

Hang thong diép 1a mot danh sach lién két cta cac thong diép duoc luu trong kernel
va nhan biét boi nhan dang hang thong diép (message queue ID). Ham mssget() dung dé mo
hay tao mdi mot hang. Mdi thong diép co mot truong kiéu nguyén duong, co d6 dai khong 4m
va cac bytes dit liéu. Kernel dinh nghia mdi ciu trac cho cac kiéu IPC (message queue,
semaphore, shared memory) va qui chiéu t&i bang mot s6 nguyén dinh dang khong am (goi 1a
ID, identifier). Khi mot cAu trac IPC dugc tao ra, thi mot khoa (key) phai dugc xéac dinh (1a

prog
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tén ngudi dung tu chon). Kiéu dii liéu cua key 1a mot s6 nguyén dai (long integer dinh nghia
trong <sys/types.h>) va kernel s& bién ddi key thanh ID. Con c6 truong co trang théi (flag)
v6i cac gid tri: bit IPC_CREAT, ... dé tao m&i mot dau vao trong hang thong diép voi key
chua ton tai.

C6 bon GHT dé goi thong diép:

msgget(): lay (,hay dé tao) mot mo ta thong diép c6 chi ré hang thong diép ding
cho cac GHT khac;

msgctl(): c6 tuy chon lap cac thong sd va tra vé cac thong sb két hop véi mot mo
ta thong diép, va tuy chon dé huy cac mo ta;

msgsnd(): g61 mat thong digp;

msgrev(): nhén mot thong diép.

Kernel luu cac thong diép trén mot hang lién két cho mdi mot mo ta va dung msgqid
lam chi sd (index) dé vao trudng cac dau dé hang doi thong diép. Thém vao cac phép truy
nhap da ndi, cdu trac hang doi c6 thém céc trudng sau day:

-c4c con tro tré vao thong diép dau tién va thong diép cudi cing cta danh sach lién

két;

-so cac thong diép va tong s cac bytes dit liéu trén danh sach lién két;

-s6 luong toi da cac bytes du liéu co thé trong danh sach;

-PIDs cua cac TT cudi cung goi va nhan thong diép;

-Tem thoi gian cho biét cac thao tac thong diép cubdi cung nhu msgsnd, msgrev,

msgctl.
queLue data area
headers message headers E"lzita)ge

e N e i

nzlla
L o e e e b - o . __ _ =& e e o e oo saad
e’

danh =ach lien ket
cac header cua
mot hang thong
diep

Caudg truc du liedw cho cac thong disgp

- Dé tao mét mé ta théng diép méi, user thuc hién GHT msgget(), kernel tim truong cac hang
thong diép dé kiém tra xem mo ta voi key di kém da c6 chua. Néu chua co du vao na img
v6i key d6, kernel s& cAp mot hang thong diép méi, khdi dong cac cau trac ctia hang va tra lai
mo ta cua hang. Trong céac truong hop khac, kernel kiém tra quyén truy nhap hang thong diép
va thoat khoi GHT.

msgget(key, flag),

trong d6 key 1a khoa gan cho hang thong diép, key co thé 1a IPC_PRIVATE cho biét
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hang thong diép 14 riéng cta TT va an dbi véi cac TT khéc.
- Mot TT khi can g6i mét théng diép, s& thuc hién:
msgsnd(msgqid, msg, count, flag)

trong do
msg 1a con tro tro vao cau truc chira thong di¢p nhu sau:
{
long mtype /*kiéu thong diép user tw chon, nguyén duwong™/
char mtext  /*mang van ban thong diép™/

/

count: sb bytes cuc dai tuy hé;
flag: hanh dong kernel s€ 1am gi khi vugt qué buffer bén trong h¢ thong.

Thuat toan goi thong di€p nhu sau:

msgsnd()
input: (1) message queue descriptor
(2) address of message structure
(3) size of message
(4) flags
output: number of bytes sent
{
. check legality of descritor, permissions,
. while (not enough space to strore message)

{
if (flags specify not to wait)
return,
sleep (until event enough space available);
/
. get message header;
. read message text from user space to kernel;
. adjust data structure: enqueue message header, message header point to data,
count, time stamps, process ID;
wakeup all processes waiting to read message from queue;

Sau khi thyc hién kiém tra d6 dai thong diép, kiéu thong diép (nguyén duong) kernel
cap ving nh¢ cho thong diép va copy data tir ving nhé ctia user Vao d6. Kernel cap dau cua
mdt hang thong diép (queue header), dat header thong diép vao cudi danh sach lién két cac
header cua hang thong diép, 1ap con trd trong header do chi vao van ban thong di¢p (data
message trong hinh). Sau d6 cép nhat cac trudng s liéu (sé thong diép, s6 bytes trong hang
thong di¢p, tem thoi gian, ID cua TT gdi thong di€p) trong header ciia hang thong di¢p (queue
header trong hinh). Sau cung kernel danh thuc cac TT dang dgi nhan thong di€p goi tdi hang
d6. Khi sb bytes trong hang nhiéu hon gii han cho phép, TT di nga cho t6i khi c6 thong diép
khac 1dy ra khoi hang. Néu TT xac dinh khong can doi (1ap cd IPC_NOWAIT), TT thoat ngay
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GHT véi bao 16i.
Sau day 1a cac vi du cho thay qua trinh tao hang thong dié¢p va cac st dung:

Vidu I:

1.Tao hang thong diép:
#include <stdio.h>
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>

int queue_id = msgget(IPC_PRIVATE, 0600),
int queue_id = msgget(1234, 0777);

2. Céu trac hang thong diép, phai khai bao trudc khi chuyén thong diép

struct msgbuf {
long int mtype;
char mtext[ 1 ]; /*mtype nguyén dwong, biéu dién thong diép, dir liéu la
truong */
F5 /* bién thién xdc dinh d¢ dal thong diép*/
vi du:

Tao thong diép char * msg text = ” Xin chao”, va xin cap ving nho:
struct msgbuf *msg = (struct msgbuf *) malloc (sizeof(struct msgbuf) + strlen(msg_text)),

3. Gan mdt s6 nguyén tuy chon biéu dién y nghia cho kiéu thong diép:
msg->mtype = 23;

4. Sau d6 copy noi dung vao cau tric cia thong di¢p
strcpy(msg->mtext, msg_text);

5. Sau d6 goi thong diép va hang cac thong diép.

Vi du goi thong di¢p gitra cac TT:
/* queue_defs.h: Té&p dinh nghia cac bién s€ dung:*/

#ifdef QUEUE_DEFS_H
#define QUEUE DEFS H
#define QUEUE 1D 137
#define MAX_MSG _SIZE 200
#define NUM_MESSAGES 100
#endif /* QUEUE DEFS H */

/*sender.c:  TT Goi thong diép™/
#include <stdio.h>

#include <stdlib.h>

#include <sys/types.h>

#include <sys/ipc.h>
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#include <sys/msg.h>
#include "queue defs.h"

struct msgbuf {
long int mtype;
char mtext[1];

P

int main(int argc, char™ argv[])
{

int queue_id;

struct msgbuf* msg;

intiy
int re;

queue_id = msgget(QUEUE ID, IPC_CREAT | 0777);
if (queue id ==-1) {
perror("main: msgget error");
exit(l);
/

printf("message queue created, queue id '%d'.\n", queue id);

msg = (struct msgbuf*)malloc(sizeof(struct msgbuf)+MAX MSG SIZE);
for (i=1; i <= NUM_MESSAGES; i++)

{

msg->mtype = (i1 % 3) + 1;

sprintf(msg->mtext, "hello world - %d", i);

rc = msgsnd(queue_id, msg, strlen(msg->mtext)+1, 0);

if re==-1){
perror("main: msgsnd error");
exit(1);
/
/
free(msg),

printf("generated %d messages, exiting.\n", NUM_MESSAGES),

return 0;

/

/*TT nhan thong diép: reader.c*/
#include <stdio.h>

#include <stdlib.h>

#include <unistd.h>

#include <sys/types.h>

#include <sys/ipc.h>

#include <sys/msg.h>
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#include "queue defs.h"

struct msgbuf{
long int mtype;
char mtext[1];

pe

int main(int argc, char *argv[])
{

int queue _id;

struct msgbuf™ msg;

int rc;

int msg_type;

if (arge I=2) {
fprintf(stderr, "Usage: %s <message type>\n", argv[0]);

Sfprintf(stderr, " <message type> must be between 1 and 3.\n");
exit(1);
/

msg_type = atoi(argv[1]);

if (msg_type < 1 || msg_type > 3)

{

fprintf(stderr, "Usage: %s <message type>\n", argv[0]);
fprintf(stderr, " <message type> must be between 1 and 3.\n");
exit(1);

/

queue_id = msgget(QUEUE ID, 0);
if (queue id ==-1) {
perror("main: msgget error");
exit(1);
/

printf("message queue opened, queue id '%d'.\n", queue_id);

msg = (struct msgbuf*) malloc(sizeof(struct msgbuf)+MAX MSG SIZE);
while (1) {
rc = msgrev(queue_id, msg, MAX MSG SIZE+1, msg type, 0);

if (re==-1) {
perror("main: msgrcv error”);
exit(1);
/
printf("Reader '"%d' read message: '%s'\n", msg_type, msg->mtext);
sleep(l),
/
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return 0;

/

Vidu 2:

TT khéch: TT goi msgget() dé nhan duoc mot mo ta, véi key dua vao “MSGKEY”:

#Hinclude
#include
#include

#define

<sys/types.h>
<sys/ipc.h>
<sys/msg.h>

MSGKEY 75

struct msgform {

main()

/

long  mtype;
char mtext[256];

struct msgform msg;
int msgid, pid, *pint;

msgid = msgget(MSGKEY, 0777);

pid = getpid(),

pint = (int *) msg.mtext;

*pint = pid;  /*copy pid into message*/

msg.mtype = 1, /*set message type=integer positive*/

msgsnd(msgid, &msg, sizeof(int), 0);
msgrev(msgid, &msg, 255, pid,0);  /*pid is used as the msg type™/
printf(“client: receive from pid %d\n”, *pint);

TT tao mot thong di¢p dai 256 bytes (tuy dung khong hét), copy PID ctia né vao phan
noi dung ctia thong diép, gan kiéu thong diép = 1 (1a sé nguyén duong), sau d6 goi thong diép
di bang GHT msgsnd().

TT nhén thong diép bang:

count = msgrev(id, msg, maxcount, type, flag),

id: la mo ta thong diép;
msg: dia chi cAu tric data cua user chua thong diép nhan duoc;
maxcount: kich thuéc mang data trong msg,
type: xéc dinhkiéu thong diép user mudn nhan;
flag: cho kernel biét phai lam gi néu khong c6 thong diép trong hang;
count: s6 bytes cua thong diép tra lai cho user.

Va thudt toan nhan thong diép nhw sau: msgrcv()
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Input: (1) message descriptor
(2) address of data array for incoming message
(3) size of data array
(4) requested message type
(5) flags
output: number of bytes in returned message
{
. check permissions,
loop:
. check legality of message descriptor;
/*now find message to trurn to user*/
. If (requested message type = 0)
consider first message on queue;
. else if (requested message type > 0)
consider first message on queue with given type;
. else /*type <0*/
-consider first of the lowest typed message on queue,
such that its type is < = absolute value of requested type;
. if (there is a message)
{
-adjust message size or return error if user size too small;
-copy message type, text from kernel space to user space;
-unlink message from queue;
-return,
/
/*no message™/
. 1f (flags specify not to sleep)
return with error;
. sleep (event message arrives on queue);
. goto loop,

Céc truong hop xtr li nhu sau:

Type = 0, lay thong diép dau tién trong danh sach lién két cac headers cta hang doi va
néu do dai thong di€p <= array[ ] cua user, chuyén thong dlep vao cho user; kernel diéu chinh
lai cdu trac dit lidu: giam s6 dém cac thong diép, giam sé dém cac bytes trén hang, dan tem
thoi gian nhan thong diép, cap nhat PID cta TT nhén, diéu chinh danh sach lién két, tra lai
khong gian bd nhd kernel dd dung, danh thie cac TT trude d6 (dang ngt) mudn goi thong
diép nhung do chua c6 chd chira. Trong truong hop d6 dai cua thong diép > maxcount do user
1ap, tra lai thong bao 151, thong diép giit lai trong hang. Néu TT bo qua 18i noi trén (khi bit
MSG NOERROR lép trong flag), kernel cét thong diép (= maxcout)va tra lai sd bytes user
yéu cau, huy toan bo thong diép khoi danh sach.

TT c6 thé lay thong diép theo fype TT mudn. Néu fype 12 nguyén duong, TT s€ nhén
duoc thong diép dau tién cia kiéu type 6. Néu type <0, kernel tim fype thép nhit cia tat ca
cac thong diép trén hang nho hon hoic bang gia tri s6 tuyét dbi cua fype cho va trao cho TT
thong diép dau tién cua type kiéu d6. Vi du, hang thong diép co 3 thong diép vai cac kiéu 1a
3, 1, 2 tuong tng. Néu TT (user) liy théng diép véi type = -2, kernel sé trao thong diép kiéu 1
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( 1<=]2]). Trong cac trudng hop khi khong c6 théng diép nao thoa man ma TT yéu cau nhan,
kernel dat TT vao trang thai ngu, trir khi TT da 1ap bit IPC_ NOWAIT trong flag d¢ thoat ra
ngay lap tuec.

Hay xem vi du sau day, goi la TT phuc vu:

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/msg.h>

#define MSGKEY 75

struct msgform {
long  mtype;
char mtext[256];
fmsg;
main()

int i; msgid, pid, *pint;
extern cleanup();
for(i=0;1i<20; i++)
signal(i, cleanup),
msgid = msgget( MSGKEY, 0777 | IPC_CREAT);

Jor (: ;)
{
msgrev(msgid, &msg, 256, 1,0);
pint = (int*)msg.mtext;
pid = *pint
printf(“server: receive from pid %d\n”,pid);
msg.mtype = pid;
*pint = getpid();
msgsnd(msgid, &msg, sizeof(int), 0);

/

cleanup()
{
msgctl(msgid, IPC_RMID, 0);
exit();
/

Chuong trinh TT phuc vu cho cau triic cua server cung cap dich vu cho TT client trudc day.
TT phuc vy nhan yéu cau tir cac 7T client, cung cép thong tin tr mot database; 77T phuc vu 1a
diém don gian dé truy nhdp vao database, ho tro d& dang dé 1am cho batabase bén viing va an
toan. 7T phuc vu tao cau trac thong diép bang cach lap co IPC_CREAT trong msgget() va
nhan tt ca cac thong diép theo kiéu 1, yéu cau tir cac 77T client. TT phuc vu doc van ban
thong diép, tim PID cua 7T client va dit kiéu thong diép bang s6 PID cua TT client d6. Trong
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vi du nay, TT phuc vu goi tra lai PID cia minh cho TT client trong van ban thong di¢p, TT
client nhan thong diép véi kiéu thong diép bang sé PID cta né (cac 1énh trong vong for(;;)).
Bé&i vay TT phuc vu nhan chi cac thong di¢p goi cho no boi cac 7T client, va cac TT client
nhan chi cac thong diép goi dén tir 7T phuc vu. Cac TT nay phdi hop v6i nhau dé tao ra co
ché da kénh trén mot hang thong diép.

Cac thong diép duogc tao ra theo dinh dang kiéu cip dit liéu ma & d6 tép dir liéu 1a mot
dong cac bytes (byte stream) Tién t type cho phép cac T lya chon cac thong diép theo cac
kiéu riéng biét néu mudn, 1a mot dic tinh khong co trong ciu tric cua hé thong tép (FS). TT
do d6 c6 thé 14y ra cac thong diép kiéu ca biét tir hang thong diép theo trinh ty cic thong diép
da dén va kernel bao tri chinh xac thi tu d6. Hoan toan c6 thé thuc hién trao d6i thong diép ¢
muc user két hop véi hé théng tép, nhung vdi co ché thong di€p, cac TT trao ddi dit liéu hiéu
qua hon nhiéu.

TT c6 thé truy van trang thai cia mo ta thong diép, dat trang thai, loai boé mo ta thong diép
bang msgctl() voi ci phap nhu sau:

msgctl(id, cmd, mstatbuf)

id: nhén dang ctia mo ta thong diép,

cmd: kiéu Iénh,

mstatbuf: dia chi ciu trac dit liéu ctia user s& chira cac thong s6 kiém soat hay két
qua truy van (Xem ho tro 1énh nay & HPH dé c6 chi tiét va cac thong
s0).

Trong vi du cta 7T phuc vu TT chan dé nhan tin hiéu (signal()) va goi cleanup() dé
loai thong di€p khdi hang. Néu TT khong thyc hién 1€nh nay, hodc nhan mdt tin hi¢u
SIGKILL, thi thong diép s& ton tai ngay ca khi khong c6 TT nao qui chiéu téi thong diép do.
Diéu d6 sé gay 16i khi tao ra mot hang thong diép mdi cho mot key da cho va chi tao duoc khi
thong diép kiéu nay bi huy khoi hang.

24 Vung nh¢ chia sé (shared memory region)

Céc TT c6 thé lién lac voi nhau qua mot phan trong khong gian dia chi 4o cia minh
goi la vung nh¢ chia sé (shared memory), sau do thuc hién doc / ghi dir li¢u vao d6. GHT
shmget() s€ tao mot mién méi cua vung nho chia sé hay tra lai mién nhé néu di co ton tai.
shmat() s¢ gén mdt mién nhé vao khong gian dia chi 4o cua mét TT, shmdt() 1am viéc nguoc
lai va shmetl() thao tac cic thong s6 khac nhau két hop véi mdi ving nhé chia sé. TT doc/ghi
vao shared memory bang cac 1énh nhu thong thuong véi bo nhé nédi chung. Sau khi mot mién
duogc gin vao khong gian cta TT, thi mién d6 nhu mot phan cta bd nhé cua TT va khong doi
hoi thao tac gi dac biét.

Cu phép cua shmget() nhu sau:

shmid = shmget(key, size, flag);
size: 1a s6 bytes ctia mién.

Kernel do trong bang ving nhé chia sé dé tim key, néu c6 key (= entry trong bang) Va ché do
truy nhap cho phép, kernel tra lai mo ta (shmid) cia dau vao do; néu khong c6 va néu trong
GHT user dit flag=IPC_CREAT dé tao ving moi, kernel kiém tra lai néu kich thudc (size)
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yéu cau la trong cac giGi han hé thong thi cip ving nhd cho TT goi (bang alloreg() di noi
trude day). Cac thong sb kiém soat nhu ché do truy nhap, kich thude, con tré vao ving nhé
vao trong bang bo nh¢ chia s¢. dat co dé cho biét chua c6 bg nhé (cia TT) nao gén voi vung.
Khi mét TT gan vung vao by nho cua TT, kernel cap céc page cho ving, 1ap co dé cho biét
vung s& khong duoc giai trir khi con mot TT cudi ciing gan vao thyc hién exit(). Nho d6 data
trong bo nhé chia sé khong mat di ngay ca khi khong c¢6 TT nao gan vao khong gian nhd cia
minh.

Process

shared i takle-per
MEmory regian table process
takble region takble
f;’ s
[=au khi
hiuc hien
SHT
shmat(ny
|

M;n)remow
*: v

Cac cad truc du lieu cua Shared
Memaory

Mot TT gin ving nhé chia sé vao khong gian dia chi 4o cua TT v6i GHT shmat():

virtaddr = shmat( id, addr, flags)
id do shmget() tra lai cho biét mién bd nhé chia sé, addr 13 mién dia chi 40 ma user mudn gin
bd nhd chia sé vao, flags xac dinh vung sé chi doc hay kernel c6 thé 1am tron (m& rong hon)

dia chi user xac dinh, viraddr 13 dia chi 4o noi kernel dd gan viing nhé chia sé vao ( khong
can TT phai xac dinh).

Thuét toan gin ving nhé chia sé vao khong gian dia chi cia mot TT nhu sau:

Input: (1) shared memory descriptor
(2) virtual address to attach shared memory memory to
(3) flags

output: virtual address where shared memeory was attached.

{

.check validity of descriptor, permission;
.if (user specified virtual address)

{
.-round off virtual address, as specified by flags;

.check legality of virtual address, size of region;
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/

.else  /*user wants kernel to find good address™/

.kerrnel picks virtual address, error if none available;
.attach region to process address space (attachreg());
.if (region being attached for first time)

.allocate page table, memory for region (growreg());
.return (virtual address where attached),

Vung nhé chia sé khong duoc phu 1én céc Vung khac trong khong gian dia chi cua TT,
dong thoi vay phai chon rét than trong (vi du khong gan vao gan voi vung data cia TT, TT
mo rong vung data vai dia chi lién tuc, khong gan véi dinh cua vung stack) sao cho cac vung
cta TT khi tdng trudng khong chen vao do.

Mot TT g6 vung nhé chia sé khoi khong gian dia chi do cua TT véi GHT shmat():
shmat( addr)

Khi thuc hién kernel s& ding GHT detachreg() 43 dé cap. Vi bang mién khong c6 con tro
nguoc trd vao bang vung nhé chia sé, nén kernel tim trong bang nay dau vao cé con tro trd
vao mién gan va diéu chinh ludn trudong thoi gian d€ biét 1an cudi cung vung da go ra (stamp).

Vi du: Mot TT tao ra 128 Kbytes viing nhé chia sé va hai 1an gan vao vao khong gian dia chi
cua no & cac vi tri khac nhau. TT ghi vao vung gan “thtr nhat” va doc ¢ vung “thtr hai” (ma
thuc t€ chi c6 mot):

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>

H#define SHMKEY 75
#define K 1024
int shmid;
main()
{
int i, *pint;

char *addrl, *addr2;
extern char *shmat(),
extern cleanup(),

for (i=0;i<20;it++)
signal(i, cleanup),
shmid = shmget(SHMKEY, 128*K, 0777 | IPC_CREAT),
addrl = shmat(shmid, 0 ,0);
addr2 = shmat(shmid, 0, 0);
printf(“addrl O0x%x addr2 Ox%x\n",addrl, addr2),
pint = (int *)addrl;
for(i=0,i<256;i++)
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*pint++ = i;
pint = (int *) addrl;
*pint = 256;

pint = (int *) addr2;
for(i=0, i<256; i++)
printf(“index %d\tvalue %d\n ", i, *pint++);
pause();
/

/*Huy vung nhé chia s¢, cmd=IPC_RMID*/

cleanup()

{
shmctl(shmid, IPC_RMID),

exit();

/

Tiép theo chay mot TT khac gin vao cling bo nhé chia sé (cung khoa SHMKEY), chi dung 46
K trong tong s6 128 Kbytes, TT nay doi cho TT dau ghi cac gia tri khac 0 vao tir du tién ciia
ving nhd chia sé, sau d6 doc ndi dung. TT dau s& nghi (pause()) tao diéu kién cho TT kia
thuc hién. Khi TT dau bat duoc tin hiéu n6 s& go (signal(i, cleanup))ving nhd chia sé ra khoi
khong gian cia minh.

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/shm.h>
#define SHMKEY 75
H#define K 1024

main()

{
int i, *pint;
char *addr,
extern char *shmat(),

shmid = shmget(SHMKEY, 64*K, 0777);
addr = shmat(shmid, 0, 0);
pint = (int*) addr;
while(*pint == ()
Sfor(i=0,i<256,;i++)
printf(*“%d\n”, *pint++);
/

TT dung
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shmctl(id, cmd, shmstatbuf)

dé truy van trang thai va dit cac thong s6 cho bo nhd chia sé. Id chi t6i dau vao trong bang bd
nhd chia sé, shmstatbuf 1a dia chi ciu tric dit lidu cta user chira cac thong tin trang thal ctia
vung nho chia sé khi truy van trang thai hay khi dat cac thong s6, cmd 1a 1énh can thyc hién.
Vi du trong ham cleanup() néi trén.

2.5  Co hiéu (semaphore)

Cac goi h¢ théng dung co hiéu ho trg cac TT déng bo viéc thuc hién, béng cac thao tac tén tap
cac cO hi¢u. Trudc khi 4p dung co hiéu, TT tao ra viéc khoa tép (lock) béng GHT creat(). Néu
c6 16i do: tép da c6 trong FS, hay c6 thé tep da khoa do mot TT khac. Cho bét tién cua cach
tiép can nay la cac TT khong biét khi nao thi c6 thé thir laiva khoa tép c6 thé tinh cd bo lai
dang sau khi hé thong bi su cd, hay khai dong lai.

Thuat toan Dekker mo ta ap dung cd hi¢u nhu sau:

Cac dbi twong co gia tri nguyén co hai thao tac co ban nhat dinh nghia cho ching 1a P
va V. Thao tac P giam gia tri ctia co hiéu néu gia tri d6 > 0, thao tac V ting gia tri d6. Vi rang
P va V 1a céc thao tac thudc loai nguyén t6 (atomic) nén it nhat P hay V thanh cong trén c&
hidu ¢ bét ki thoi diém nao. Trén System V, P va V véi vai thao tac c6 thé dugc 1am ddng thoi
va viée ting hay giam céc gia tri cua cac thao tic vi vay c6 thé > 1. Vi kernel thuc hién tat ca
céc thao tac d6 nhu 13 cac nguyén t, nén khong mot TT nao c6 thé diéu chinh gié tri cua thao
tac cho t6i khi thao tac hoan tat. Néu kernel khong thé thuc hién #dt cd céc thao tac, c6 nghia
kernel khéng lam bat ki thao tac nao; TT di ngh cho tdi khi c6 thé 1am tat ca cac thao tac.

Co hiéu trong System V c¢6 cac thanh phan nhu sau:

— giéa tri cia co hiéu,

— PID cta TT cudi cung thao tac cd hiéu,

— Tong s cac TT dang doi dé ting gia trj ctia cd hiéu lén,

— Tong s cac TT dang doi gia trj ctia cd hiéu sé& bang 0.

Pé thao tac cd hiéu cac TT dung cac GHT sau day:

semgt(): tao va gan quyén truy nhap tap cac co hiéu;
semctl(): thuc hién céc thao tac kiém soat tap cac co hiéu;
semop(): thao tac gia tri cia cac co hi¢u.

semgt() tao mot mang cdc co hiéu nhu sau:

id = semget(key, count, flag);

Céc dbi trong ham nhu trude ddy da dinh nghia cho cac GHT thong diép.Kernel cip mot dau
vao trong bang cac cd hi¢u vdi con trd tro vao truong cau tric cd hi¢u véi count thanh phan,
dong thoi cho biét tong so cac co hi€u co trong mang, thoi diém cudi cung da thuc hién
semop(), semctl().

Cac TT thao tac co hiéu voi semop():

oldval = semop(id, oplist, count);
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id do semgt() tra lai, oplist 1a con tro tré vao mang cac thao tac co hiéu, count 1a kich thudc
cua mang. oldval 1a gia tri cua cd hi€u cudi cung da thao tac trén tap trudce khi thao tac ( do

goi semop()) hoan tat.

semaphore

tahle semaphare arrays

B
ol

é

=
—_
(%]

Cautruc du lieu cua semaphore

M3di thanh phan cta oplist nhu sau:
-s6 ctia cd hiéu cho biét dau vao clia mang cac co hiéu s& dugc thao tac;
-thao tac (gi);
-cac co.

Thuét toan nhu sau:

semop():
inputs: (1) semaphore descriptor,
(2) array of semaphore operations,
(3) number of element s in array.
Output: start value of last semaphore operated on.
{

.check legality of semaphore descriptor;
start: .read array of semaphore operations fron user to kernel space;
.check permissions for all semaphore operations;

Jfor (each semaphore in array)
{
-if(semaphore operation is positive)

{

-add “operation” to semaphore value;

-if (UNDO flag set on semaphore operation)
update process undo structure;

-wakeup all processes sleeping (event semaphore value
increases);

/
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-else if (seamphore operation is negative)

{
.if (“operation” + semaphore value > = ())
{
-add “operation” to semaphore value;
-if(UNDO flag set)
.update process undo structure;
-if(semaphore value 0)
wakeup all procces sleeping (event seamphore
value become 0);
-continue;
/

.reverse all semaphore operations already done this system
call (previuos iteractions),

.if (flags specify not to sleep)
return with error;

.sleep (event semaphore value increases),

.goto start, /*start loop from beginning*/

/
-else /*semaphore operation is 0%/
{
.if (semaphore value non ()
{
-reverse all semaphore operations done this system
calls;
-if (flags specify not to sleep)
return error,
-sleep(event semaphore value ==0);
-goto start,;
/
/
} /*for loop end here*/

/*semaphore operations all succeded®/
.update time stamp, processe ID’s;
.return value of last semaphore operated on before all succeded;

/

Kerrnel doc mang cac thao tac cd hiéu, oplist, tir dia chi ctia user va kiém tra cac s6 co hiéu la
dung va TT du quyén dé doc hay thay doi co hiéu. Co thé xay ra truong hop 14 dang vao luc
dau nay (thao tac oplist), kernel phai di nga cho t&i khi sy kién chd doi xudt hién, kernel s&
khoi phuc lai (doc lai mang tir dia chi cua user) céc gia tri cia cac cd hiéu da dang lam d& vao
lac dau va khoi dong lai GHT semop(). Cong viée nay thuc hién hoan toan ty dong va co ban
nhit.

Kernel thay d6i gia tri ctia mot co hiéu theo gid tri ciia thao tic (operation): néu
duong, ting gia tri cia cd hi€u va danh thuce tat ca cac TTdang doi gia tri cd hiéu tang.; néu la
0, kernel kiém tra gia tri co hiéu va nhu sau: -néu gia trj co hiéu 1a 0, kernel tiép tuc véi cac
thao tac khac trong méang, nguoc lai kernel ting tong s6 cac TT dang nga doi gia tri c6 hieu
bang 0, va di ngt (dtng ra 1a TT semop() di ngt, kernel dang thuc hién nhan danh semop() !).
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Néu thao tac c¢o hiéu 1a 4m, va gia tri tuyét ddi cua no <= gia tri cia co hiéu,kénl cong thém
gia tri ctia thao tac (hién 1a 4m) vao gia tri co hiéu. Néu két qua cong = 0, kernel danh thirc tat
ca cac TT ngu dang doi gia tri ctia co hi¢u s€ = 0. Néu gia tri co hi¢u < gia tri tuyét ddi cua
thao tac cd hiéu, kernel dua TT di nga v6i hodi vong (event) rang gia tri cd hiéu s& ting. Hé
khi ndo TT phai di nga vao lc giita chimng cta thao tac cd, thi didu d6 s& phu thudc vao muc
uu tién ngét; TT s€ thirc khi nhan duogc tin hiéu.

Vi du: Cdc thao tdc (operation) khoa (Locking) va gidi khoa (Unlocking):

#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/sem.h>

#defineSEMKEY 75

int semid,;

unsigned int count;

/*definition of sembuf in the file sys/sem.h

* struct sembuf {
* unsigned short_num;
* short sem_op;
* short sem_flg;
5
*/

struct sembuf psembuf, vsembuf; /*operations for P and V*/

main(argc, argv)
int argc;
char *argv[],

int i, first, second;
short initarray[2], outarray[2],;
extern cleanup();

if (arge ==1)
{
for (i=0, i<20;i++)
signal(i,cleanup),
swmid=semget(SEMKEY, 2, 0777 | IPC_CREAT);
initarray[0] =intarray[1]=1;
semctl(semid, 2, SEALL, initarray);
semctl(semid, 2, GETALL, outarray);
printf(“sem int vals %d\n”, outarray[0], outarray[1]);
pause(); /* TT di ngu cho toi khi co signal*/

/
else if (argv[1][0] =="a’)
{

first = 0;

second = 1;
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/
else
{
first =1;
second = 0;
/
semid= semget(SEMKEY, 2, 0777);
psembuf.sem_op = -1; /*set semaphore P operation value*/
psembuf.sem_flg= SEM_UNDO;
vsembuf.sem_op = 1, /*set semaphore V operation value™/

vsembuf.sem_flg= SEM UNDO;

Sfor(count=0; ;cout++)

{
psembuf.sem_num=first;
semop(semid, &psembuf, 1),
psembuf.sem _num=second;
semop(semid, &psembuf, 1),
printf(“proc %d count %d\n”, getpid(), count);
vsembuf.sem num=second;
semop(semid, &vsembuf, 1);
vsembuf.sem_num=first,
semop(semid, &vsembuf, 1);
/
/
cleanup()
{
semctl(semid, 2,IPC_RMID,0);
exit();
/

Sau khi dich chuong trinh, ta c6 tép thyc thi la a.out. User cho chay 3 14n theo trinh tu sau
day trén terminal:

$ a.out &
$aouta&
$a.outb &

Khi chay khong c6 dbi dau vao, TT tao ra tap cd hiéu voi 2 thanh phan va khai dong
véce cac gia tri =1. Sau d6 TT ngu (pause()), va thuc day khi co tin hi¢u, huy co hi€u trong
cleanup().

Khi chay véi d6i “a”, TT A thyc hién 4 thao tac co trong chu trinh: giam gia tri cia c& hiéu
0, giam gia tri cua co hiu 1, thyc hién 1énh in, sau do tang gia tri cua co hi¢u 1 va cd hiéu 0.
TT sé& di ngti néu nd ¢ giam gia tri ciia mot c& hiéu khi co hiéu do 1a 0, vi vay ta goi co hiéu
d6 bi khod (locked). Vi rang cac cd hiéu déu da khai dong =1 va khong co TT nao dang sir
dung co hiéu, TT A s€ khong bao gio di ngu va céc gi tri ciia c¢o hi¢u s€ giao dong gilra 1 va
0.
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Khi chay véi “b”, TT B gidm ¢ hi¢u 0 va 1 theo trinh ty nguoc lai cia TT A. Khi TT
A va TT B cung chay dong thoi, s& xay ra tinh hudng rang TT A d3 khoa cd hiéu 0 va mudn
m¢& khoéa co hiéu 1, nhung TT Bda khoa co hiéu do va mudbn mé khoa cd hiéu 0. Khong dat
duoc y muén, ca hai TT di ngu khong thé tiép tuc duogc nira. Ta ndi cd hai TT bi “ket”
(deadlocked) va chi thoat khoi hoan canh nay khi ¢6 tin hiéu.

Dé loai trir tinh trang nhu vay, cac TT cé thé thuc hién nhiéu thao tac c& hiéudéng
thoi bang cach khoi dong céu trac sembuf nhu sau:

struct sembuf psembuf[2] :

psembuf[0].sem _num = 0;
psembuf[1].sem_num = I;
psembuf[0].sem _op = -1;
psembuf[1].sem _op = -1;
semop(semid, psembuf, 2);

psembuf1a mang cac thao tac cd hiéu, ting gia tri c¢d hiéu 0 va 1 dong thoi. Néu nhu ching
han thao tac khéng thanh cong, TT ngu cho t&i khi ca hai thanh cong. Vi du, néu gia tri co
hidu 013 1, va gia tri co hiéu 1 13 0, kernel c6 thé dé cac gia tri d6 khong bi thay doi cho téi
khi c6 thé giam gia trj cta cé hai.

TT c6 thé diat c& IPC_ NOWAIT trong semop(),; néu khi kernel roi vao truong hop &
do6 TT ngu vi phai doi gia tri ciia co hiéu vugt qua mot gia tri nao do, hay co gia tr1 =0, kernel
thoat ra khoi GHT semop() v6i thong bao 16i. Do vay co thé dp dung mét kicu co hidu didu
kién ma bang c& hiéu d6 TT sé& khong di nga khi TT khong thé thuc hién duoc viée gi.

Truong hop nguy hiém 1a khi TT thuc hién thao tac c& hiéu, chéng han khoa mot
ngudn tai nguyén nao do, sau do thoat ra (exit) ma khong dit lai gia tri cd hiéu. Piéu nay co
thé do 13i cua nguoi 1ap trinh, hay do nhén dugc tin hiéu dan dén viéc dot ngot két thuc mot
TT. Trong thuét toan lock va unlock da & cap néu TT nhan duoc tin hiéu kill sau khi da
giam gia tri ctia co hiéu thi TT khong con ¢ co hoi nao dé tang cac gia tri d6 boi vi khong
thé con mhan duoc tin hiéu kill nita. Hau qua 1a cac TT khac nhan thiy cd hiéu da khoa va TT
khoa co hiéu tir lau khong con ton tai nita. Dé loai trir van dé, mot TT dat co SEM_UNDO
trong semop(), dé khi TT thoat, kernel s& ddo nguoc hiéu qua cua timg thao tac co hit(uma TT
da lam. Dé thyc thi diéu nay, kernel duy tri mot bang v6i mot dau vao cho mdi TT trong hé.
Pau Vao s& tro vao tap cdc cdu triic undo ma moi cau triac cho mot co hicu ma TT su dung.
M3i cAu triic undo 13 mot mang bo ba gom nhén dang cta co hiéu (semaphore ID), sb cua co
hi¢u trong tap nhan biét dugc bai ID, va mot gia tri diéu chinh.
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per proces ndo

headers
undo structure
1 .zemaphore Dy
[l ﬁusrﬁtr]n;phnre 1.zemaphore 1D, 1.zemaphore D |
3 adustment I\‘ 2 zemaphore 2 zemaphore |
vélu:a nimbet; p| MLITIEEL,
3 adjustment 3 adjustmert |
value value |

\ 1 .zemaphore IO

2 zemaphore |
number;

3 adjustment |
value

Kernel cip dong cdu triic undo khi TT lan dau tién thuc hién semop() véi cd
SEM_UNDO dugc 1ap. Sau d6 véi semop() c6 c& SEM_UNDO lap, kernel s& tim cu trac
undo cho mot TT ¢6 cung nhan dang cua co hi€u (semaphore ID), cung sb co hiéu: khi tim ra
cAu trac do, kernel trix gia tri cua thao tac cd hi€u véi gia tri diéu chinh. Do d6, ciu triic undo
chira moét téng phu dinh cua tat ca cac thao tac co hiéu ma TT d3 lam trén c& hiéu ma cho co
hiéu d6 co SEM_UNDO da lap. Néu ciu trac nhu vay khong tdn tai, kernel tao ra, sép Xép
mot danh sach céu trac bang nhan dang cua cd hiéu (semaphore ID), cing s6 c& hiéu. Néu gia
tri diéu chinh = 0, kernel huy cAu trac d6. Khi mot TT thoat ra, kernel goi mat thu tuc dac biét
xtr 1i cAu trac két hop voi1 TT va thyc hién hanh dong xéac dinh trén co hiéu da chi ra.

Trd lai v6i thuat toan lock unlock trude d6, kernel tao cdu trac undo mdi 1an khi TT
giam gia tri c& hiéu va huy cdu trac mdi lan TT tang gia tri ¢ hiéu bai vi gia trj diéu chinh 1a
0.

(13 2

Duéi day 1a cdu trac undo khi kich hoat chuong trinh véi thong sb « a”.

semaphore ID sem ID
semaphore num 0
adjustment 1
sau thao tac thir nhat
semaphore ID sem ID sem ID
semaphore num 0 1
adjustment 1 1
sau thao tac thir hai
semaphore ID sem ID
semaphore num 0
adjustment 1

sau thao tac thu ba

Néu TT di phai thoat dot ngot kernel s& di qua bd ba ndi trén va thém gia tri 1 vao mdi cd
hiéu, khoi phuc lai gid tri cua chiing =0. Trong diéu kién thong thuong, kernel giam gié tri
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diéu chinh cta co hiéu s61 & 1an thao tac thir ba, twong g véi viée ting gia tri cta cd hiéu
va huy bo bo ba gia tri boi vi tri s6 ctia didu chinh =0. Sau 1an thao tac thir 4, TT s& khong con
b6 ba nio nita vi rang cac gia tri ciia diéu chinh co thé déu =0.

Céc thao tac mang trén cd hiéu cho phép TT loai trir van dé “ket” (deadlock), nhung
lai ric rbi cung nhu nhiéu ing dung khong can t6i toan bo sirc manh ciia cc thao tac do. Cac
mg dung sir dung nhiéu co hiéu co thé giai quyét deadlock ¢ murc user va kernel s& khong
chtra cac GHT da phuc tap hoa nhu vay.

GHT semctl() chira dung v6 s6 cac thao tac kiém soat c& hiéu. Ct phap nhu sau:

semctl( id, number, arg);
arg dugc khai bao 1a mot union:

union semunion {
int val;
struct semid_ds *semstat; /*xem them lenh™/
unsigned short *array;

}arg;
Kernel thong dich arg trén co sd gia tri cua cmd.

6 Luwu y chung

1. Kernel khong c6 ban ghi ndo vé TT nao truy nhap co ché IPC, thay vi cic
TT c6 thé truy nhap co ché nay néu TT chic chin dugc chinh xac ID va khi
quyén truy nhap phu hop;

2. Kernel khong thé huy mét cau trac IPC khong st dung vi kernel khong thé

biét khi nao thi IPC khong con can nita, do vay trong h¢ co thé ton tai cac
c4u trac khong con can dén;

3. IPC chay trén moi truong ctia mot may don 1¢, khong trén moi truong mang
hay mdi trudong phan tan; Str dung key trong IPC (chir khong phai la tén
tép), ¢6 nghia rang cac tién ich ctia IPC goi gon trong ban than nd, thuan loi
cho cac ung dung r6 rang, tuy vay khong cé cac kha nang nhu pipe va ép.
IPC mang lai tot cho viéc thuc hién cho cac tmg dung phdi hop chit ché,
hon 14 céc tién ich ctia hé thong tép (dung tép lam phwong tién lién lac giita
cac TT).

2.7 Do theo mét tién trinh (tracing)

Hé Unix cung cip mét tién ich nguyén thuy cho viéc lién lac giita cac TT dung dé
theo dbi va kiém soat viéc thuc hién TT va rat tién loi cho 1am g6 rdi (debug). Mot TT debug
s& kich hoat mot TT, theo ddi va kiém soat viéc thuc hién TT d6 bang GHT ptrace(), sé dat
diém dimg trinh, doc ghi data vao khong gian dia chi 40. Vay viéc theo ddi TT bao gom viée
ddng b TT di do tim (debugger) va TT bi do theo (g6 16i cho TT d6) ciing nhu kiém soat
viéc thuc hién cua TT do.

Ta thir mo ta mot cau trac dién hinh cta trinh debugger bang thuat toan sau:
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if (pid = fork()) ==0) /*debugger tao TT con dé kich hoat trinh can trace*/

{
/*child la TT bi theo doi, traced™/
ptrace(0,0,0,0);
exec(“put the name of traced processs here”);
/*vi du: exec(a.out)™/
/
/*debugger process continues here*/
Jor(:;)
{
wait((int *) 0);
read(input for tracing instruction);
ptrace(cmd, pid,...);
if(quiting trace)
break;
}

Trinh debugger sinh ra mot TT con, TT con thuc hién GHT ptrace, kernel dat bit trace 0 dau
vao ctia TT con trong proces table hé théng, va nd kich hoat (exec()) chuong trinh can quan
sat. Kerrnel thyuc hién exec nhu thuong 18, tuy nhién cudi cung kernel nhan thay bit trace da
dung (set), va do d6 goi tin hiéu “TRAP” cho TT con. Khi két thiic exec, kernel kiém tra tin
hiéu (nhu lam véi tat ca cac GHT khac) va tim thay “TRAP” ma kernel vira goi cho chinh
minh, kernel thuc hién ma x1r 1i (nhu khi thao tac cac tin hiéu) nhung 1a truong hop dac biét.
Vi trace bit dung, TT con (ding hon 1a TT dang bi debug_traced proces) danh thirc TT bb (la
trinh debugger ngii va dang trong vong lip & mirc user) khi thuc hién wait(), TT con chuyén
vao trang thdi trace ddc biét (twong tuy nhu trang thai ngt nhung khong chi ra trén luu do
chuyén trang thai). Debugger trd ra khoi wait(), doc 1énh do user dua vao, chuyén thanh mot
loat lién tiép ptrace() dé kiém soat TT dang debug (con).

Cu phép cua ptrace() nhu sau:

ptrace(cmd, pid, addr, data)
trong do:
cmd:  céc 1énh nhu read (doc data), write (ghi data), continue (tiép tuc) ...
pid:  sb dinh danh cta TT lam debug,
data: 1a mot gia tri nguyén s€ ghi (tra) lai.

Khi thyc hién ptrace(), kernel thy rang debugger c6 TT con vdi pid ciian6 va TT con do
dang trong trang thai frace, kernel dung cac cau trac dir liéu do dwoc tong thé dé trao doi data
giita hai TT: copy cmd, addr, data vao ciu trac dir liéu (khoa cau triic dé ngan chan cac TT
khéc c6 thé ghi de dir 1iéu), danh thie TT con, dit TT con vao trang thai “ready to run” con
ban than di ngi chd dap tng ctia TT con. Khi TT con trd lai thuc hién ( trong ché do kernel),
n6 thuc hién chinh xéc cac 1énh cmd, ghi Kkét qua va cAu trac di liéu noi trén va sau d6 danh
thize TT trinh bd (debugger). Tuy thudc vao kiéu 1énh (cmd), TT con c6 thé s& quay trd lai
trang thai do, doi 1énh méi, hay thoat khéi xtt 1i tin hi¢u va tiép tuc thuc hién. Cho t61 khi
debugger tai chay, kernel luwu gia tri tra lai ma TT bi do thao trao, bo khod céac cdu tric dir
lidu, va trd vé user.
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Hay theo ddi hai trinh, mot trinh goi 1a do theo (tfrace) va mot trinh gé rdi (debug).
trace: (la TT sé bi do theo, tén trinh la tracce.c)

int data[32];
main()
{
int i;
for i=0;i<32;i++)
printf(“data[%d] = %d\n”, i, data[i]);
printf(“ptrace data addres Ox%x\n".data);
/

Khi chay trace tai terminal, cdc gia tri cua truong data sé la 0.

debug: (1a TT thuwc hién do (do theo diau vét cua trinh trace, tén trinh la debug.c)
#define TR SETUP 0
#define TR_WRITE 5
#define TR RESUME 7
int addr;
main(argc, argv)
int arge;
char *argv[];

{
int i, pid;

sscanf(argv[l1], “%x”, &addr);
if ((pid = fork()) == 0)

{
ptrace(TR_SETUP,0,0,0),
execl(“trace”, ’trace”,0); /*la do theo trinh trace noi trén*/
exit(0),
/
for(i=0,i<32;i++)
{
wait((int *) 0);
/*ghi gia tri cua i vao addr cua TT co pid*/
exit(0),
addr + =sizeof(int);
/

/*TT bi do theo c6 thé tiép tuc thuc hién tai ddy*/
ptrace(TR_RESUME, pid, 1,0),
/

Bay gio chay trinh debug vdi céc gia tri do trace da in ra trude do. Trinh debug s€ luu
cac thong s trong addr , tao TT con. TT con nay s& kich hoat ptrace() dé thyc hién cac bude
do theo trace, sau d6 cho chay frace bang execl(). Kernel goi cho TT con (trace) tin hiéu
SIGTRAP vao cubi exec()! va trace di vao trang thai do theo (bat dau bj theo ddi), doi 1énh do
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debug chuyén vao. Néu debug da dang ngii trong wait(), n6 thirc day va tim thay TT con dang
bi do theo, debug thoat ra khoi wait(). debug goi ptrace(), ghi i vao khong gian dia chi cua
trace tai addr, ting con tré clia addr trong trace. (addr 1 dia chi ctia 1 thanh phan trong mang
data). Cudi cung debug goi ptrace() dé cho trace chay, va vao thoi diém nay data chta gié tri
0 toi 31.

Dung ptrace() dé do theo mot TT 1a c6 tinh so dang va chiu mot sé cac han ché:

1.Kernel phal thyc hién 4 chuyén bbi canh dé trao doi 1 tir dit liéu (word o data) giira
debugger va TT bi do theo: kernel -> debugger() khi goi ptrace() cho t&i khi TT bi do theo
tra 101 cac truy van, kernel <- > TT bi do theo va kernel -> debugger: tr& vé debugger voi két
qua cho ptrace(). Tuy c6 chdm nhu 13 can vi debuggerr khong con c6 cach nio truy nhap vao
dia chi cua TT bi do theo.

2.debugger c6 thé do theo nhiéu TT con dong thoi. Truong hop téi han 1a khi chi do
theo cac TT con: Néu TT con bi do theo lai fork(), debugger s& khong thé kiém soat TT chau,
vi phal thyc hién go rdi kiéu chuong trinh rat tinh vi: s& xay ra viéc thuc hién nhiéu exec
trong khi d6 debugger khong thé biét dugc tén ctia cac trinh da lién tuc kich hoat (1 images
ciia ma trinh).

3.debugger khong thé do theo mot TT da va dang thuc hién néu TT d6 lai khong phat
sinh ptrace() dé lam cho kernel biét ring TT dong y dé kernel thyuc hién go rdi. Nhic lai 1a TT
dang go rbi doi khi phai huy di va khoi dong lai, va diu nay lai khong lam dugc khi n6 da
chay.

4.C6 mot b trinh khong thé do theo dugc, chéng han trinh setuid(), vi nhu vay user sé
vi pham qui tic an toan khi ghi vao khong gian dia chi qua ptrace() va thuc thi cac 1énh cam.

3. Lién lac trén mang: client/server

Céc chuong trinh (mg dunh nhu thu dién tir (mail), truyén tép tir xa (fip), hay login tir xa
(telnet, rlogin) mudn két ndi vao mot may khéc, thudng ding cac phuong phap néi chuyén
(ad hoc) dé lap két ndi va trao ddi dir liéu. Vi du cac chuong trinh mail luu van ban thu cta
nguoi goi vao mot té€p riéng cho nguoi dé. Khi géi thu cho ngudi khac trén cung mot may,
chuong trinh mail s& thém tép mail vao tép dia chi. Khi ngudi nhan doc thu, chuong trinh sé
mo tép thu clia nguoi d6 va doc ndi dung thu. Dé gdi thu dén mot may khac, chuong trinh
mail phai khéo 1¢éo tim tep thu & may d6. Vi rang chuong trinh mail khong thé thao tac cac tép
& may kia (remote) truc tiép, s& co mot chuong trinh & may kia dong vai tro mot nhan Vlen
phat hanh thu (agent) cho cac tién trinh thu. Nhu vay cac tién trinh cia may goi (local) can
cach thirc dé lién lac V0’1 (agent) may kia (nhan) qua ranh gidi cua cac may. Tién trinh cta
may goi (local) goi 14 tién trinh khach (client) ciia TT chii (server) may nhén thu.

Boi vi Unix tao ra cac TT bang fork(), nén TT server phai ton tai trudc khi TT client
cb 1ap két nbi. cach thic thong thuong 1a thyuc hién qua init va sau khi tao TT server s& s&
ludn doc kénh lién lac cho to1 khi nhan dugc yéu cau phuc vu va tiép theo tuan theo cac thu
tuc can thiét dé lap két ndi. Cac chwong trinh client va server s& chon méi trudng mang va tha
tuc theo thong tin trong cac co sé dit lidu cua tng dung hay dit liéu c6 thé di ma cb dinh
trong chuong trinh.

Véi lién lac trén mang, cac thong diép phai c6 phan dir liéu va phan kiém diéu khién.
Phan diéu khién chira thong tin dia chi dé xac dinh noi nhan. Thong tin dia chi dwoc cau triic
theo kiéu va thil tuc mang duoc sir dung. Phuong thirc truyén théng ap dung cho két néi mang
lién quan t6i GHT ioctl() d¢ xac dinh cac thong tin diéu khién, nhung viée sir dung khong
thudn nhét trén cac loai mang. D6 13 chd bét cap khi cac chuong trinh thiét ké cho mang nay
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lai khong chay cho mang kia. Pa c6 nhiéu nd luc dé cai thién giao di¢n mang cho Unix, su
dung ludng (stream) 1a mot co ché thich hop hd trg mang, vi cac modul thi tuc c6 thé phdi
hop linh hoat bang cach day vao strem mé va cach sir dung chuyén cho mirc nguoi ding.
Socket 13 mot trong cac thé hién va dugc ban & phan tiép theo.

4. Sockets

Pé tao ra phuwong phap chung cho viéc lién lac giita cac tién trinh  ciing nhu hé tro
cac giao thirc mang tinh x40, Unix ciia BSD cung cap mot co ché goi 1a socket. Ta s€ lugc ta
cac khia canh cta socket @ mic 4o nguoi dung (user level).

I Client proces I Server proces !
= 1

——

Sn:-d(ILt layer

Sn}If;ket layer

Frotogal layer:
TCESF

Frothcal layer:
CF/F

Cevice hayer:
Ethernet dgwer

Digwice layer:
Ethernet driver

S —T—

rMG hinh cis Socket

Socket layer cung cap ghép ndi gitta GHT va cac 16p thap hon;

Protocol layer c6 cac modul giao thuce (thu tuc) st dung dé lién két, vi du TCP/IP;

Device layer c6 céc trinh diéu khién thiét bi, kiém soat hoat dong cta thiét bi mang, vi

du Ethernet.

Céc tién trinh lién lac v6i nhau theo mé hinh client server: lién lac dugc thuc hién qua dudng
dan hai chiéu: mot dau cudi, TT server léng nghe mot socket, con TT client lién lac voi TT
server bang socket & dau cudi dang kia trén may khac. Kernel duy tri mdi lién két va dan dix
lidu tir client dén server.

Céc thugc tinh lién lac chia sé chung cho cac socket nhu cac qui ude goi tén, dinh
dang dia chi ..., dugc nhém lai thanh domain. BSD Unix ho tro « Unix system domain” cho
cac TT thyc hién lién lac trén mot may va “Internet domain” cho cac tién trinh thuc hién lién
lac trén mang dung giao thic DARPA (Defence Advanced Reseach Project Agent). Moi
socket c6 mot kiéu cua no, goi la virtual circuit ( hay stream theo thuat nglr cia BSD) hoac
datagram. Virtual circuit (mang 40) cho phép phat cac dir liéu tuan tu va tin cdy, gatagram
khong bao dam tuan tu, chic chin hay phat dup, nhung ré tién hon bai khong can cac thiét dat
dét gia, nén cling ¢6 ich cho mat sb kiéu lién lac. Mdi hé théng c6 mot giao thirc mac dinh, vi
du giao thirc TCP (Transport Connect Protocol) cung cap dich vu mang ao, UDP (User
Datagram Protocol) cung cp dich vu datagram trong ving Internet.

Co ché socket bao gé)m mot s6 GHT dé thuc hién cac lién lac, bao g(‘A)rn:

1. lap mot diém dau cudi cua lién két lién lac:
sd = socket( format, type, protocol);
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N

trong d6: sd 1a m9 mo ta cua socket ma cac TT su dung trong cdc GHT khéc,
format dinh dang vung lién lac 1a Unix domain hay Interet domain,
type kiéu lién lac trén socket: virtual network, hay UDP,
protocol cho biét loai thii tuc kiém soat su lién lac.

close() s& dong socket lai.

bind (sd, address, length) két hop (dong goi) mot tén véi md ta socket,

trong do: sd 1a md ta socket.
address chi t6i mot cu trac xac dinh mot dinh dang vung lién lac va
thu tuc xac dinh trong GHT socket(),
length d6 dai cua ciu tric addres, néu khong co gia tri nay kernel s&
khong biét addres s& dai bao nhiéu vi addres thay doi theo ving va tha
tuc.

Vi dy, mot dia chi trong ving Unix 1a mét tén t€p. Cac TT server sé€ bind() cac dia chi

nay vao cac socket va “thong bao” cac tén cua cac dia chi dé ty nhan biét cho cac
TT client.

connect(sd, addres, length) yéu cau kernel tao ra mot két ndi tGi socket. y nghia
cac dbi cia GHT nhu trén, tuy nhién addres la dia chi cia socket dich, ma socket
nay sé& tao ra mot socket cudi khac cua tuyén lién lac. Ca hai socket phai ding
cung mot vung lién lac va cung mdt thu tuc va kernel sép xép dé cac tuyén lién két
dugc 1ap chinh x4c. Néu kiéu cua socket 1a datagram, GHT connect() sé thong
bao cho kernel dia chi s& ding trong send() sau d6. Khong c6 két ndi nao duogc 1ap
vao thoi diém goi connect().

5. Khi kernel sap xép dé chip nhan mot két ndi trén mach o, kernel phai dua vao xép

hang cac yéu cau dén cho t6i khi kernel c¢6 thé phuc vu cac yéu cau d6. Ham
listen() s& xsac ding do dai tdi da ctia hang doi nay:
listen(sd, qlength);
qlength 1a sb cuc dai cac yéu cAu chua duogc phuc vu.
nsd = accept( sd, addres, addrlen) nhan mot yéu cau ndi véi TT server, v6i
sd 1a mo ta cua socket,
addres trdé vao mang dir li¢u ctia user ma kernel s€ nap vao dia chi cua TT
client dang két nbi;
addlen cho kich thudc cuia mang noi trén.
Khi két thic va tro ra khoi GHT, kernel s& ghi phui 1én ndi dung ctia addlen bang
mot sd, cho biét lwong khong gian ma dia chi da 13y. accept() tra lai mot mo ta cua
socket moi, nsd, khac véi sd. TT server c6 thé tiép tuc lang nghe socket dé ndi
trong khi van lién lac véi TT client trén mot kénh lién lac khac nhu hinh v& duéi.

7. Dit liéu truyén trén socet di két ndi bang send() va recv():

count = send(sd, msg, length, flags);
sd, mo ta cua socket;
msg con tro toi ving du liéu sé truyén dI;
length 1a 6 dai dur 1iéu;
count 14 sb bytes thuc su da tmyén.
flags c6 thé dit gia tri SOF_OOB dé goi dI dit liéu “out-of-band”, dé
thong bao rang dir liéu dang goi dI, s& khong xem nhu phan cua thi tuy
chinh tic cua dit liéu trao doi giita cac tién trinh dang lién lac v6i nhau.
Vi duy, trinh login tir xa, rlogin, g&i thong diép “out-of-band” dé mo
phong user 4n phim “delete” & terminal.
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8. Nhan dir li€u thuc hién béi GHT
count = recv(sd, buf, length, flags);
buf'la mang cho dir li¢u nhan,
length 1a 6 dai hoai vong s€ nhén,
count 13 s6 bytes cao lai cho chuong trinh cua user,
flags c6 thé dat “peek” tai thong dlirp dén va kiém tra ndi dung ma
khong loai ra khoi hang, hay nhan “out-of-band”.

0. Phién ban cho datagram (UDP) 1a sendto() va recvfrom() c6 thém cac thong
s6 cho céc dia chi. Cac TT c6 thé dung read() hay write() thay cho send() va
recv() sau khi két ndi da lap. Do vay, server s& quan tim t6i viéc dam phan thu
tuc mang su dung va kich hoat cac TT, ma cac TT nay chi dung read(), write()
nhu st dung trén tép.

10.  Dé dong két ndi ciia socket, ding
shtdown(sd, mode);
mode cho biét 1 d6 12 bén nhan hay bén gdi, hay ca hai bén s& khéng cho phép
truyén dir li€u; nd thong bao cho céc tha tuc dong lién lac trén mang, nhung
cac mo ta cua socket hay con nguyén d6. Mo ta cua socket s€ giai trir khi thuc
hién close().

11.  Dé co duoc tén cua socket dd dong goi boi bind(), dung

getsockname(sd, name, length);

12. getsockopt() va setsockopt() nhan lai va dit cac tuy chon két hop vai socket theo

vung (domain) va thu tuc (protocol) ctia socket.

struct sockaddr {
unsigned short sa_family; /* address family, AF_xxx */
char sa_data[14]; /* 14 bytes of protocol address */
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}s

struct sockaddr _in {

short int sin_family; /* Address family */

unsigned short int sin_port; /* Port number */

struct in_addr sin_addr; /* Internet address */
unsigned char sin_zero[8]; /* Same size as struct sockaddr */

}s

/* Internet address (a structure for historical reasons) */

struct in_addr {

unsigned long s_addr;
55
struct hostent {

char *h name; /* official name of host */
char **h aliases; /* alias list */
int h_addrtype; /* host address type (e.g. AF_INET) */
int h_length; /* length of address */
char **h addr list; /* list of addresses, null terminated */

|
#define h addr h addr 1ist[0] /* 1lst address, network byte order */

The gethostbyname() function takes an internet host name and returns a hostent structure,
while the function gethostbyaddr() maps internet host addresses into a hostent structure.

struct netent {

char *n_name; /* official name of net */
char **n _aliases; /* alias list */
int n_addrtype; /* net address type */

unsigned long n _net; /* network number, host byte order */
}i

The network counterparts to the host functions are getnetbyname(), getnetbyaddr(), and
getnetent(); these network functions extract their information from the /etc/networks file.

For protocols, which are defined in the /etc/protocols file, the protoent structure defines
the protocol-name mapping used with the functions getprotobyname(), getprotobynumber (),
and getprotoent():

struct protoent {

char *p name; /* official protocol name */
char **p aliases; /* alias list */
int p_proto; /* protocol number */

};
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* Services available are contained in the /etc/services file. A service mapping is described
by the servent structure:

struct servent {

char *s_name; /* official service name */

char **s_aliases; /* alias list */

int s_port; /* port number, network byte order */
char *s_proto; /* protocol to use */

bi
The getservbyname() function maps service names to a servent structure by specifying a
service name and, optionally, a qualifying protocol.

Vi du vé mot chuong trinh tao 77T server trong ving Unix (Unix domain):

#include <sys/types.h>
#include <sys/socket.h>

main()
{
int sd, ns;
char buf[256];
struct sockaddr sockaddr;
int fromlen;

sd = socket(AF _UNIX, SOCK STREAM, 0);
/*bind name- khong duoc co ki tu null trong ten™/

bind(sd, “sockname”, sizeof(*sockname) —1);
listen(sd, 1);

Jor(: ;)
{
ns = accept(sd, &sockaddr, &fromlen);
if (fork == 0)
{
/*child*/
close(sd);

read(ns, buf, sizeof(buf)),
printf(“server read “%s’\n”, buf);
exit();
/
/

close(ns);

TT tao ra mot socket trong vung cua Unix (Unix system Domain) va dong goi
sockname vao socket, sau dé kich hoat listen() dé xac dinh mot hang doi danh cho cac
thong diép goi dén, sau d6 tu quay vong (for(;;)), dé nhan thong diép dén. Trong chu
trinh nay accept() s& ngli yén cho t6i khi thu tuc xac dinh nhan ra rang mét yéu cau két
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n6i dugc dan thang ti socket véi tén da dong goi. Sau d6 accept() tra lai mot mo ta
mo&i (ns) cho yéu cau s& dén. TT server tao TT con dé lién lac v6i TT client: TT b va
TT con cung déng cac md ta twong ing vdi mdi TT sao cho cac TT sé khong can tro
qua trinh truyén thong (traffic) caa cac TT khac. TT con thyc hién hoi thoai véi TT
client (read()) va thoat ra, trong khi TT server quay vong doi mot yéu cau két ndi khac
(accept()).

Mot cach tong quat, TT server dugc thiét ké dé chay vinh citu va gdm cac budc:

1. Tao ra mot socket ctia n6 v6i khdi diéu khién (Transmision Control Block_ TCB)
va tra lai mot sb nguyeén, sd;

2. Nap céc thong tin vé dija chi vao céu trac dit lidu;

3. Dong goi (bind): copy dia chi ctia socket va TCB, hé gan cho server mot cong;

4. Lap hang doi co thé phuc vu cho 5 client;

Céc budc sau day lap lai khong dung:

5. Doi TT client, Khi ¢6 tao mdt TCB mai cho client, nap dia chi socket , va cac
thong s6 khac ciia client vao do;

6. Tao mot TT con dé phuc vu TT client, TT con thtra ké TCB mdi tao va thuc hién
cac lién lac voi TT client: doi nhan thong di€p, ghi va thoat ra.

TT TT SERVER
CLIEMNT -~ socketO)
I, =s=ocket descriptor
P bindr
———- (]
e — lizten)
S O
e accept(l

socket(] —————

socket descriptor 4——

connectl] ——— ] -______H
O ——— -
Tr— Mews sacket

Die=scriptor, 1D OF newwe Client

send() M————— recev(l
—_—
lrush T | & Buffer of Data
=endi] f—————— recewl
[push] T | & Buffer of Data
recyl —|
. send()
Buffer of Data 4+— - [Pru=h]
I
close) —-:“_ TT— la— clo=se)
w
Tao TT client:.
#include <sys/types.h>
#include <sys/socket.h>
main()
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int sd, ns;

char buf[256] ;

struct sockaddr sockaddr;
int fromlen;

sd = socket(AF _UNIX, SOCK STREAM, 0);

/* connect to -name. Ki tu NULL khong thuoc vao name*/

if(connect(sd, “sockname”, sizeof(“sockname”) —1) == -1)

exit();

write(sd, “hi my love”,10),;
/

Sau khi tao ra mot socket co6 cung vung té€n (Uinx name) nhu cua server, TT phat sinh
yéu ca két ndi (connect()) v6i sockname di dong goi nhu ctia bén TT servé. Khi connect()
thoat va két n6i thanh cong, TT client s& c6 mot mang (kénh) 4o lién lac voi TT server, sau do
gd1 di mot thong di¢p (write()) va thoat. Qua trinh xéc lap lién lac gitta TT client va TT server
thong qua goi cac sich vu cua socket dugc mo ta nhu sau:

Khi TT server phuc vu két noi trén mang, vung tén khai bao l1a “Internet domain”, s& la:
socket( AF_INET, SOCK _STREAM,0);

va bind() s& déng gbi dia chi nang iy tir may chii phuc vu tén (name server). Hé thong BSD
¢6 thu vién GHT dé thuc hién cac chuc nang nay. Tuong tu nhu vay cho ddi tht hai cua
connect() trong TT client s& chira thong tin dia chi cin dé nhan biét mdy tinh trén mang, hay
dia chi dinh tuyén (routing addres) dé goi thong diép chuyén qua cac may tinh mang, va cac
thong tin ho tro khac dé nhan biét cac socket ca biét trén may dich. Néu server ling nghe
mang, va ca cac TT cuc bo, TT servé s& dung hai socket va GHT elect() dé xac dinh TT
client ndo yéu cau két ni.

Céc vi du khéc
/*clientl.c*/

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>
#include <unistd.h>

int main()

{
int sockfd;
int len;

struct sockaddr un address,
int result;
char ch ="'4';

sockfd = socket(AF _UNIX, SOCK _STREAM, 0);
address.sun_family = AF _UNIX;
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strepy(address.sun_path, "server _socket");
len = sizeof(address),

result = connect(sockfd, (struct sockaddr *)&address, len);

if(result ==-1) {
perror("oops: clientl problem"),
exit(1);

/

write(sockfd, &ch, 1);

read(sockfd, &ch, 1);

printf("char from server = %c\n", ch);

close(sockfd),

exit(0),

/

/serverl.c*/

#include <stdio.h>
#include <sys/types.h>
#include <sys/socket.h>
#include <sys/un.h>
#include <unistd.h>

int main()

{
int server_sockfd, client_sockfd;
int server_len, client len;

struct sockaddr _un server_address,
struct sockaddr un client_address;

unlink("server _socket");

server _sockfd = socket(AF _UNIX, SOCK STREAM, 0);
server_address.sun_family = AF UNIX;
strepy(server_address.sun_path, "server socket");

server_len = sizeof(server_address);
bind(server _sockfd, (struct sockaddr *)&server address, server len);
listen(server sockfd, 5),
while(1) {
char ch;
printf("server waiting\n");

client sockfd = accept(server_sockfd, (struct sockaddr *)&client address, &client len);
read(client sockfd, &ch, 1),

ch++;

write(client_sockfd, &ch, 1),
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close(client _sockfd),

/
/

5. Tém tit va bai tap

Chuong nay dé cap cac ki thuat kiém soat va go rdi TT chay trén may, va cic phuong
thire cac TT lién lac véi nhau. Ptrace() theo ddi TT 1a mot tién ich td nhung dat gia dbi voi hé
théng vi tén nhiéu thoi gian va xu li tuong tac, thyc hién nhiéu qua trinh chuyén bdi canh,
lién lac chi thuc hién gitta TT b6 va TT con ...

Unix Systen V cho céc co ché lién lac bao gom thong diép, co hiéu, va ving nhé chia
sé. C6 diéu tat ca chi dung cho cac muc dich dic biét va ciing khong thé 4p dung trén moi
truong mang. Tuy nhién tinh hitu ich rat Ién va mang lai cho hé thong mot tinh ning cao hon
s0 voi cac co ché khéc.

Unix hd tro lién két mang manh, hé tro chinh thong qua tdp GHT ioctl() nhung su
dung lai khong nhét quén cho cac kiéu mang, do d6 BSD dua ra socket, dung van nang hon
trén mang. Stream la cong cu dugc dung chinh trén Unix System V.

Bai tap:
1. Viét mot chuwong trinh dé so sanh chuyén data sir dung bd nhd chia sé va sir dung
thong diép. Trinh ding bd nhé chia sé c6 st dung cd hidu dé dong bé viec hoan tit
doc va ghi.
2. Chuong trinh (“nghe trom”) sau day lam gi ?
#include <sys/types.h>
#include <sys/ipc.h>
#include <sys/mes.h>
#define ALLTYPES 0

main()

{

struct msgform

{
long mtype;
char mtext[1024];
} msg;
register unsigned int id;
for (1d=0; ; id++)
while(msgrecv(id, &msg, 1024, ALLTYPES, IPC_ NOWALIT) > 0)

b

}

3. Viét lai chuong trinh Cédc thao tdc (operation) khoa (Locking) va gidi khoa
(Unlocking) 6 phan 2.2 dung c& IPC_NOWAIT sao cho céc thao tac co hi¢u (semaphore) la
c6 dicu kién. Cho bict nhu vay lam sao loai trir dugc tinh trang ket (deadlock).

%
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|Hét phin co bin vé Unix .%
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