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1.  Gioi thiéu vé iptables

Iptables do Netfilter Organiztion viét ra dé ting tinh ning bao mat trén hé théng Linux.
Iptables cung cap cac tinh ning sau:
Tich hop t6t véi kernel ctia Linux.
C6 kha nang phan tich package hi¢u qua.
Loc package dua vao MAC va mot s6 cd hiéu trong TCP Header
Cung cép chi tiét cac tily chon dé ghi nhan su kién hé thong
Cung cip k¥ thuat NAT
C6 kha ning ngin chin mot sb co ché tan cong theo kiéu DoS

2.  Cai dat iptables

Iptables dugc cai dat mac dinh trong hé théng Linux, package cua iptables 1a iptables-
version.rpm hodc iptables-version.tgz ..., ta c6 thé dung 1énh dé cai dat package nay:
$ rpm —ivh iptables-version.rpm d6i Red Hat
$ apt-get install iptables d6i vGi Debian
- Khoi dong iptables: service iptables start
- Tat iptables: service iptables stop
- Tai khé1 dong iptables: service iptables restart
- Xdc dinh trang thai iptables: service iptables status
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3.  Co ché xir Iy package trong iptables

Iptables s& kiém tra tat ca cac package khi no di qua iptables host, qua trinh kiém tra nay
dugc thue hién mot cach tudn ty entry dau tién dén entry cudi cing.

Co ba loai bang trong iptables:

Mangle table: chiu trach nhiém bién d6i quality of service bits trong TCP header. Thong
thuong loai table nay duogc ing dung trong SOHO (Small Office/Home Office).

Filter queue: chiu trach nhiém thiét 1ap bo loc packet (packet filtering), c6 ba loai built-
in chains duoc mo ta dé thuc hién cac chinh sach vé firewall (firewall policy rules).

- Forward chain: Cho phép packet ngudn chuyén qua firewall.
- Input chain: Cho phép nhiing g6 tin di vao tur firewall.

- Output chain: Cho phép nhiing go6i tin di ra tur firewall.

NAT queue: thuc thi chtrc ning NAT (Network Address Translation), cung cip hai loai
built-in chains sau day:

- Pre-routing chain: NAT tir ngoai vao trong ndi bgd. Qua trinh NAT s€ thuc hién trude khi
khi thyc thi co ché routing. Piéu nay thuan loi cho viéc d6i dia chi dich dé dia chi twong
thich v&i bang dinh tuyén cta firewall, khi cAu hinh ta c6 thé dung khoa DNAT dé mé ta
ky thuat nay.
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- Post-routing chain: NAT tir trong ra ngoai. Qua trinh NAT s€ thyc hién sau khi thyc hién
co ché dinh tuyén. Qua trinh ndy nham thay ddi dja chi ngudn cta goi tin. K thuat nay
duoc goi 1a NAT one-to-one hodc many-to-one, dugc goi la Source NAT hay SNAT.

- OUPUT: Trong loai nay firewall thyc hién qua trinh NAT.
4. Target va Jumps

> Jump 13 co ché chuyén mét packet dén mot target nao d6 dé xur Iy thém mot s thao
tac khac.

> Target 1a co ché hoat dong trong iptables, dung dé nhan dién va kiém tra packet. Cac
target duoc x4y dung san trong iptables nhu:

- ACCEPT: iptables chap nhan chuyén data dén dich.

- DROP: iptables khoa nhitng packet.

- LOG: thong tin cta packet s& goi vao syslog daemon iptables tiép tuc xir Iy lut tiép
theo trong bang md ta luat. Néu luat cudi cung khong match thi s& drop packet. Véi tiy
chon thong dung 1a --log-prefix="string”, tic iptables s& ghi nhan lai nhitng message
bat dau bang chuoi “string”.

- REJECT: ngin chan packet va gdi thong bao cho sender. Vi tuy chon thong dung 1a --
reject-with qualifier, tc qualifier chi dinh loai reject message s€ dugc goi lai cho nguoi
gdi. Cac loai qualifer sau: icmp-port-unreachable (default), icmp-net-unreachable,
icmp-host-unreachable, icmp-proto-unreachable, ...

- DNAT: thay ddi dia chi dich ctia packet. Tty chon 1 --to-destination ipaddress.

- SNAT: thay d6i dia chi ngudn cua packet. Tuy chon 1a --fo-source <address>|-
address] [:<port>-<port>]

- MASQUERADING: dugc st dung dé thuc hién ky thuat NAT (gia mao dia chi nguén
v0i dia chi cua interface cua firewall). Tuy chon la /--to-ports <pori=[-<pori=]], chi
dinh day port nguon s€ anh xa v6i day port ban dau.

5.  Thuec hién Iénh trong iptables

Iptables command Mo ta
Switch
-t <table> Chi dinh bang cho iptables bao gdm:
filter, nat, mangle tables.
-j <target> Nhay dén mot target chain khi packet
thoa luat hién tai.
-A Thém luét vao cudi iptables chain.

-F Xoba tat ca cac luat trong bang lya chon.
-p <protocol-type> Mo ta cac giao thirc bao gdm: icmp,
tcp, udp va all
-s <ip-address> Chi dinh dia chi nguén

-d <ip-address> Chi dinh dia chi dich
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-i <interface-name> Chi dinh “input” interface nhan packet

-0 <interface-name> Chi dinh “output” interface chuyén
packet ra ngoai

Bang 1: Bang mo ta vé iptables command Switch

Vi du 1: Firewall chip nhan cho bat ky TCP packet di vao interface eth0 dén dia chi
172.28.24.199
# iptables -A INPUT -s 0/0 -1 ethO -d 172.28.24.199 -p tcp -] ACCEPT

Vi du 2: Firewall ghép nhan TCP packet dugc dinh tqyén khi n6 di vao interface eth( va di
ra interface ethl dé dén dich 172.28.2.2 véi port nguon bat dau 1024->65535 va port dich
8080

# iptables -A FORWARD -s 0/0 -i ethO -0 ethl -d 172.28.2.2 -p tcp \
--sport 1024:65535 --dport 8080 -j ACCEPT

Vi du 3: Firewall cho phép goi icmp echo-request va icmp echo-reply

# iptables -A OUPUT -p icmp --icmp-type echo-request -j ACCEPT
# iptables -A INPUT -p icmp --icmp-type echo-reply -j ACCEPT

Vi du 4: Chi dinh sb lugng yéu cau phu hop cho mgt don vi thoi gian theo dang(/second,
/minute, /hour. /day)

# iptables -A INPUT -p icmp -icmp-type echo-request -m limit --limit 1/s \
-i eth0 -j ACCEPT

Uu diém ctia n6 1a gidi han duogc s6 luong két ndi, giup cho ta chdng duogc cac co ché
tan cong nhu DoS (Denial of Service attack).

Khéa chuyén (Switch) Mo ta

-m multiport —sport<port,port> Mo ta nhiéu diy sport, phai cach nhau
bang dau ,” va dung tiiy chon —m

-m multiport —dport<port,port> M0 ta nhiéu day dport, phai cach nhau
bang dau «,” va dung tiiy chon —m

-m multiport —ports<port,port> Mo ta nhiéu diy port, phai cach nhau bang
dau “,” va dung tlly chon —-m

-m —state<state> Kiém tra trang thai:
ESTABLISHED: di thiét 14p connection
NEW: bt dau thiét 1ap connection
RELATED: thiét 1ap connection thir 2(FTP

data transfer hodc ICMP error)
Bang 2: M6 ta mot sd théng sé mé rong

Vi du 5: Firewall chip nhan TCP packet tir bat ky dia chi nao di vao interface ethO dén dia
chi 172.28.24.195 qua interface ethl, source port tir 1024>65535 va destionation port 1a
8080 va 443 (dong lénh thtr 1). Packet tra vé cling dugc chap nhan tir 172.28.2.2 (dong 1énh
tha 2).

# iptables -A FORWARD -s 0/0 -i ethO -d 172.28.24.195 -0 ethl -p tcp \

--sport 1024:65535 -m multiport --dport 8080,443 -j ACCEPT
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# iptables -A FORWARD -d 0/0 -i ethO -s 172.28.2.2 -0 ethl -p tcp \
-m state --state ESTABLISHED -j ACCEPT

6.  Swr dung chain tuw dinh nghia

Thay vi sir dung cac chain da dugc xay dung trong iptables, ta co thé st dung User
Defined chains dé dinh nghia mot chain name mé ta cho tat ca protocol-type cho packet. Ta
c6 thé dung User Defined chains thay thé chain dai dong bang cach sir dung chain chinh chi
dén nhiéu chain con.

Vidu6:

# iptables -A INPUT -i ethO -d 172.28.24.198 -j fast-input-queue
# iptables -A OUTPUT -o eth0 -s 172.28.2.2 -j fast-output-queue
# iptables -A fast-input-queue -p icmp -j icmp-queue-in

# iptables -A fast-output-queue -p icmp -j icmp-queue-out

# iptables -A icmp-queue-out -p icmp --icmp-type echo-request \
-m state --state NEW -j ACCEPT

# iptables -A icmp-queue-in-p icmp --icmp-type echo-reply \

-m state --state NEW -j ACCEPT

7.  Luu iptables script

Lénh service iptables save dé luu trit cdu hinh iptables trong file /etc/sysconfig/iptables.
Khi ta khoi dong lai thi chuong trinh iptables-restore s€ doc lai file script nay va kich hoat
lai thong tin cau hinh. Dinh dang cua file nhu sau:

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*nat

:PREROUTING ACCEPT [4169:438355]

:POSTROUTING ACCEPT [106:6312]

:OUTPUT ACCEPT [22:1332]

-A PREROUTING -d 172.28.24.199 -i eth0 -p tcp -m tcp --dport 80 -j DNAT --to-destination
192.168.1.2:8080

-A PREROUTING -d 172.28.24.199 -i eth0 -p tcp -m tcp --dport 8888 -j DNAT --to-destination
192.168.1.3:80

-A PREROUTING -i ethO -p tcp -m tcp --dport 20:21 -j DNAT --to-destination 192.168.1.2:21
-A PREROUTING -i ethQ -p tcp -m tcp --dport 2020:2121 -j DNAT --to-destination 192.168.1.3:21
-A POSTROUTING -0 ethO -j SNAT --to-source 172.28.24.199

COMMIT

# Completed on Thu Nov 9 15:47:54 2006

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*filter

:INPUT DROP [4011:414080]

:FORWARD ACCEPT [552:57100]

:OUTPUT ACCEPT [393:43195]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -i ! ethO -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.1.3 -i eth0 -p tcp -m tcp --dport 80 -j ACCEPT

COMMIT

# Completed on Thu Nov 9 15:47:54 2006

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*mangle

:PREROUTING ACCEPT [5114:853418]

:INPUT ACCEPT [4416:773589]
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:FORWARD ACCEPT [552:57100]

:OUTPUT ACCEPT [393:43195]
:POSTROUTING ACCEPT [945:100295]
COMMIT

# Completed on Thu Nov 9 15:47:54 2006

8.  Phuc hdi script khi mat script file

Dé c6 thé phuc hoi script khi mt script file. Dau tién, ta phai luu script lai dung 1énh:
iptables-save > script du_phong. Sau d6, ta c6 thé xem lai script du_phong vira luu, ding
lénh cat script_du_phong. Két qua nhu sau:

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*nat

:PREROUTING ACCEPT [4169:438355]

:POSTROUTING ACCEPT [106:6312]

:OUTPUT ACCEPT [22:1332]

-A PREROUTING -d 172.28.24.199 -i eth0 -p tcp -m tcp --dport 80 -j DNAT --to-destination
192.168.1.2:8080

-A PREROUTING -d 172.28.24.199 -i eth0 -p tcp -m tcp --dport 8888 -j DNAT --to-destination
192.168.1.3:80

-A PREROUTING -i ethO -p tcp -m tcp --dport 20:21 -j DNAT --to-destination 192.168.1.2:21
-A PREROUTING -i ethO -p tcp -m tcp --dport 2020:2121 -j DNAT --to-destination 192.168.1.3:21
-A POSTROUTING -0 ethO -j SNAT --to-source 172.28.24.199

COMMIT

# Completed on Thu Nov 9 15:47:54 2006

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*filter

:INPUT DROP [4011:414080]

:FORWARD ACCEPT [552:57100]

:OUTPUT ACCEPT [393:43195]

-A INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A INPUT -i ! ethO -m state --state NEW -j ACCEPT

-A FORWARD -d 192.168.1.3 -i eth0 -p tcp -m tcp --dport 80 -j ACCEPT

COMMIT

# Completed on Thu Nov 9 15:47:54 2006

# Generated by iptables-save v1.2.8 on Thu Nov 9 15:47:54 2006

*mangle

:PREROUTING ACCEPT [5114:853418]

:INPUT ACCEPT [4416:773589]

:FORWARD ACCEPT [552:57100]

:OUTPUT ACCEPT [393:43195]

:POSTROUTING ACCEPT [945:100295]

COMMIT

# Completed on Thu Nov 9 15:47:54 2006

Sau @0, sua file script_du_phong va nap lai iptables thong qua 1énh iptables-restore
# iptables-restore < script_du_phong )

Cudi cung, ta dung 1€nh dé luu trir lai cac ludt vao file cau hinh:
# service iptables save
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9.  Load kernel module can cho iptables

Ung dung iptables yéu cau load mot sé module sau:
- iptable nat module cho NAT.
- ip conntrack fip module can cho FTP support
- ip conntrack module dé theo ddi trang thai cia TCP connect.

- ip nat fip module can cho viéc load FTP servers sau NAT firewall.

10. Mot sb gia tri khoi tao ciia iptables

#H####### Internal-Firewall.sh cript

######## Cho phép tu chay script bang shell

#!1/bin/sh

#### Gan lénh vao bién

IPTABLES=/sbin/iptables

#H###### 44 Cac gia tri khdi tao

INTERNAL_LAN="192.168.1.0/24" # Dia chi mang LAN
INTERNAL_LAN_INTERFACE="eth1" # Interface nGi dén mang LAN
INTERNAL_LAN_INTERFACE_ADDR="192.168.1.1" ##Dia chi int ethl

EXTERNAL_INTERFACE="eth0" ## Interface public
EXTERNAL_INTERFACE_ADDR="172.28.24.199" ## Dia chi eth0
$IPTABLES -F FORWARD ## Xba cac luat cuia FORWARD chain
$IPTABLES -F INPUT ## Xba cac luat cua INPUT chain
$IPTABLES -F OUTPUT ## Xba cac luat cia OUTPUT chain

$IPTABLES -P FORWARD DROP ## Mac dinh FORWARD chain la DROP
$IPTABLES -P OUPUT ACCEPT  ## Mac dinh OUTPUT chain la ACCEPT
$IPTABLES -P INPUT DROP  ## Mac dinh INPUT chain la DROP
#H++++++++++++ R
## Cho phép tat ca cac packet di vao loopback vdi tat ca cac protocol
$IPTABLES -A INPUT -i lo -p all -j ACCEPT

## Cho phép cac gai tin di vao firewall chi v&i icmp protocol

$IPTABLES -A INPUT -p icmp -j ACCEPT

## Cho phép cac packet di vao eth1 cé dia chi nguén la dia chi cia LAN
$IPTABLES -A INPUT -i $INTERNAL_LAN_INTERFACE -s $INTERNAL_LAN -j ACCEPT
# Cho phép cac packet ra tir eth1 cé dia chi dich la dia chi cta LAN
$IPTABLES -A OUTPUT -o $SINTERNAL_LAN_INTERFACE \

-d $INTERNAL_LAN -j ACCEPT

# Thuc hién NAT bang cach ddi dia chi ngudn clia goi tin trudc khi dinh tuyén,
###4##di ra tUr eth0 v3i bat ky dia chi nao khac dia chi cia LAN

$IPTABLES -A -t nat -A POSTROUTING -0 $EXTERNAL_LAN_INTERFACE \

-d ! $INTERNAL_LAN -j MASQUERADE

## Cho phép cac gai tin di qua firewall cd dia chi ngudn hodc dia chi dich
#######4#1a dia chi cia LAN

$IPTABLES -A FORWARD -s $INTERNAL_LAN -j ACCEPT

$IPTABLES -A FORWARD -d $INTERNAL_LAN -j ACCEPT
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Ngwo&i dung bén ngoai

EthO
172.28.24.199

Firewall
(iptables)

Eth1
192.168.1.1

Mang ngi bo

192.168.1.0/24

Hinh 1: M6 hinh mang mo ta cho script internal-firewall.sh

11. Mot s6 vi du vé Firewall

Vi du 7: Cho phép truy xuat DNS dén Firewall
# iptables -A OUTPUT -p udp -o eth0 --dport 53 —sport 1024:65535 -j ACCEPT
# iptables -A INPUT -p udp -i ethO --dport 53 —sport 1024:65535 -j ACCEPT

Vi du 8: Cho phép www va ssh truy xuit toi Firewall

# iptables -A OUTPUT -o eth0 -m state --state ESTABLISHED, RELATED -j ACCEPT
# iptables -A INPUT -p tcp -i ethO --dprt 22 --sport 1024:65535 -m state \

--state NEW -j ACCEPT

# iptables -A INPUT -p tcp -i ethO --dport 80 --sport 1024:65535 -m state \
--state NEW -j ACCEPT

Vi du 9: Masquerading (many to One NAT) la k§ thuat NAT Many to One dé cho phép
nhiéu may cuc bd co thé sir dung dia chi IP chinh thirc (duoc cung cép tir ISP) dé truy cap
internet.

#HH#H######Cho phép script tu khdi dong vai shell
#! [bin/sh

#HA##H##H### Nap module iptable_nat

modprobe iptable_nat

NGUYEN HONG THAI



CAI PAT VA CAU HINH IPTABLES

### ##### Bat chdc ndng dinh tuyén

echo 1 > /proc/sys/net/ipv4/ip_forward

##### Cho phép sir dung NAT gia mao trong do

#####4# - Interface ethO la interface lién két mang internet

#H###4#4# - Interface ethl lién két dén mang noi bo

iptables -A POSTROUTING -t nat -0 eth0 -s 192.168.1.0/24 -d 0/0 -j MASQUERADE
# Cho phép di qua firewall trong trudng cac trudng hgp cac két ndi la mdi,
###da thiét 1ap hodc co lién hé

iptables -A FORWARD -t filter -0 eth0 -m state \

--state NEW, ESTABLISHED, RELATED -j ACCEPT

iptables -A FORWARD -t filter -i eth0 -m state \

--state NEW, ESTABLISHED, RELATED -j ACCEPT

Vi du 10: Thyc hién Port Forwarding vo1 DHCP DSL. Trong truong hop ta nhén 1 dia chi
IP dong tir ISP va ta mudn sir dung dia chi nay dé cung cap cho tat ca dia chi trong mang noi
b va public cac server ndi bo ra bén ngoai internet. Tat ca cac yéu cau trén cé thé giai
quyét bang cach st dung k¥ thuat Port Forwarding.

#H######## Cho script chay véi shell

#1/bin/sh

##### Nap module iptable_nat

modprobe iptable_nat

####4# Gan ethO Ién bién external_int

external_int = “eth0”

####4# Thuc hién 1ay ip ma DHCP cdp cho may nay

external_ip =" ifconfig $external_int | grep ‘inet addr’ | awk {print $2}' | \
sed —e‘s/.x://""

##### Cho phép cac interface forward véi nhau

echo 1 > /proc/sys/net/ipv4/ip_forward

##### Thuc hién d6i dia chi dich trudc khi thuc hién routing

iptables - nat - PREROUTING - tcp -iethO - $external_ip --dport 80 \
--sport 1024:65535 - DNAT —to 192.168.1.2:8080

# Cho phép cac packet FORWARD qua firewall trong cac truéng hgp dudi day
iptables -A FORWARD -p tcp -i ethO -0 ethl -d 192.168.1.2 -dport 8080 \
-sport 1024:65535 -m state --state NEW -j ACCEPT

iptables -A FORWARD -t filter -o ethO -m state \

--state NEW, ESTABLISHED, RELATED -j ACCEPT

iptables -A FORWARD -t filter -i ethO -m state \

--state NEW, ESTABLISHED, RELATED -j ACCEPT

Vi du 11: Thyc hién NAT véi ip tinh.

- St dung one to one NAT dé cho phép server co6 dia chi 192.168.1.2 trén mang ndi bo
truy xudt ra ngoai internet thong qua dia chi 172.28.24.199.

- Tao many to one NAT dé cho mang 192.168.1.0 c6 thé truy xuét dén tat ca cac server
trén internet thong qua dia chi 172.28.24.199.

##### Cho script chay vdi shell

#! /bin/sh

## Load module va cho phép forward giira cac card mang
modprobe iptable_nat

echo 1 > /proc/sys/net/ipv4/ip_forward
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# Thuc hién DNAT dé déi dia chi dich thanh dia chi clia server

#### mang noi b (192.168.1.2) khi truy cap dén 172.28.24.199
iptables -t nat -A PREROUTING -d 172.28.24.199 -i eth0 \

-j DNAT to-destination 192.168.1.2

## Thuc hién SNAT dé déi dia chi ngudn tir 192.168.1.2
HUHHHHHHBHHHHHHHHHHHHHHHHH > 172.28.24.199

iptables -t nat -A POSTROUTING -s 192.168.1.2 -0 ethO \

-j SNAT --to-source 172.28.24.199

## Tuong tu nhu trén, cho phép may tui LAN truy cap dén cac server
iptables -t nat -A POSTROUTING -s 192.168.1.0/24 -0 eth0 \

-j SNAT --to-source 172.28.24.199

## Cho phép bén ngoai truy xuat vao server (192.168.1.2)
##4###thong qua cac port 80, 443, 22

iptables -A FORWARD -p tcp -i eth0 -0 ethl -d 192.168.1.2 \

-m multiport --dport 80,443,22 -m state --state NEW -j ACCEPT

# Cho phép chuyén tat ca cac NEW, ESTABLISHED SNAT connections
#### bat dau tr homework va thuc su’ da thiét 1ap trudec d6 véi DNAT connections
iptables -A FORWARD -t filter -0 ethO -m state \

--state NEW, ESTABLISHED, RELATED -j ACCEPT

# Cho phép chuyén tat ca cac connections bat dau tir internet d& dudc thiét Iap
HAHH#H######EhONg qua tU khda NEW

iptables -A FORWARD -t filter -i ethO -m state \

--state ESTABLISHED, RELATED -j ACCEPT

Vidu 12: Tao mdt proxy

#H########## Cho phép script chay véi sh

#!/bin/sh 3

INTIF="eth1" ## Gan chudi “eth1” vao INTIF

EXTIF="eth0" ## Gan chuoi “eth0” vao EXTIF

#H### 44 #4# Thuc hién 1y dia chi ip ma DHCP cap
EXTIP=""/sbin/ifconfig ethO | grep 'inet addr' | awk '{print $2}' | sed -e 's/.*://"""
###### Load module can thiét

/sbin/depmod -a

/sbin/modprobe ip_tables

/sbin/modprobe ip_conntrack

/sbin/modprobe ip_conntrack_ftp

/sbin/modprobe ip_conntrack_irc

/sbin/modprobe iptable_nat

/sbin/modprobe ip_nat_ftp

## Cho phép cac card mang c6 thé forward dugdc vdi nhau

echo "1" > /proc/sys/net/ipv4/ip_forward

###### Cho phép thuc hién vdi ip dong

echo "1" > /proc/sys/net/ipv4/ip_dynaddr

iptables -P INPUT ACCEPT  ## Mac dinh INPUT chain la ACCEPT

iptables -F INPUT ## Xoa cac luat trong INPUT chain

iptables -P OUTPUT ACCEPT ## Mac dinh OUTPUT chain la ACCEPT
iptables -F OUTPUT ## Xoa cac luat trong OUTPUT chain

iptables -P FORWARD DROP ## Mac dinh FORWARD chain la DROP
iptables -F FORWARD ## Xba cac luat trong FORWARD chain
iptables -t nat -F ## Xoa tat ca cac luat cta bang nat
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## Cho phép FORWARD di vao eth0 di ra ethl trong trudng hgp
#### #cac connection la ESTABLISHED, RELATED

iptables -A FORWARD -i $EXTIF -0 $INTIF -m state \

--state ESTABLISHED,RELATED -j ACCEPT

#H###H#### Va ngudc lai

iptables -A FORWARD -i $INTIF -o $EXTIF -j ACCEPT

## Thuc hién ddi dia chi ngudn trong trudng hop di ra tir eth0
iptables -t nat -A POSTROUTING -o $EXTIF -j MASQUERADE

Ngwéi dung internet

172.28.24.199

Firewall
(iptables)

192.168.1.1

Switch

Mang ndi b
192.168.1.0/24

Server
192.168.1.2

Hinh 2: M6 hinh mang LAN véi server
Két qua cua viéc cau hinh proxy trén, nhu sau:

# Generated by iptables-save v1.2.8 on Thu Nov 9 10:02:42 2006
*nat

:PREROUTING ACCEPT [536:76253]

:POSTROUTING ACCEPT [2:119]

:OUTPUT ACCEPT [15:909]

-A POSTROUTING -0 ethO -j MASQUERADE

COMMIT

NGUYEN HONG THAI
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# Completed on Thu Nov 9 10:02:42 2006

# Generated by iptables-save v1.2.8 on Thu Nov 9 10:02:42 2006

*filter

:INPUT ACCEPT [132:12857]

:FORWARD DROP [0:0]

:OUTPUT ACCEPT [0:0]

:RH-Firewall-1-INPUT - [0:0]

-A FORWARD -i eth0 -o ethl -m state --state RELATED,ESTABLISHED -j ACCEPT
-A FORWARD -i eth1 -o eth0 -j ACCEPT

-A RH-Firewall-1-INPUT -i lo -j ACCEPT

-A RH-Firewall-1-INPUT -i ethO -j ACCEPT

-A RH-Firewall-1-INPUT -p icmp -m icmp any -j ACCEPT

-A RH-Firewall-1-INPUT -p esp -j ACCEPT

-A RH-Firewall-1-INPUT -p ah -j ACCEPT

-A RH-Firewall-1-INPUT -m state --state RELATED,ESTABLISHED -j ACCEPT

-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 80 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 21 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 22 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 23 -j ACCEPT
-A RH-Firewall-1-INPUT -p tcp -m state --state NEW -m tcp --dport 25 -j ACCEPT
-A RH-Firewall-1-INPUT -j REJECT --reject-with icmp-host-prohibited

COMMIT

# Completed on Thu Nov 9 10:02:42 2006

12. Khic phuc su co trén iptables

- V6i phan trinh bay vé iptables & trén 1a kha day du. Vi kién thic trén, ching ta ¢ thé
thue hién nhimg yéu cau vé loc géi tin mot cach kha tot. Nhung phan trén chi trinh bay
cach thuc hién voi iptables ma khong néu ra cach khic phuc su cb trén iptables. Trong
phan nay, chung t6i sé trinh bay cach khic phuc sy ¢b vé iptables ndi riéng, nhitng phan
mém trén hé diéu hanh ma nguén mé noéi chung.

- Cach van he‘mh va bao tri nhimg phan mém trén Linux thuong s€ qua nhitng budc sau
day: cai dat, cdu hinh, van hanh va khac phuc su ¢b khi c6 13i. Trong nhimg phan trén,
ching t6i da trinh bay cach cai dat, c4u hinh va van hanh. Con phan khic phuc su ¢ vé
nhitng phan mém trén Linux, thuong thi nguoi quan tri s€ doc file Log, cu thé véi
iptables thi chung ta can kiém tra Firewall Logs.

- Firewall logs duoc ghi nhan vao file /var/log/message. Pé cho phép iptables ghi vao
Nvar/log/message, chung ta phai cau hinh nhu sau:

iptables -A OUTPUT -j LOG
iptables -A INPUT -j LOG
iptables -A FORWARD -j LOG
iptables -A OUTPUT -j DROP
iptables -A INPUT -j DROP
iptables -A° FORWARD -j DROP
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13. iptables khong khéi dong

- Khi ta khoi dong iptables thi ta dung 1€nh /etc/init.d/iptables start. Lic nay, iptables goi
script trong file /etc/sysconfig/iptables. Do d6, néu file nay khong ton tai hodc bi 15i thi
iptables s€ khong thuc hién dugc.

- Khi ta thay ddi cau hinh trén iptables thi ta phai dung lénh service iptables save dé luu
lai cac thong tin c4u hinh. Sau d6, mdi tién hanh restart lai iptables.

Vidu 13:

# service iptables start ## Khdi dong iptables

# touch /etc/sysconfig/iptables ## Tao file iptables trong

##Thiét lap quyén cho file nay

# chmod 600 /etc/sysconfig/iptables

# service iptables start
Applying iptables firewall rules: [OK]
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